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° vUFp" "FyF, FRFp IFp - |FUFGFOFy #F¢G FEGHF+FGFiFL

PP(IGUGDG2G*F0(0 G FGFO,A/i$x 0+ G"$1 yFCFOFRFOFAFOFIGOGYGQGEGSG%.G "GTG1G0 TFaG Gw
GOGe F!

e L 8 BFg)...7YGCGKGSGVG" , \FCFIGUGAGFGqGYG%.G{G2 JF*

GEGB6GWG%:G]GUG1 TH )“ &FUGeG{GFG5G=GV'6#.FUG G F, CF»FU+-G 0¢, F¢Fi JFcFOGGG?GFGs(
“FAG"F¢FOFRFBFAFOG FeFiF:

%:+1'F, S6U 6F, - |F, 3G FgF+ " +F( “FAFgFUFOFi 2FoFp  IFp$U JFaF:

«iFU]9F0 )G w% Ful G "@FgFuG F,$U JFUGGGTGSG=GiGYGNGSF f jFéG G=GWGEGHEHIERS
Fp "4 6F8 626G"9xG G vG ) G FOF, tFYFR2 "OF6G FAF8G"82F6F6FUG G F&F!

GWGCGYG%GFGQGNGCF,GOGMGYG,G/G%GEGqGSF,G:G4GWG,G%GMGEGSGw

olpFéG FYFaFgFy XFOFYG G FEGHFIFAG G F+Fp C#OF+F,%+ CG%o!" iFp %oF»F( “FAG G F, -F@G G
G FOFYG F¢FiFt GeGXxGTG1Fg IG:GAGXFYF, T7 Fu4(G"4 G G FO&¥%G" 3G F¢F, ,G FPFUFO -F@FaFUF
FiIF*" DDV, EpP G GOGSGNnFUG Fp - |Fg i SFUFUFAG G F, FaFp *Fy N ~F¢ “G FEG#F+F¢FiF"IFOF, 7H
#UFQ T SFéG G FO 3G F¢FOFRG FiGoGGMEIPFMAIEP WX BQGVG%GXGVGWGF TF0 YFR alpFcG

GWGCGYG%GFGEMGCH *...
"DDV,0OPY

"DDV, BpBBG-GMGSGeGWEREKGXGSGSGEGUGFU68FEG FaFp B O$xFUG:G2GWFYF, iFEG  “F¢
Fi IFiIFAFpP)/F@6EFUFO - [Fo SFOG FOF6 #FcFiF, i _G"3.G Fi> 8F+FéF&¥%Fp LG FyF, A ®F4F,

Y ...Fp(-&,F %+$x 0 E °FgFOFO gOvFp MF@F0 -F@G G FoFUG F,FaFp (FQ 142FG e1pFcFoFOG FEFL
U G" ZFGFOFRF3F&FOFi >0bFp AFOG GXGSGNGSF,GXGQGVF,GWGCGYF,G:G4GWG,F0 YFR alpFc¢G
JFIFU9xG G Fp ?4)G" «+ FOFCFOFRG G F¢FiFiG FiF, 2zF¢FiGOGSGnGoG2GVF+FOG GUGAGFGqGY!
GOGYGQGEGSsF,G"GWGFFp%+1'Fg » @ SFU « iFi €G" ¢ FY3,G G F¢FiF! « iFUF G=GWG4GWGIG;GsG
G"38a OFéG 0 FOPFGF.D DV, GKOKGSGSGEGUGeFp 58 $xFU «+ 6G" WFa °G G FYFOFUFaFgFUG G F
FOF?

GOGMGYG,G/G%GEGqGSF,GTG=GYGIGYGGGhGEGUGXGGGV

"DDV,OPY

FaFp ‘2°G"30F&F6 ,G FPFUFO - |G"FRFSFAFOFT %oF»G F, °FUG Fp nlpG"#aeF¢ VFAG FéFL UG G Fp K
*AG#F+FRG Fi)/F@6EFUFO i Fo 3G F¢G"FRG Fi gOvG FFaFpGeG{GFG5G=GVF( FaFi XFOFYG FuF(
66G"#.0ZF@ *G"G FOF6 -FOFOFRG FidA *...G FIFFOMDR,,OPY ;F&PpBBRITYU FUS

6U 6F, SF."©3 G"&gFcFOFRG' BID V , BEROYG FcFO  IFIFAG FL

G:G4GWG,G%GMGEGsGWF,GeG{GNG=GVGIG[GSGFGqGS
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\&KFpGIG{GVGWGBGGY(" "G Fp1eG"0°FéFaFgFUF+FYF, + § oe $F0 NFeG Fé

G"GSGFGuBp$ /" 1 1liCFYF, X$OF0 IG G6G*GWGIGGGMGIGSG G_GSGVGXGSH 12 *...F,GUG1GG
GMGSR 4 H FgFp1Y1=G" 6F0 8 BFAG G F¢FiF! |G FU OG F6FOFiFpFyF GIJG{GVGWGGGVF,"IFIGJIG{
$/"1 H G=GWGAGWG[G2GTG1GdG0GeGXG?GSGEGUG: —18GeGWGQGVGCcG7GSGnH Fp z0[ + OF
FO R O$xFl +1 F¢Fi £ F+FOG FaFgFU AG FUFOFUG G FGFIFIGOGXGXGGGV I H G:GSGVGXGSF,G
*%B5" ( $Z EESGhGG:GSG%GABRFI-UH FYGTGSGIFp M4SG" ...FOFOFOG FGFiFUF, GIG{GV(
$/"1 Fp R O$xFU0Z1 Fy Y2SFcFOFOG FGFiFFiFp) YF, \&KFPGKGXGSGSGEGUG+*G6G*GFGYGOFY F
M*AiF( 166Fg > SG"2 G FEFAFGFOFUG F.G G "a$xF+ N G 6Fp9xFOG0GeG{GSGOFU 20[F3Fg aFeFoF
FiIFL&¥%FYyGOGSGNGoG*G GS X jFO %3MFU f LG"FGFiFgFAG F, Y4FOFAG G:GAGWG,G%G=GIGSGyGY%
GFGQGNG,FgGOGMGYG,G/G%GEGqGSFp - |G" “F6F, FUFUG )ZG G Fi i( FpGOG4GVGWG2G+G"  wFcl
FU&YFU*fFOG FAGIGEVGIERPGGVG:G2GWFAFgFUG (0 ...FU ZFOFiFaFgFU AG FUFOFUG G FgFiF
G"GSGFGuUGEy G, v & VFIG FiG +FOF( z'gFOF6FRG G F¢FiF! 63yFQ § IFEG #UFOFUFDFGF,

7FFOG "FRFp § iIFU#OFeF6FOG FcFiF:

" OSF, "¥y0E °Fp PIRF+FOG &E UGeG{GFG5G=GVF+F¢FiF! O ¥F+Fy# FpG FpFgFUGF, Q
G G G 8FOFUFAG zO[FU N4 SF+FéF* -- FpGIG;GsGXxGTG1& —Fy §)mFp1"8YF+F&FiGNGS
GFGUGF+FyFaG G"00(yFa ...FOF6FOG Fé
"7 i("$l/oe \IFYF ))E)F$XGAG*GeGWG2G0GGGFy#. «1=F+F¢FiF! O ¥B:-&H )E)F$x+#
>G6G=GGGKGSGFGqGS'6#.H FU# FgFuG F,GaGFG[GG VFp 28r0[ 6FgFUFOF6FOG Fé
" GeGWGQGVGCcG7GSGn iFp vG Fi "FOF G=GWG2G0G+*GVG G_GSGVGXGSFJF I* XFhG GwWG
+: 7F¢F ,G0GeGXG?GSGEGUGGHiG:Ge@UENaGEH 1)+ ceFAG F.$/) cePAGG2GSGVFgFcFo O
G G G FOFOFUFOF8FOG FéFt «"F+FyFAG G"00(YFQ ...FOFOFOG FéF:
* iIFYF,G=GWGAGWGIG;GsGXGTG1GKGXxGSGSGEGUG*Fp0¢ 0£G%GOGSG;GTG=GOGqG%G6G*GFC
‘'IFéG » FOG FOF® 6''FAG FOFOG FiG F FA 2YFp# F+ 8G G Fi%+0bFAFUOQIG FOFSFUG F, »*...
FOF@FOF® w% FU £ FgFUFOFOFOG FéF:
GJG{GVGWGGGVG0GeGXxG?GSCEGIEGS3 @& TR GKBAG s SGEGUGFp _ °GeG{GIGGFIFUFOF6F,
Fo W% FUG:G2GWFgFUG FaF2G"& ™F¢FOFUG G FéF:

«— iFp 6*FOFOFIG F, » Fg 1 C$xF0166G" mFOF32 5 Fu > SG" @FOF+FRG Fi  IFpGOGMGYG,G/F,G:
G4GWG,F,GwGCcGYF alpFp —G"2F¢G FEF$U |FpFa SFO °G G 3&i#eeF¢ VFAG FéF!
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'v FyFéG Fi

'V GJG{GVGWGGGVFgFy 1FU

'v FUFIGJG{GVGWGGG¥/FiiiFb®BuFpFU

" ( ,VCF SEpEIGRSEGXGTG1

v $/"11

GIG=GEGUG+* "4 1G0GeGXxG?GSGEGUG+GIG;GsGXxGTG1GKkGGGOGq't#.
GIG=GEGUG* $HIG=GWG4GWGIG;GsGXxGTG1GkGGGOGq'6#.H
GIG=GEGuUGe+ ,4H,VCFS GFRJGSGXxGTG1"g A'6#.H

GIG=GEGuUG+ ,*&,VCFSQ'PURFUGG '7H'6#.H

" $*8&H G=GWG4GWG2G+GcGWGGGVGWG=GOG( '7TH'6#.H
GIG=GEGUG* "% B0GeGXG?GSGEGUG- &%+Fg P AH
GIG=GEGuUG* , M3V CF S QPP AH

GIG=GEGUG* $%3GWG4GW &%*Fg P A

GIG=GEGUG* $8H G=GWGAGWG}GSG=G{GSGW -12GeGWGQGVGcG7GSGnH
GIG=GEGuUG+ "D D \FIGRYGOGWGSGVS$B >Fo+$ E 6Fp f >8p ) UFa
GIG=GEGUG*G2G*GWG2G*)WaTA <Fp Y Y

GIG=GEGuG* HB®GSBTUSV BIGISEFHEETGP EF
GIG=GEGUG+ (BI$5:G"GXG*GGF,GXxGGG=F,GAG+*GeGWG2G0G*GGH
GIG=GEGUG*G6G*GMGSGeGWG2GH)+ ce

GIG=GEGUG* &MHEEBG*GWGKG2G*GV &%+Fg P AH )+ ce
GIG=GEGUG* 4 HGIG;GsGXGTGL _ G2GgG+GV'0#.H )+ o=
GIG=GEGUG+*GcG7GzG*GFGQG=Fp p7Y
GIG=GEGUG+*GOG?GQGVGEGGGTGn

'V GJG{GVGBGGGFpGIGSGGG?GSGG
GIG=GEGUG60GeGxG?GSGEGUG*GcG/G2G0GAG7GSGy
GIG=GEGUG6IG2G=G{GIG>G0oG*GTGSGEGUG*
GIG=GEGUG6[GQGVG}GSG=GcG/G2G0GAG7GSGy
GIG=GEGUG6GEGSG=GzGQGVFp —1n
GIG=GEGUGSUGSGMGCG2G6G+*GGGOG=GIGGFp —1&
GIG=GEGuUGY+7 A

GIG=GEGUGscG/G2Gy Z ce 8% Oi

'V ,VCFS@GEG,BFCKGTG1FpGgGGGVGeGWG=GTG1GG

'V GOGWGMGQGEGUG*GAGHIRAFBEGHES FU

'V 7u ™ oGIG;GsGXxGTG1

'V Z64G}GSG=GcG{GS
GIG=GEGUG6UGeG{G2G0G*GV&®IGKXGQG=G=GWG4GW
GIG=GEGUGBUGeG{G2G0GGVEERWB2GgGSGVG=GWG4GW
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GIG;GsGXxGTG1FpFi6 Fp
G6GQGEIPR#DFPGIG;GSGXGTG1& —
A#HDFPGIG;GSGXGTG1& —
"* _H +0d «0°1 GpGUGYH FpGIG;GsGxGTG1 P'C
+# >GpGUGXG*G>
$ 5 &H )E)F$x+# > «0i I'0#.H
83 ! [%E'2
GOGXGxGGGVFpoU o
G_GSGVGXGS
joio[l
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" 'v FyFeG FQ

G=GWG4GWGIG;GsGXGTG1 #6EF4#dEYFR4 iFCFiF! #UFp4 iFy & WFp «7uF( (8®F+FYG H
*7u 1A

GcG5GSGH 0 *$xFU $ 4 1H G=GWG4GWGIG;GsGXxGTG1GkGGGOGq'6#.H GKGXGsG

GcG5GSGH GkG2G+*GVO$H 1H F$ 8 1 H G=GWGAGWG}GSG=G{GSGW —12GeGBGQ(
H G:G "GXG*GGG%GXGGG=G%GAG*GeGWG2G0G+*GGH

GcG5GSGH ,VCF S BiBtUFEG [ WFpGIG;GsGXxGTG11"8YF( P FeG 9x BFUGKG2G;
, *&@ HHVCFSOFUFT *EFOUJUZ B O EH&OGIGAUMIEWE ©IJO
4FDVSJUZ 1PTUWSF .BOBHFNFOU

GCG5GSGH | )+ ®GAGGGVFb Q *Fg #iFPFAGeGWGQGVGCG7GSGn IFAGVGZG+GWH
82 7AO[FU9XG G F§/" 1 H G=GWGAGWG[G2GTG1GdG0GeGXxG?GSGEG
GcG7GSGnH FU1 #0

GcG5GSGH 4 P M B SB J@HFp+$ E 6FU7a EFcFi 1 &@eFOFUFOFGF, ; OFY) )EH 1 1G%o |
6&H Fi PFCGIG{GVGWGGGVFp < AG" G#YFéG G FO 4 3F¢FOFUG F,FiFp
GG6&Y" 1 FU1 #OF¢Fi

& WFpGIG=GEGUG*F+FyF GJGGMVGRBBG\G z0[FUG0GSG;GTG=GOGFUG G p+ GAG*GIGeGVFp
G"1 AFéG FIG=GWG4GWH G_GdGXxGQG=G=GWG4GWF,GeGWE2E§EEBUEEWSUHINFFUG G
«iF+ fjFAG G _ FoG:G2GWGWG2G+G"#.0ZF¢ q#YFéG FpFQ z'gFoF:



" v GJG{GVGWGGGVFgFy

GJG{GVGWGGGVFJF, dG G[GQGVG}GSG=F(66 €FUFRF FéG FOFpGtGSGDGSF GUG G2GGF,GxG
8—F¢FUFOGIG;GsGXGTG1GpGUGYF+FEFIGXGKGSGGG FpGOG=GIGGG"0A *FéG SF(F,GOG2GUG:
G=GTG1GaGTG1Fp)E)F$xFu €0EG" f PFGF, q * '7THFp N NG"4:#YFcF GUGFGMGY2(#@ 2 [F0 "<FUGIG
GTG1D §G" <F¢G FéFt

GJIG{GVGWGGGVFUS5 O[FU#.#a

‘Fp C#UGgGSGGFpGIG;GsGXGTG1GpGUGYFJF, O ¥Fp%& « K)FFAG Fi ( SGAG*GhGsGSGTG1GeG
FYG YS$xF+FYFOG G FEG#F.G=GWGAGWGAG*GbGsGSGTG1G+G>Fp Z8EF GXxGpGSGVG}GSG=Ff
9x @IF0 FOF, ‘ TFpFA ™8—FéG FU e0EFEG FAGOGeG{GSGOFy Y (FgFUFOF6FOG FEFIGIG{GVGW
8—F+FYG G[GQGVG}GSG=FgFOFO + OG" <7VF¢F,FA @0EFCFOFUG ™8—FéG FAFgFOFO*fFD %0G
G Fp1"8YFO P F¢G FéF:

GJG{GVGWGGGVFyFUFpG FOFQ #F&G G FpFUH
GJG{GVGWGGGVFp /eeFIFyF, @ WFp zO[FU S BO[(0FU uG G G FéH

GOG2GUG*GTG1GTG1FgGOG2GHIG 8%l OEFUG G 1 *GoG9GYGHGNFOG G F, G \FUGtGSGDGSF
G"G2GGF3FaFUF FiFp z mFg '7THF( 6F6FOF6GXGKGSGGFIGOG=GIGGF+FYG G FOFOFUG G FéF:
GIG2G=G{GIG>G0G*GTGSGEGUG*H G[GQGVGIGSG=G"(y (IFAG Fi 6 2FUGLGSG*F{ ( mF¢F,GOG=GlI
$FéG FaFgF+ 7 A P1R8e &G")° "F¢F, “ %o ¥Fp&4a -G" D7THF¢G FéF!
/ +1H GUGSGMFY — N iF 3?32 iF, Q#Y iFQ / « IFAG F, Y GGOG=GIGGFUG -10FaG F, u & 6FU& -Fa
G G FéF!
)E)F$x% 0iH GtGSGDGSF GUG G2GGF,G[GQGVG}GSG=Fp q -G")E)F$xF0% OiFcF, & F&G Fi$ -G F|
P AG" «+ FOFGG FéF!
+- - IFBG8GSG?GGGVGzGSGEGUG*H GIG;GsGXGTG1GKkGXGEGSFg D 3FyF, +- - IFgG8GHE?GGGV
#' C 2 [F0 M2 FGFO4:#YFAG F, C$xGMGGFPpGXxGGG=G" * 6F¢F,4 #Y "a4G" ¥ VF&F&G FéF!
GJG{GVGWGGGVGOGSG;GTG=GOGqH ¥ °$xFUGJIG{GVGWGGGVGOGSG;GTG=GOGqFIFy & WFpG
H
* GeG{G "G2GNEHH GtGSGD®BS1 OEFP'6#.G" M — IF¢G FéF!
GkGXGEGSG6G+*GFG*H GtGSGDGSF GUG"G2GGF,GXxGKGSGGFp “ 6F0 6F6FOF6G0G=GIGC
4:#YFeG FéFL
GKGXGEGS'6#.*...H §1FéG GaGFG[GGO[ 6Fg+# >Fp"g #F( 6F6FYF,GOG=GIGGGKkGXxGEGSG"
G FéFt
GKGXGEGS /eGKkG2@BWHHG[GQGVG}GSG=FUG G G0GeGxG?GSGEGUG+ £Fp |F»FUGKG2C
GkGXxGEGSG" /ceF¢G FéF!
% OiFg (OH JF»FUGKGSGGFUG FpGIG;GsGXGTG1GUGSGMG" p7YG%o ( OFGF,+# >G" €%+G



GJIG{GVGWGGGYV _ °FpGMG2GnGwWG2Ge

o G2GgG-GV

4 B MR B 1SS FRE BS-FA q  '7THFAFP N NG"$1/2F2

G?G*G%GVG+GeGKGFUFA ™8—Fp ™8—FA1n £G"/ceFOF,GIG;GSGOGA(
|1*FGFiF

34FUG G GUG1GCcG1GSG%GIGYGIGe / «GOGYGBGXGHGNFUF, 6 2FG30 ™
6% H1,HG" _°Ft

GFG5GXGAG%GCcG7GSGWGNFUGIG;GSGXGTG1 (5 FUFUFAG FAG_GwGo
PR

GCG7GZGGGMGSG%GXGCGSGOFPGFGUGG%.G;G*GNGSG,G/G>FUFAQ

4P M B SECBBGWG2GOG5GSGe 7 AFUGIG{GVGWGGGVG0GeG{GSGOF|
GFt

$*4FU)mobdeec  G"$1¢FcF,4 4e p68F0 PFCGIG{GVGWGGGVGOGSG;GT
G" «FéF1

GJG{GVGWGGGVFp 6 *NN
G[GQGVG}GSG=Fy —F( [ P$xF+FOG Fg « FéG F!
+# >GO0G=GMGSFYy oFUiG[GQGVG}GSG= A£F0 N ~F¢cF6FOG Fg » FéG F!
G[GQGVG}GSG=Fp * d 6H GIG>G0oG*GTGSGEGUG*H FOF4F+FyF,G[GQGVG}GSG= /EFp ™8—

(F-FOG F!

FéG FOFpGUGG2GGF ,GtGSGDGSF,G[GQGVG}GSG=GcG{GSFy1 0OEFUG G 1 *F&G G F*
GkGXGEGSFY -$xF+F, o+ FUTHG "FRFpGUGSGMGKGSGGFUG'i FAG G 20[FUFOG F*
GUG"G2GGFyG FyG C#UF+FyFUFOF*@BGSGRGBGSFAaFiFU FiFu C#UF+FOG F!
GAG+*GTGXF,GCGSG"GSGzGGF,G=GWG4AGWFJF, ‘ TFpGIG;GSGXGTG1G0GSG;GTG=GOG((
F+FOG Ft

zZFGj9io[ |
JE)F$x €0EH * FPGIG;GsGXxGTG1GpGUGYFgFy$ FUG F,GIG{GVGWGGGVFYGOG=GAGGOA ¢
F.GUG*G2GGFp"g AF, q -G_GMGSG+G")E)F$xF( €0EFCG FéF:
q " '7THGOG=GIGGH q " '7HFp N NF( 6F6FOF6G0G=GIGGFUOA *F&G F,GtGSGDGSFgGUG"G:
O[FU q “7HFp '7THFPG FU ZF@G G G FéF!
GIG2G=G{GIG>G0G*GTGSGEGUG*H G[GQGVG}GSG=G" 6 2FUGLGSG*F0 ( mFGF, ~$xFlu F
FEG FoFoG FO 7 A P1R8e 2G")° "F¢G FéF:
R O$xFU «0i 6H GIG{GVGWGGGVFyGtGSGDGSF GUG"G2GGF G[GQGVG}GSG= q -Fil PFéG
G"fjFgF, Y$xFu+# > e&%+Fg P AG" «+ FOF¢G FéF!



GAG+GTG;GGGV1 1'GKGXGEGSH GOG=GIGGGKGXxGEGSFY -$xF+F,GtGSGDGSFp z mF,GUG

GeG{GcG/G2GyFUFUFpGAG*GTG;GGGV _ Fi 6F6FOF6FOG FéF:
GJG{GVGWGGGVFyF,GCG2G"GSGIG;GsGXGTG1Fp*fFD %FUFUFAG ? *$xF03? nF+FOG F, ‘ {Fp Ci
GXGTG1GpGUGYFUF, O ¥Fp%& « K)FFAG Fi ( SGAG*GbGSGSGTG1GG>#" CF+FyG FyG (F+FyFUF
1'FCFOFOG F&FA 6FGF6 ™8—FéFéF, —F(i @0EFEG FAFgFOFOG0GeG{GSGOG" G#YFéG FaFgF+F GJi
FpGIG;GSGXGTG1 A AG" | iIFCF,GUGSGM u FpGXGGG=G" * 6F¢F,G G 6 2F+ "a$xFu4 #YG" #F¢G Fé

ZFUGKG2G-GV
" GUGCG7GYGVF+FyF FéG FOFpGtGSGDGSF,GUG G2GGF,GXxGKGSGGG" ™8—F+FYFUFOG |
"  GOG=GIGGOA « SFOF,)E)F$xF03 —F GUG*G2GGF, q -G" €0EFéG F!
" "<FO10EF,1 «F, /+iGoG9GYGHGNG" _°FéG F!
" q '7HFp N NF( 6F6FYF,G[GQGVG}GSG=G"GIG>G0G*GV IFcGOG=GIGGG" D7HFéG F*
" GIG;GSGXGTG1GUGSGMG"% 0iG%o ( OFGF,+# >G"3¢ 3yF0 €%+G%0 P AFéG F!
" *B C2/F+GIG;GSGXGTG1GKkGXGEGSFg D §G"+- - iIFUG G G8GSG?GGGVGzGSGEGUGFEG

GJG{GVGWGGGVFp G#YFYF, "FUG /i _ °F+FyFUFRF,) JEFpGIG;GSGXGTG1G Fp vG ) G %FOFUFaG
3? nF+FéF4 IFéG GCG2G GS+# >FUG  Y$xF0 —1aF¢F, 6 2FUGUGFGMGYGVGWG*GGGcG7GSGoG
FEG FOFYF, CF GeG{GIGGF, «/;G" B O$xF160 ZFaAFEG G0GeG{GSGOFU 20[F+FéF!



" v FOFIGJG{GVGwWGGGMifFRpPEIFpFU

GCG2G"GSGIG;GsGXxGTGH#ORYT Q *Fp M36G"FiFUFOF6FOG FIG[GQGVG}GSG=Fp IF F&G FOG2C
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dh Infrastructure

Application

Q Scans/Analysis

Runtime Anomaly . Misconfiguration
Code Images Detection App Behavior Detection
Findings
Response Threat Analysis /
Vulnerabilities

ADR

1. Critical Vulnerability Detected in application

« DETECTION: A critical vulnerability was newly discovered in an application which allows remote
command execution from ftmp/ folder

« RESPONSE®: Apply a policy to prevent execution from ftmp/

« RESPONSEZ: Prevent the application from deploying in new env using admission controller.
2. Access to Suspicious IP Detected from Nginx application

+ DETECTION: App behavior module detected suspicious IP

+ BESPONSE?: Enforce network segmentation policies

« RESPONSEZ: Enable full network logging for Nginx application
5. A privileged escalation vulnerability was detected in one of the dependency of the application

+ DETECTION: SAST detected vulnerability in the application dependency

- RESPONSE: Ensure that the application is deployed with AllowPrivilegeEscalation="false flag

» RESPONSE2:
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Automatically Generated Hardening Policies Based on Standard Compliance Framework. Our
system has the capability to suggest hardening policies based on common compliance
frameworks such as MITRE, NIST, PCDSS, and CIS.

Using the Policy Editor Tool to Personalize Policy Creation

Ensuring Application Uptime and Zero Trust Posture with Inline Remediation, With a robust,
declarative policy in place, it's possible to execute inline remediation against runtime attacks
like APT vulnerability and log4j. This approach helps to maintain the uptime and zero trust
posture of your applications, ensuring their continued protection.

Isolating Workloads and Restricting Traffic to Prevent Malicious Lateral Movements is
simplified. To prevent malicious lateral movements, it is important to have the ability to
isolate workloads and restrict traffic.
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GcH GXGGGVGaGsGSH H FiF( _ °FAG FiGaGsGSFyF, %Sx@RBYOSepBa pu+ FOG G R O$x
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GTG14 #YG" G4JFEG FOFYF, f >8p )Fi F6FRGCG1GYGMGXEHEFUG G 00 oFU 20[F+FéF!

# %0 2

"DDV,BJPWCF"SNPS %JTDBWIFF,& BHRIGEFGMGUGSGMIQ - °GIG;GsGXGTG1GKGXC
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Let's understand how AccukKnox prevents Remote Code Execution (RCE) Vulnerability with an example to disallow any binary execution
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Process forensics

Get granular details of all the
executed processes within
the target workloads.

=
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File forensics

Get granular details of all the
accessed files within the
target workloads.

£

Network forensics

Get granular details of all the
network accesses within the
target workloads.

+ s
Sensitive Asset
audit

Syscall forensics

Get granular details of all the
security sensitive system Audit any (read/write)
calls within the target accesses to sensitive
workloads. assets.
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OvGeG{GIGGiDQ[>D<hP
GeG{GIG&GDQ[>dh

GMG* 0. « QhE]plgs

"DDV,OPY 'PFpEBEITI D[T

R O$xFU% OIH'DDV,0OPY 'P&HFWOJB B BFAIWEEGMGS AFpGeG/G2GyGOG=GIGGF,G[G

q -F,GeG{GIGG /eG" R O$xF% 0iFcF, ~~$xFUGIG;GsGXxGTG1+# >F0 PFEG & 2FU +0i 6G"&

—F¢G FéF:

7Y(U °G{G<G+*G>H G=GWGGGMGS 2 /Fp 2GKGQGWFUG G{G>G"7Y(UFéG FaFgF+F FéG FoFp

M —$xFQ 0i IFGF, "a$xFUGCcG7GzG*GFGQG= ( OG" «+ FOFGG FéF!

GKGXGEGS4:#Y)+ &8 F " SMpBISEXGEGS4:#Y p+ FoFp)+ ceFiG G F, Y GFU q -FU 6 UF( 8%z C

0°6 F&G F,2 5 FUGcG7GzG*GFGQG=0E BG" f jFcG FéF:

GXGOGYGMG2GnGOGWGSGVH GXGOGYGMG2GnGOGWGSGVFIG G F,GIG;GsGxGTG1GOGS!

GEGUG*GVF03¢,3yF0 P AFcF, ~~$xFU s8jG" q “7HF( SF@G FaFgFUF+FYG FéF:

G2G+*GEGUG+GVPAYB BV ,0PY 'FBFHIAPGRG*GEGUG.GV P A p+ G" f jF¢F,GIG;GsGx

GTG1GOGSGNFU u FAG FiGKGQGWG"7X73FGFiG F GIG;GSGXGTG1G_GQGOG"4:#YFGFIG F,

GWG" 6 2F("g AFOG{GSGYyG"GQG=FéG FaFgG" «+ FOF¢G FéF!

ZFUGKG2G-GV

" "DDV,OPY 'FF$F, U TFBFAFEFUFAG GAG*GTGXGIG;GsGXGTG1FaGcG7GzG*GF(
Fp | SFUGKGXGSGSGEGUGeF+FéF1

" GIG;GSGXxGTG1+# >Fp' $xF0"l F@3M 6FpFIG FOF, 00(yFUG2G*GCG2GVF,GXGOGYGMG2G
% OE28G"fjFcG FéF!

" FAFpGKGXGSGSGEGUGHFJF )E)F$xF(% OiF GKGXGEGSFp <F . FUG G 7Y(UF&G FiG{G<G:s
FOF GIG;GSGXGTG1G2G*GEGUG-GVG" & FUG G 1* F¢G FéF!

" "DDV,OPY 'FF8G G F EGBEIGSGXGTG1GOGSGNFY B O$xFUGCG7GzG*GFGQG= ( OG"
GEGUGGVFp( VFg s8jG" 8 *FGF 4: )FU Y Y P*(G" <FéG FaFgFUF+FYG FéF:

" "<FOUGO0GSG;GTG=GOGqFg zO[Fi 9 I0[ IFG'®BV,0PY 'F$F)QERUBIGWGAGWG]
G2GTG1Gd#" C £FPpGIG;GsGXGTG1G2G*GEGUG*GVF( Y$xF0 P AFGF GIG;GSGXGTG1 /
FéG FaF@G" «+ FOFCG FéFL

GIG=GEGUG*GOG?GQGVGEGGGTGN

"DDV, @PB?GQGV'0#.FaFyH

"DDV, GOE?GQGVS$I/eFyF, zO[FUGOG?GQGVGEGGGTGNFgFpGEGSGNGzGGFU4 G" «+ FOFEG
FOG GF,))EFy"'D DV, EpBNG;GsGXGTG1GOGWGSGVG 1* ) YFO 6F6FOF6GOG?GQGV#0 BGeG{GI(
F+FYG FéFiFaFp4 FOG G F, a NFpGIG;GsGXxGTG1G}GSG=GcG{GSFU "4 iF&G F,GIG;GsGXxGTG1GC
60 €*...Fp6eFp4 FU | IFAG G FEFL[HSFTI4F S W BBGWEREVGCG7GSGNG" Q#YFCFIGXGOGYGM(
8Y3828F@0Z 6G" «+ FOFCG FéF!



"DDV, GBRB?GQGVS$I/ceFUS O[Fu#.#4
GOG?GQGV)+ ,eFU5 O[Fu#.#aFy0 XFOG G FéH
"4$xFUG2G*GEGUG*GV'6#.H GIG;GSGXGTG1GOGWGSGVG 1* ) YFO PF¢Fo+- -$xFOGOG?G

G FaFgF£B DV, GBG?GQGVS$i/ce p+ FYG2G*GEGUG*GVFU3¢3yF0 P G%:0Z 6FAG G FaFgG'
+F( e8YG"Ob- FeFEéGXGGG=G" q "7THF( $FQAG FéF!
7Y p IFAG FIG}GSG=GcG{GSH = NFpGOG?GQGVGEGGGTGNnFgFp)+ ;eFIG G F GIG;GSGXGT
#' CF+ 8 F+FYF GAG*GTG;GGGVGGG2GQGOG*G>Fp 20[ 6FU 6G F,#O#@ 6FU ¥ VFcG FéF:
4 |iH GIG;GsGXGTG1 e8YFp3a28G%0'0#.G" M — IFEG GeGWGQGVGCcG7GSGNG" f j[FEG FaFg
GXGTG1GOG®HAE 64$IGOGSGNF,) 7UFUFUFP63 €456U66Fp4 G +4 FGG FéFL
% OE28FaGzGKGSBMMYV , B-RY BFAG G GOG?GQGVFY R O$xFiu% OE28G" fjFcF,) )EFUGI
G;GsGXGTG1GkGXGEGSG 0d DO[ 6G Fp = BDG" 0EFéG FaF@G" «+ FOF¢G FéF!
0 XFp$iob !8oFt PFcF6 UFpPGOG?GQGVG" 8 BFEG p+ H GRGSGY6&F+$I0bFAG FiGIG;GsGX(
8YG" " MFpGOG=GEGUG-* *+ FUGOG?GQGVF()+ ceF¢cF, GVGXxGOGSGFG" "4 IFcG}GSG=GcG{(
FcG FéFL
4 B BUGH J&BHp mG \F6 4 BBASGGFpGOG2GEGEE (1 mG \F6F% F W 4 FI)GSBEGC
G{GSFp+- - iG" | iIF¢G FéF!

Name Type
TESTLOCAL2 Finding
CEPMTEST Control

LOCAL-VS Finding

o|olo)lo

VulnLocal Finding

kKinsp@ A+, GOG?GQGVGTG+GeGzGSGV



Ticket Template

* This Is sample test ticket template

Static template: @

kinsp@ B+, ,FFOGOG?GQGVGTG*GeGzGSGVFPGIGGGMGIG2GHFg 8 B

"DDV, BFE0G?GQGV #.FyFUFpG FOF( #FaG G FEFUH
"DDV,BJP¥FSBP OO F FUSB T H4 FFSIW S WH BUFUP, B XFp zO[FUGOG?GQGVGEGGGTGNFaFp
G" fjF¢G FéFY)+ GeG{GIGGFIFy30 -F, @ WFpGGGTGQGeFU pG G G FéH

S f2 6Fp p7YH 4E ¥F¢FiGOG?GQGVGEGGGTGnF@Fp)+ ceFl 20[FEBEE" 1 6;,GSG" v

F¢G FéFt

0, H"DDV, GeBWGQGVGCcG7GSGNFPFAGOGQG[Gy)+ ceFAGIG=GEGUG*F(&4 -F¢F, P1RF

G"4E ¥F¢G FéFL)+ e |F,GCGSGaGERWARGSGDGS 'R 6;GSFUFUFp 20[F0)+ 0200 (yG" °

SF¢G FéF:


https://id.atlassian.com/manage-profile/security/api-tokens

GOG?GQGV0;, H)+ e0¢ <F GtGSGDGSFy0; iF,GUGCG7GYyGVGTG+GeGzGSGVF GeG{GF
&k iF, e8YGMG2GeF, f >» BGIGQGbG*G>G" &2 FCF6GOG?GQGVG "GQG=GBG*GWG"0¢, F+FY
GVGXG:GS0¢, H q <FOF,+# >Fp Y | @G 8- @FUFUFp"l Fp 6 =F( 6F6FOF6F,)+ 0eFAG FiGOG?G
GEGGGTGnF++- -$xFOGOG?GQGVG"#0 BFEéG GOGWGSGVGVGXG:GSG"0¢;, F+FYG FéF!
"DDV, BGYG GOG?GQGVS$i/ce p+
+JBBe "DDV R PYFB)B eFAG F,GtGSGDGIBPBIGAG-GMFD V , GCIEWGSGV30%+G" wFa vG
FaFgFUF+FYG FéFiFaFp)+ ceFOG G F, @ NFpGIG;GsGXGTG1G)GSG=CBHBICQERFGEBFEG GeG
GIGGFU+- - IFAG G FéF!
Sf26
"+ BEB XD
" GoGSGyGOGWGzGG
" GtGSGD&%
" "16VGSGIAGHQT JE BUMBTTJIJBO DPN NBEHFWGE#IBRGJIMF TFDV
" GeG{GFG5G=GVG;GS
)+ ;e m8pH
"DDV, BpPAGOGqG[GyY)+ eFAGIG=GEGUGSRIR &A% FIF#FA1 FAGMGAG"4E ¥F¢G FéF!
FAGAG[G=GMG"34 *FAG"G=GKS BGRACBAFIRG FEF!
)+ ceFp00(YyG" ° SFCFOFRFAFAFOH )+ ce |F,GCGSGABERRGSGBGS jF,GEGSG2G2GQGV
GVGSG=G+H Ft
+ JEB5?GQGVG GQG=G6G*GWG"G=GXxGQG=F¢cF 0¢, 00(yH 0¢, iF,GUGCG7GYGVGTG+GeC
iF.1"8YGMG2GeF, f > BGIGQGbG+G>H G" ° SF¢G FéF:
0¢ G"-NF¢G FéFt



https://developer.connectwise.com/ClientID

(& AcCuKNoX i Prouct e @ 0 @

St Jira Help (3

balaji+1@acouknnx.oom

g Enitar a Project | Enter the iss S————

ktnspr@Ce, .
+380%+FpGOGWGSGVGVGXG:GSG"0¢, FEG

$POOFDWRITF

"DDV,ByBP OO F T8 JF F+FOG F,GtGSGDGSFY O F IBUBAGABGV EB-V , EpBIGWGSGV
30%+G" wFa vG FaFgFUF+FYG FéFFaFp4 FOG G F, o NFpGIG;GsGXGTG1G}GSG=GcG{GSFa 6FaF
$P O O F IB083IGPGVG"#O BFEG GeG{GIGGFU+- - iIFAG G FéF:
Sf206H

" GCGSGaGGGHBGG=

" &k *%

" f646=

" &l &6=

" G=GWG2GO®GEVYUQT EFWFMPQFS DPORUSDWHKITF DPN $MJFOU*%
)+ ;e m8pH

"DDV, EpPFAGOGQG[GY)+ ceFAGIG=GEGUGSFIRBARMGEIG "AE ¥FcG FéF!

FAGAG[G=GMG"34 *FAG"G¥IXOWE BENEBAH ¥-¢G FéF!

)+ 0eFP0O(YH )+ ce iF, GCGSGaGGEREGEK * %, 1646=F,&1 &6=F, G=GWG2CGRE@G\VSF¢

G FéF:

$P O O F BBO8IGPGVG'GQG=G6G*GWG"G=GXGQG=F¢F,0;, 00(yH 0¢ F,GUGCG7GYGVG

e8YGMG2GeF, f > @GIGQGbG*G>H G" ° SF¢G FéFL

0¢ G"-NF¢G FéF:

$P O O F BWALH#YFpGOGWGSGVGVGXG:GSG"0¢, F¢G FéF!




Configuration ticket

kinspH@ D=, $0//855 849+ 030%+GOG?GQGVFPGCG+GeGy

'SFTI4AF$WRIDF

"DDV,B)PYF T | 4 F8AN BEFFGtGSGDGSF BT | 4 FEO@OGDEGV EB , GIEWGSGV301%+G" wFa
vG G G FOFQOF¢G FéFFaFp4 FOG G F, o NFpGIG;GsGXGTG1G}GSG=GSHATIRAIBFBR@EHE0
GWGSGVFAG"#0 BFéG GeG{GIGGFU+- - IFAG G FéF!

Sf26

" &KFpGWG0G2Ge

" GoGSGyGOGWGzGG

" "16:GSH GEGSG=GzGQGVH
)+ ce m8p

"DDV, BoFAGOGQG[Gy)+ ceFAGIG=GEGUGSFIRBAEMGHG"AE ¥FcG FéF!
FAGAG[G=GMG"34 *FAG"G=SXCRIGHFEGHIDI G FEFL

4 FpOo(YH 4 iF.GWG0G2Gs iF GtGSGDGSG0oGSGYyGOGWGzGGFEEEE8GLCEFOGY
FéF!

'SF T4 FEDGETANEVG GQG=G6GGWG"G=GXGQG=F¢F,0;, 00(yH 0;, iF,GUGCG7GYGVG’

G2GeF, f > BGIGQGbG+G>H G" ° SF¢G FéF:

0¢ G"—NF¢G FéFt

'SFTI4BRB8WSYFPGOGWGSGVGVGXG:GSG"0¢, F¢G FéF:
4FSWJID¥F &P X

"DDV,ByB¥FSWJIB#R/PXF+FOG F,GtGSGDGSIF$ W J OFIIEAG-GV EEB , EpBYGWGSGV30
%=+G" wFa vG FaFgFUF+FYG FéFFaFp4 FOG G F, a NFpGIG;GsGxGTG1G}GSGERSCAGHRPE ¢ FoX Of
G?GQGVG"#0 BFéG GeG{GIGGFU+- - IFAG G FéF!
Sf26

" G2G*GGGM@GG



" G2G*GGGMG+*GGGtGSGDGS |
" G2G*GGGMG*GGG_GGG}GSGW
)+ e m8p
"DDV, BBPFAGOG(G[GY)+ ceFAGIG=GEGUGSFIRBABMGEUIG"4E ¥FcG FéF!
FAGAG[G=GMG"34 FAG"GAICS YL Bh@AR ¥FcG FéF!
4 FpOd(yH4 iF, 4FSWJ)OFIBRCMBPEGE2G-GGGMGGGGIGSGDGS |F, GRESG=GzG(
GGGMG+*GGG_GGG}GSGWH G" ° SF¢G FéFt
4F S W JOBEEPCQGVG GQG=G6G*GWG"G=GXxGQG=F¢F,0; 00(yH 0; F.GUGCG7GyGVGT
G2GeF, f > BGIGQGbG+G>H G" ° SF¢G FéF:
0¢, G"-NF¢G FéF!
4F SW JBIPHBEKFPGOGWGSGVGVGXG:GSG"0¢, F¢G FéF:
GOG?GQGVGTG*GeGzGSGV
"DDV, B4F)F,+$ E 6$I0bF,"l FpGOGIGQGVF,"l FpGGG;GqG+) YF684IEBB?GQGVGTG*GeGzGSC
G" 8 BFEG G8GeGEGUG+G" f jFcF6FOG FEFIGtGSGDGSFY & WFp m8pF+ ,FcFOGOG?GQGVGTGGe!
FYG FéH
GOG?GQGVGTG*GeGzGSGVGIG=GEGuUG*F(&4 -F¢G FéF!
FAGTG*GeGzGSGVG"34 *FAG8GeGEGUG*G"G=GXxGQG=F¢G FéF!
GTG*GeGzGSGV jFUFUFp 20[Fu00(yG" ° SFcF FA — NFAG"G=GxGQG=F¢Fo ,FcFOGOG?GQG\
BFGG FéF!
ZFUGKkG2G-GV
" "DDV,OPY SRROFIGODGPEQGVGEGGGTGNFgFPGEGSGNGzGGFu4 G" #F¢F,GIG;
GWGSGVG $10b !80F0 6F6FRGOG?GQGV#O BGeG{GIGGG"+- - IF¢G FéF!
" F&aFp)+ eFOG G F,G2G*GEGUG-GV'6#.FU "4 1FAG F,GAGWG|GzGSGEGUG+FU 5 *F&G F,G
e8YFp3428Fg'6#.FPFIG Fp7Y p'o#.GeGWGQGVGCcG7GSGNnFU f jJFAG G FéF!
" "DDV,GF¥ F$P OOF FUSBTFT F3WS WB BFHXeG" f jFcFOFUG F, >GEGG
GTGnFaFgFQ"l FpO[ 6Fg0; m8pFUFOG G FéF:
" GtGSGDGSFYGIGGGMGNGOG?GQGVGTG+GeGzGSGVG" 8 BFGF,"l Fp 6 =F0i 6F6FOF&+-
G"#0 BFéG GOGWGSGVGVGXG:GSG"0¢, F+FYG FéF!
" GOG?GQGV'6#.Fp)+ ;eF(UG G F,GIG;GsGXGTG1G}GSG=GcG{GSFU | iFAG F #O#@ 6FU ¥ \
GTG1GOGSGnFgFiFp UFp6d €*...Fp6eFp4 FU +4 FAG G FéF:



" v GJG{GVGHGGEEWFPGIGSGGG?GSGG

GIG=GEGUG&0GeGXxG?GSGEGUG*GcG/G2G0G4G7GSGy

"DDV, GIBEGXG?GSGEGUGGCG/G2G0GAG7GSGYFyF,G=GWGAGWGYGSGGFUG G G8G+GeGzG
PFéG "<FU -10G" fjFéG F # aeFpGCG2G GSGIG;GSGXGTG1 S$ Fp5 O[F( S BO[(OF+FéF! |F»FUGCG
G GS+# >FUG 75 §FcF, p &GUGSGMG" —1aFéG FgFgG FOF,0d DO[ 6G Fp = BG"& —F¢G FéF?
"DDV, GPOEGXG?GSGEGUG*GcG/G2G0G4G7GSGyFaFyH

"DDV, GIBEGXG?GSGEGUG.GcG/G2G062GPGSEYERR=GEGUGF ,G=G{GGGCG2GYBABG=GXxGe!
HF, Y GGOG=GIGG0&/ceFUFUF, [F»FUGCG2G "&BSEGHSEBEG?GSGEGUGG" —1aFéG FiG F0¢,0£FAG
R O$xFUGIG;GsGXGTG1GKGXGsGSGEGUGF+FéF/ce - (OG G2G*GTGXxGFG5G*GVFUGVGWGCG1G
9x @F( «/iG" G#YFGF, " ~$xFUGXGGG=G"GXxGOGYGMG2GnF+ %+G%03M 6FGG FéF!
FUFi5 O[FUFpFUH
G0GeGXxG?GSGEGUG+GcG/G2G0G4G7GSGYFyF,G4G5GdG0GeGXG?GSGEGUGFUGCG2G GS 7 AF
# aFpGUGFGMGy#” CFOFUFOF® G Fo5 O[FEFBR , GIEGXG?GSGEGUG*GCcG/G2G0GAG7GSGYG"
FaFgF+F,) JEFy75 8/ DG" | iIFcF,GUGSGM u G"75 FFGF,GEGGGTGNFaGUGSGMFD 6 2 6G")T aF+FYC
FUFpG FOFO #FaG G FpFUH
"DDV, OFBEGXG?GSGEGUG*GCcG/G2G0G4G7GSGYFYF, @ WFp ™ ™M$xFUG0GeG{GSGOG"30FEeF6%
" GVGWGCG1GQG=GcG1GYyGMARGEBHEZBBWHFUFD [F»FUG_GWGO0GSGMG"#YFOFH w ™(
GcG1GQG=G" e F¢F, Y BFU g -G"GAG{GQG=F¢G FéF!
GIG;GsGXGTG1GYyGSGyH GtGSGDGSG6GSGFG5GY6BRGXGEGSBEGY AFP"l G_GMGSG
FO 6F6FOF8GO0G=GIGGG" D §FéG GyGSGyG" *OF¢G FéF!
GzGSGV D7HH GCGSGaG6BATAG"75FAFIG F, M 168 AFIGtGSGDGSFU/0eF@G GxG=GE
XG" D7THF¢G FéF:
" GjGQGV'6#.H G \Fu C66FpGVGWGCG1GQG=Fg+- - IFAG FiGjGQGVG" 9F¢F,GGG_Gn+#
FéF?
" % % PLCH $ —FUGVGWGCG1GQG=G_GMGSG+G" &%+G%o)t 6FCF, G \FUGtGSGDGSG Fp(
6G"& —F1
" 44- 5-4+iH 3z ™ pFp p &GUGSGMG"/ « iIFGF, WG % *EG"75 FF¢G FéF!
GOGSG;GTG=GOGq
"DDV, GBCEGXG?GSGEGUG*GCcG/G2G0GAG7GSGYFpGOGSG;GTG=GOGgFy &€ WF+ S BFAG G H
GAGOGAG+*GKGSG[G*GVH GVGWGCG1GQG=GcG1GYGMGXG*G>G6G*GFG+F, GyGSGyG6!
GyF,GjGQGV'6#.GE G G&T G+ G%e3M 6GpGFGsGSGYF- 4 IGpGFGSGSGyF!

)+ eGKG2G+@M PLG G6GGWGKG2G+*GVGIG;GsGXGTG1GKGXxGSGSGEGuUG-FuFuF, UF
FoFpGEGSGNGzGGFU)+ eG" #'FEG

GGG?GSGWGaGXxGTG1H Q *FEG GVGWGCG1GQG=Fg4 iFéG GIG;GsGXGTG1GYGSGHF(
¥F0 N GF+FYG G FOF00¢,0£FAG FOFOG FéFt



G0GeGXG?GSGEGUG+GCG/G2G0GAGTGSGyFp p+

U+
GVGwWGeG1GQRG=GcG1GYyGMG

1A

3@ ™ - * GOGWGZGGFBBE0 6F6FOFSF, w ™MGVGW
G=G" ¢ F¢F, Y BFUG0G=GTG1GaGTG1G"GdG{GQG=

GIG;GSGXGTG1GYyGSGy

GtGSGDGSGB6GSGFG5GGVF, ...#.$% )* (56 BRE=GE
GV /EFp"l FPG_GMGSG+Fl 6F6FOF6G0G=GIGGG" D
GyG" *OFGG FéF!

GzGSGV D7H "I Fpi6é B AF+GtGSGDGSFU/eFBG GXG=G6GGGV
FGF% PAAG"75 FFGG FéF!

GjGQGV'o#. G \FU C68FpGVGWGCG1GQG=Fg+- - iFAG FiGiGQGV
G_Gn+# >G"3M 6F¢G FéF!

% % P-4.0 $ -FUGVGWGCG1GQG=G_GMGSG*G" £%+G%3M 6F
GDGSG FpGCGSGaGG p *G"75 FF¢G FéF!

44- 5-/i 3?3z pFb 4 &GUGSGMG" / = IFGF, WG % *EG"75 FFg

FéFt

Web Application Firewalling (WAF)

A WAF protects web applications by targeting HTTP traffic. This differs from a standard firewall, which provides a barrier between
external and internal network traffic. A WAF sits between external users and web applications to analyze all HTTP communication.
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ZFGj9io[ |
" "DDV, GIEGXG?GSGEGUG*GCG/G2G0GAGTGSGYFyF,9x @Fa/ce - (O */iG"#YFOFSF, F
G"GXGOGYGMG2GnF+ 8%+G%03M 6F¢G FEFL

" UFpGeGWGQGVGCcG7GSGNG GRGSGYFeGEGSGNGzGGF0)+ eFAaG F,) )EFU B O$xFUGI(
GGGTGNG" S( FéG FaF@G" «+ FOFCG FéF!

" NG6H E*% ¥FO N GF+FYG G FOF00¢;,0£FA®M V , GIEGXG?GSGEGUGGCG/G2G0G4
GyFyF.G_GcG7GSGIG*GGG" TFUFOFaFgFUFRF GVGWGCG1GQG=Fp Q *G 4 iFéG GIG;Gs
AF+FYG FéFt

" )*11F /* 4 BUFUFPpG:G2GWGWG2G+F( = DFéG FaFgF<F, B O$xFUG0GeGXxG?GSGEGUGs
GOG=GIGG D 3G" f jF¢F,) JEFUOd DO[ 6G"4B 0FéG FpG" - |F¢G FéF:

ZFUGkG2G-GV

"DDV, GIBEGXG?GSGEGUG*GcG/G2G0GAG7GSGyYFyF, ce EFBEGRRECRSPESEEGUGG" | SF
—10FéG GIG;GsGXGTG1GKGXGSGSGEGUGF+FéF/ce - (OG G2G*GTGXGFG5G+*GVFUGVGWGCG1G!
9x @FU «/{G" q#YFéG FaFgF+F,) EFy75 3/ DG" | IFcF, GUGSGM u G"75 FFGF,0d DGAG*GeGwWG2G0C
G")T aF+FYG FéF!'GEGSGNGzGGFU)+ e p+ FEGGG?GSGWGCREXBTOIG¥E GEFIGSGEGUGGCG/G2G
GAG7GSGyFyF 4 iFéG +# >#" CFOFUFOF6GCG2G GSGIG;GsGXGTG1 A AFp 11G"% aeFé) )EF(FBF6
$xFUAE ¥*&4F+FéF!

GIG=GEGUGGEIG2G=G{GIG>G0G*GTGSGEGUG-

GIG2G=G{GIG>G0G*GTGSGEGUG*FyF,G[GQGVG}GSG=G2G+*GcGWG" "FaFR (73F4G FiGIG>G0G*GV
—-18G" | IFGF,GCG2G "GSGXGGG=G" * 6FéG q>'fFPG[GQGVG}GSG=GIG;GSGXGTG1 S$ F+FEF! +G:G
G2G=G{GIG>GoG+*GTGSGEGUG+Fp +0[F,FiFp5 O] 6F, /& %0 2F,GOGSG;GTG=GOGqF, zFuj910[ IF,F
(UF&G FIGKkG2G+*GVFOF6FOF61 AFcG FéF!

GlG2G=G{GIG>G0G*GTGSGEGUG*FgFyH

GIG2G=G{GIG>G0G+*GTGSGEGUG*FoFyF G[GQGVG}GSG=G" "FaF(",'gF¢FiGIG>G0G*GVF{ ( MFéG ¢
GTG1 m 2F+FOG F,) )EFUG[GQGVG}GSG=GVGWGCcG1GQG=FgG0G=GIGGF{ PF¢F6FYG (yFUF D &
FOFCG FéF! C#U75 3F0 k NFEG * TFpG[GQGVG}GSG=GIG;GsGxGTG1 P'CFaFy$ FUG F,GIG2G=G{GI(
G*FyG[GQGVG}GSG= £Fp F»FpG}GSG=G{GSGWG G0GeGxG?GSGEGUG*Fp —1aF0!"IG" \F6FEFO(

GIG2G=G{GIG>G0G*GTGSGEGUG+FU5 O[Fu#.#&

GIG2G=G{GIG>G0G*GTGSGEGUGFyF, ‘ Fp C#1GgGSGGFpGIG;GsGXGTG1 P'CFp7H#UF( P FéG F
G2G"GSGIG;GsGXGTG1FIFUFOFd G Fd5 O[F+FéF! >G}GSG=G{GSGWG G0GeGXxG?GSGEGUG*Fp 2
BFéG FaFgF+F, 7 A P1R8+ &G")° "FgF, 7 A*...Fp “ %o ¥Fp&a -G" D7HF¢F,G[GQGVG}GSG=GVGWGCG!
G +0i 6F@ D 8G" | IFcG FEFFAFPpGOGeG{GSGOFF, -$xFUG}GSG=G{GSGWFg ( S °GOGSG;GTG=GO(
GIG;GsGXGTG1 P'CG" OG G G=GWG4GW#" CFOFUFOF&"IF( 0 IFUFOG G FéF:

GIG2G=G{GIG>G0G-GTGSGEGUG*FyFUFpG FOF( #FAG G FpFUH

GIG2G=G{GIG>G0G*GTGSGEGUG*Fy3( —F GKGcGVGAGE®0 HOFBRIBEBESBICWGzGgGyF+4:4
F&G G GIG;GsGXxGTG1GkGXxGEGSG"#YFOF6 48 RAG & FeE FAFoF+F ) JEFYGVGWGCG1GQG=G"GIC
iFCF, ! S *OFAG FiGKGXGEGSF( 6F6FRGOG=GIGG D $G"4:#YFéG 1 *G[GQGVG}GSG=G8GSG"GSG:



FYG FéFIFAG FOG G G[GQGVG}GSG=30 ™G"(yFUFR D $F¢F,0A «FAG Fi K)FFpG G"& FO304#F&F&G
FOFUG G FéF!
GOGSG;GTG=G0OGq
GIG2G=G{GIG>G0G*GTGSGEGUG*FpGOGSG;GTG=GOGEFEACRKERE|GGVF+ S BFAG G FéH
GAG*GVG{GSGWGSH G[GQGVG}GSG=GKGXGEGSFg S BG"6#.G%o1* ZF¢G FéF!
«GkG2G*GVH GIG;GsGXGTG1GKkGXGEGSG" <FéG FiG FiF G[GQGVG}GSG=G6G*GWGkG2
G6GSGFG5G+GVG FiFy | *G0GeGWG2G0G*GGFgFcFd /aeFAG G Ft
GkGXGEGSG6G*GFG*H G0GeGXxG?GSGEGUG+0[ 6FgGIG;GsSGXGTG1GkGXxGEGSFQ 6 F3FYF,(
*OG%o4:#YF¢G FéF!

GAGGKGSG[GGV 1A

GAG*GVG{GSGw GIG;GsGXGTG1GKGXGEGSFp M —'o#.
4:#YGKG2G-GV G[GQGVG}GSG=G6G*GWGKG2G+*GV VFpG6GSGFG5
GWG2G0G+GG
GKkGXGEGSG6GGFG» GOG=GIGG D §GKGXGEGSFp *OFg4:#Y
ZFGj9io[ |

" GIG2G=G{GIG>G0G+*GTGSGEGUG*FUG G F,) JEFyG}GSG=G{GSGWGzGgGyF+GIG;GsGXC
FcF G[GQGVGIGSG=GVGWGCcG1GQG=G"(YyFUFR D §F+FYG FéF!

" G}GSG=G{GSGWFgG0GeGXxG?GSGEGUG*G" (73FéG FaFgF+F,GIG2G=G{GIG>G0G*GTGS
&@G")° "F¢F GCG2G"GS 7 AFp s8jG" D7THF¢G FéF!

" GIG2G=G{GIG>G0oG+*GTGSGEGUG*FY § iIFéG G[GQGVG}GSG=#" CG G0GeGxG?GSGEGUC
iFEG +# >F0 PFéG )E)F$xFU —1aG" —0EF¢G FéF!

" GIG2G=G{GIG>G0G*GTGSGEGUG*FyF,G[GQGVG}GSG=GVGWGCcG1GQG=G_GMGSG*Fg:
] 9G" f [FGG FéF+# >Fp & FgG2G*GEGUGGV P AG" *4 F¢G FéF!

ZFUGKG2G-GV

" GIG2G=G{GIG>G0G*GTGSGEGUG*FyF,G2G*GcGWG" (73FAG FiGIG>G0oG+*GVF{ ( mFéG F3
GIG;GsGXGTG1G" | iF¢G FéF:

" 7 AP1R8 &G")° "F¢F, 7 A*...Fp “ %0 ¥Fp&a -G" D7THF¢F G[GQGVG}GSG=GVGWGCcG1GQG:
FYG (yFUFU D 3G" f jF¢G FéF!

" °FOFYy 4 % b/iF,GIG;GSGXGTG1GKGXGEGSF 7Y p'6#.FU uG G G FéF!

" zF0 <IIFOFYF,GCG2G"GSGXGGG=Fp * 6F, «0i 6Fp ¥ VF, $ iIFéG #’ CG Fp -$xFu4: A 6FU
UG G G FéFt

" ))EFYF # aeFp+# >FUG —10FéG FiG FOF, GCG2G GSGIG;GsGXGTG1 S$ Fp 6 *$xFu S BO[(
FCFOGIG2G=G{GIG>G0oG*GTGSGEGUG*G" €0!FéG FYF+FéF!



GIG=GEGUGE[GQGVG)GSG=GcG/G2G0GAGTGSGy

G[GQGVG}GSG=GcG/G2G0G4G7GSGYFyF,G=GWG4GW#’ CFOFUFAG 3z w ™MGVGWGCG1GQG=G" |
P'CF+FOG F,0A «FAG Fi30 ™G"0A *F&G Fg IF(F, Y GGOG=GIGGG"GAG{GQG=F¢F,G[GQGVG}GSG:
FUG 75 §F¢G FéF!
1F+FéFUH
G[GQGVG}GSG=GcG/G2G0G4AG7GSGYFyF, | S *OFAG FiGyGSGyF( 6F6FOF6G[GQGVG}GSG=GVG
GyGMGXG+*G>F¢F,GOG=GIGG D §GKGXGEGSG"4:#YFéG GIG;GSGXGTG1G0GIGYGHGNF+FéFIG@C
FGF, G \FUGVGWGCG1GQG=G"304#FaF&FOFOF, Y GG FiFy O —FpFOG GVGWGCcG1GQG=G"GdG{GQC
“~$xFu+# >FUG —1oF¢G FéF!
FUFi5 O[FUFpFUH
G[GQGVG)}GSG=GcG/G2G0G4G7GSGYFyF,G=GWG4GW#" CFpGIG;GsGXGTG1& —F0 Y « F+FéFiFiF
F+FéH
G[GQGVG)IGSG=G Fp Y GFUG6G*GTG1GTG1Fp u °G"75FPF GOG=GIGG D $GKGXGEGSG"4:#
GGG"75 FF¢G FéF!
I'S *OF&G FiGYyGSGyF( 6F6FYG[GQGVGIGSG=G_G?GQGVG" ( OG%GcG1GyGMGXG*G>Fcl
GCcG1GQG=G"304#FAFEFOF6 ~~$xFU+# >G"4= +FéG FaFgF+F %T ™MGVGWGCG1GQG=G" D &F
3@ ™MGVGWGCG1GQG=G"t#.FcF G[GQGVG}GSG= /EFp u FAG FIGEGGGTGNFUG FpGUGSC
FéF!
O —FpFOG GVGWGCG1GQG=G_GMGSG+G"1 1'GHéA% &G Fak@EeN GGG;GqG0&/eF, u °
0&/ceFUFUFPG[GQGVG}GSG=GgGSGG 7 AG"7< FF¢G FéF!
FAG G"FUFpG FOFO #FéG FpFUH
"DDV, BJP G=GWGAGW#" CFpGIG;GsGxGTG1 —1aG"% $xF0"l 9F10¢ 0£FAG Fi9x BFUG[GQGVG)}G!

G4G7GSGYyGKGXGSGSGEGUGHG" f jF¢G FEFFAG G FpGKGXGSGSGEGUGHFyF, "<FUGCcG/G2G0G4G
G2GTG1Gd pu+ G") G =G FEFSFOG FéH

"<FUGCG/G2G0G4G7GSGY pHbH/ , ByR 8FUGCcG/G2G0GAG7GSGy p+ G" f jJFF,G=GWGAGW#"
FOFUFAG w e ™MGVGWGCG1GQG=FpOd(YFu'o#.G" #FcG FéFL
G=GWG4GWG[G2GTG1Gd p+ H GKGXGsGSGEGUG*FyG=GWGAGW#" C"l wFpO[ 6F( ceG FéFo
GEGSGNnGzGGFU)+ ;eFg q4:FUG_GcG7GSGIGGGGD-DEFJEFEFLF( pu+ FEG=GWGAGWG]|
G2GTG1Gd p+ G") G aeG FéFi q>'fFpG[GQGVG}GSG=GcG/G2G0G4G7GSGYGKGXGSGSGEG
§ 6G" 6F¢F6 tFUG FUFOFaF@G" —0EFGG FéF!
GOGSG;GTG=G0OGq

"DDV, EpBIGQGVG}GSG=GcG/G2G0GAG7GSGYGKGXGsGSGEGUGFpGOGSG;GTG=GOGqFyF,G:
)+ eF&G F, "<FUOF6GGG?GSGWGIGYFUGIG;GSGXGTG1 ™G" f jFéG G FOF(0¢ 0EF&G FOFOG FEFIF
'6#. GAG'GKGSGYF, (S °GCG/G2G0GAGTGSGYF, +- -GeG{GaGFGUGYG+G>Fg0,, FpFiG FpG=GWGA(
GOGL EgFp)+ ceFUFUFPGAG*GKGSG[G*GVFU uG G G FéF!



G[GQGVG}GSG=GcG/G2G0GAGTGSGyFp <!

GoGXGQGV 1A

% % A AFP3M 6

GI[GQGVG}GSG=GcG/G2G0GAG7GSGyFyF,0 XFh3ae
*FUGVGWGCG1GQG=GCcGWGQGWES S9FEBRpAssiFcF
G" q 7HF( 3FQF, G=GWG4GWGCGSGaGGFp +#Y 6G"
FéF!

GIGyG4G5G0 = Fp75 F

G[GQGVG}GSG=GcG/G2G0G4G7GSGyFyF, Y BFUw
Y GFU30 ™MG"GAdG{GQG=FéG FaFgF+F GIGyG4G5G(
q S)zFp75 SFoF¢F6 pu+ F¢G FéFL

Y GGOG=GIGGOe/ceFp4= -

GcG/G2G0G4G7GSGYFyF,GAGYyGSGVGCG7GSGG 7 /
G+0&/ceFUFUFP Y GGOG=GIGGG"75 FF¢F, Y GFUGUG
GXGGG=G" * 6F¢G FéF:

ZFGj9i0[ |

"DDV, EpBIGQGVG}GSG=GcG/G2G0GAG7GSGYGKGXGSGSGEGUGFJF G=GWGAGW#" C ¥FaFQ"l
GEGSGNnGzGGFU)+ ceF, q4:FUG_GcG7GSGIG*GGF, "<FUGIG;GsGXGTG1 p+ G" f PEB\WFABIPAG FOF,
G8G+*GeGzGMGGF ,G6G0G<GqGQGr# GFIBGIBMGY#" C ¥FAFPGCG/G2G0GAGT7GSGYGKGXGSGSE
jFCF,G=GWG4GWG2G*GcGWGGGVGWG=GOGqF#634 GOGeGXxG?GSGEGUG+Fp R O$xFl1 —1aG" —0E

zZFUGKG2G-GV

" G[GQGVG)GSG=GCcG/G2G0G4G7GSGYFyF, G=GWG4GW#’ CFOFUFAG ° GVGWGCG1GQG
GGG"75 FF,G[GQGVG}G3G=GgGSGGFp 7 AFUG 75 §FéG 5 O[FUGIG;GSGXGTG1 P'CF+Fél

" "DDV, BJBYGWGAGW#’ C ¥F4F( g4: iIFAG Fi9x BFUG[GQGVG}GSG=GCcG/G2G0G4G7GS
GEGUGHG" fjF¢F, "<FUGCGIG2G0GAG7GSGyY p+ FeG=GWG4GWG[G2GTG1Gd p+ G") G e

F+F GEGSGNnGzGGFU)+ ;eFg q4:FUG_GcG7GSGIGGGG" #F¢G FéF!

" "DDV, GFOKGXGSGSGEGUGFJF G[GQGVGIGSG=GVGWG5 YGRIGAG i/BBER, D SFCF,
GIGYyG4G5G0 & G"75 FF¢F, Y GGOG=GIGG08&/ceG"GAdG{GQG=FéG FaFgF+F,G=GWGAGW(

GOGQFeG0GeGXG?GSGEGUGHG" B O$xFl —18F¢G FéF:

" GOGSG;GTG=GOGqFyG=GwG4GW#" CFgFpGEGSGnGzGGFuU)+ ceG" S fF10¢0£FAG FoFU

G?GSGWGIGYFUGIG;GsGXGTG1 ™G" f jF¢G FéFt

" "DDV, BGIGQGVG}GSG=GcG/G2G0G4G7GSGYGKGXGSGSGEGUGFyF,G=GWGA4GW#
GzGMGGFpG6GOG<GqGQGeBYGBGoGMGy#” CFUG P AF¢FOFUG F,FAG FaeG Fu _ °GEG.

FOG FiFOF6 B O$xFU —18G" —0EF¢G FéF!



Cloud-Native Application Infrastructure Cloud-Native
Application

[ —] "
=7 Network Firewall
=h
Your Application

Firewall
Controls Traffic

Firewall Control
MNetwork Traffic

Enforces Policies Logs & Monitors

Firewall Rules Logging & Monitoring
Allow Traffic Block Sk i it
Traffic Activities
Traffic Allowed Traffic Blocked Firewall Log Real-Time Monitoring
® ACCUKNOX
ktnspHA <., "$36, /09 G[GQGVG)GSG=GcG/G2G0G4G7GSGYyGOGSG;GTG=GOGq

GIG=GEGUGSEGSG=GzGQGVFp —1a

"DDV,ByFYBTIJ$PSQ FBYMI S LFSREPKEGSG=GzGQGVGIG[GSGFGqGSG" —~1aFéG "<F
GXGsGSGEGUG+G" f jF¢F, Y GGOG=GIGGG GWG*GCGNG4G5G0 7 AG"75 FF¢G FEF1G8GSGeG+GKG!
GTG1GdG0GeGXG?GSGEGUG: —10GeGHEQAYEeE0GSG RN SGI'BBY FCF, (Y(* BFPGIG;GsGXGTG1

GKkGXGEGSG"4:#YF, p &GcG/G2GYyGEGGGTGNG FpGOG=GIGGG" D7HF¢F GIG{GVGWGGGVGIG;Gs

GEGSG=GzGQGVGIG[GSGFGqGSFp —1aFgFyH

GEGSG=GzGQGVGIG[GSGFGqGSFp —1aFgFyF,) )E AR-EGSEEGIHSBMIGEGSG=GzGQGVFgFOFGF
& _ G"6#.G%o —6FEG GEGGGTGNFp —10Fg | iIGeG{GIGGG" £#BJAB&P SQ ¥FBYMIJ'SL $POK
FUFUFPGEGSG=GzGQGVGIG[GSGFGqGSFyF, p &GUGSGMFp u & 6F@ 6 2 6G"& —FéG 5 O[FUGAG+GI
FéFFcFUFGF, u FAG Fi ceF, 7 A*...FU Y GGOG=GIGGG" “G FiG Fp u °) 2°FgFUF6FIG F, GUGSGMG"
FCFOGWG*GCGNG4G5G0 7 AG GUGSGM u G" ,FY2sFaFé «+ 6FUFOG G FéF!

GEGSG=GzGQGVGIG[GSGFGqGSFpGIG;GsGxGTG1& —FU5 O[FG#.#a

1 &GUGSGMFp —1oH GEGSG=GzGQGVGIG[GSGFGqGSFYy / * iG;GSE G GGBFRBBWE,
50[ _ G"—'6G%0'0#.FcG FEFIFAG G FPGEGGGTGNG Fp u Fy p &GUGSGMFD f dG" IFYF FaAG
GEGSG=GzGQGVF k NFEG GOGeGXxG?GSGEGUG*G GCGSGaGGFpGIG;GsGXxGTG1G" tFuF
GWG*GCGNG4G5G0 7 AFp75 FH 7 A*...FUGEGSG=GzGQGVGIG[GSGFGqGSG FpGOG=GIGG
— NF&G FIGEGSG=GzGQGVG" / « iIF¢F,) )EG"3 @5 0] OFp P1RFgFéG «+ 6FUFOG G FEFFAG
G GF,5 £F02 »$xG%0 »$x s8jFU#OFeG FéF!

U & 6F@ 6 2 6Fp)T AH GEGSG=GzGQGVFp u & 6Fg 6 2 6G"& —FéG FaFgFyF,) )E 2 /FpGIG;GsG)
GTG1 AAG")T aFéG FiG FO Y « F+FéFIGEGSG=GzGQGVFU u F&G G FgF, Y GGOG=GIGGFC
dF FiFp UFPGIG;GSGXGTG1G2G*GEGUG*GVFUFOFUFUG «+ 6FUFOG G FéF!



GAG+-GeGWG2G0G-GGFaqd®DBOHS * %44 1" 'FGFU "FRFp #UG 0d DF+FyF, u &GUGSGM
Fp —1oH GEGSG=GzGQGVFp 6 2F0'6#.G" pG H F PFEG ] AFG PX(FU*O » UFAG G F6FOG FéF
G=GzGQGVGIG[GSGFGqGSFpGIG;GSGXGTG1 | iIFYF,) )JEFUFAG G FpO[ 6G"4B 0FéG FpFa z'g|

"DDV, BIGEYG GEGSG=GzGQGVGIG[GSGFGqGSFp —1a %o 2

"DDV, BJP G8GSGeG*GKGSGGFpG=GWG4GWG[G2GTG1GdG0GeGxG?GSEHG U@ FHEEGWGQC

,V CF"S®I'B#®/FcF, GEGSG=GzGQGVGIG[GSGFGUGSG" —1aFéG FiG Fp R O$xFUGKGXxGsGSGEGL

"DDV, BIBYG GEGSG=GzGQGVGIG[GSGFGqGSFp —1aFQFyF, & WFp zO[FUGGGTGQGeFU uG G G
)E)F$xGpGYGMGXGE@M , ByPWC F S GFAWEGGMGS EFpGIGSG=G{GSGWFgG0G=GTG1G
GzGQGVGIG|GSGFGqGSFPpGKGQGWG GAG*GTGXG" uG H G")E)F$xF(1% OiFGF, ~ ~$xFUGIG;
«0i iIFcG FéF!
loe - (OH ,V CF"SRYRSUG" uG 9x @Fu/ce - (O +/iG" G#YF¢F GEG>G[GOGqFpG Fi k
NF&FéF /e -FO 6FOFR$ —F0 q -G"1' 9F¢+# >G" & F¢G FéFL
GKGXGEGS4:#BHD V , B, p & 6Fp9IxFOGCG/G2GYyGEGGGTGNG_GGG FpGOG=GIGG D7HF
/oeFp D7HF G[GQGVG}GSG=30 ™Fp0d DFUFUF,(y(* @FPGIG;GsGXGTG1GKkGXGEGSG" 8 BG¢
FEFFAG FOG G F,0A *F&G FiGeG{GIGGFpG FUGEGSG=GzGQGVFIGOG=GIGGF+FYG G FO -
GeG{GIGGGIiG}G2GVBKGECFPERG{GIGGGIG}G2GVGXGGGVG"GCGKGSGVFGF, n%+FUFO
G2GXGxFpG FU P1RGKGQGWG FiFyGAG*GTGX A£F+ /0eFAG G G FOFUF¢G FEFIFAG FOG G
FUGEGSG=GzGQGVFIG0G=GIGGF¢FIiG 5FaG#F¢FiG FéG FAF@G"75 FFGG FéF!
G2G*GWG2G+ Y YH +# >G GKGXGEGS4* 0G" YR BéG, FBP-Y -$xF0 RFe3,GFUG G Y VY
GOG=GEGuUG*H O —-FpFOG GeG{GIGGFp) ¢F G[GQGVG}GSG= K)FFpGIG{GQG=F, u FaG Fi
FUH G"64 FGF FAG FUG /O G"78FHPS F U T G'B-OB¢EFeFL

GOGSG;GTG=G0OGq
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microservice 2

foinfvault

vault-injector

shells

@ AccuKnox other bins... container FS _

‘”‘ l

K i°tA,A=e, ztzips,Ess Fpli



namespace: conjur

pod/conjur-oss

container/conjur-nginx

k8s cluster

other workloads

namespace: conjur

® Accuknox pod/conjur-oss

container/postgres

KtngphHA > e, V%HppY,-iv>sp,ll
GEGSG=GzGQGVGIG[GSGFGqGIBD- M s BHBEKGSGSGEGUGHFYF, @ WFPGOGSG;GTG=GOGqGAG*G
S BFAG F6FOG FéF:

,VCF"SNREFS GFAWETGGM ¥FAFQ)E)F$x% 0iF,/ce - (OF, GKGXGEGS4:#Y p+ G" f jFéG
G8GSGeG+*GKGSGGFpG=GWG4GWG[G2GTG1GdG0GeGXG?GSCGEGUGH-FaGeGWGQGVGCC
"DDV, OP YGdBVBOGVGCcG7GSGnH 0 XFpG=GWGGERIGSHIBIBS3E2G0GGVFp'6#.F,
0¢, F % 0iG" AEFIFéG G=GWG4GWGYgGSGGFpGeGWGQGVGCcG7GSGnF!

Joe - (OGBG*GFGeH u” U*G FiFp UFp9x @FU «/iG" q#YF¢F, GEGSG=GzGQGVGIG[GSGFG(GS
/EFP$ —Fl q -G ~~$xFU+# >G"'| FEG GAG*GKGSG[G*GVF!

GKGXGEGS'6#.H GOG=GIGG D7HF,GeG{GIGG /eF,G[GQGVG}GSG=30 ™G"0d DFéG FiG Fp(
GXGTG1GKGXGEGSG" *OG%w4:#YF+FYG 7Y p °GKGXGEGS'6#.GEGGGTGnF!
GOGWGSGVFgG2G*GEGUG*GV P AH €%+FAG Fi+# >G GKGXGEGS4* oF( PFCF6GXxGOGYGM(
BFEG GpGFGsGSGyF+FOG F,3¢,3yFUG2G*GEGUG+GV P AFg Y Y P*(G" «+ FOF¢G FéF!
GEGSG=GzGQGV'6#.GRGSGYM»EpM , BHPB TIJ$P S Q ¥FBYMIJ' S LFSHRIEDK ORI
GEGSG=GzGQGV'6#.GRGSGyFg4 F¢F FAG G FPGEGGGTGNF("l IFGFIGIG;GsGXGTG1GKGx

f jFcG FéFt
U+ 1A
)E)F$xGpGYGMGXG*G> ,V CF S GFAWBGGM AFPGEGSG=GzGQGVGIG[GS
G{GSGWFgG0G=GTG1GaGTG1G")E)F$xF% OiFCG F
le - (O $ -Fuq-G ~$xFu+#>G" e FéG FiG Fp9x @Fu/ce -
(O «/jFt

FYG (yFUFUGKGXGEGS4:#Y | GOG=GIGG D7HF GeG{GIGG /ceF G[GQGVG}GSG=3
FiG Fp(y(* OFpGIG;GsGXxGTG1GKkGXGEGSFp4:#YF!
GeG{GIGGGIiG}G2GVGXxGGGV | GMGSG@GQGVGKGQGWG FiFyGAG*GTGX /EF=F, o
G "G2GXGXFpG Fp /0eG"0A *FcG FéF!




G2GGWG2Gs Y Y +# >G GKGXGEGS4* 0G" 8%=FCFi7+Fp+— -$xFU RFE3,
YGOG=GEGUG-F!

GEGSGNGzGGFu)+ e YBTIJ$PSQ ¥BYMI S LFGRIEPKY[RIGEGSG=(
GVGIG[GSGFGqGSFoFp)+ ceFt

GEGSG=GzGQGVGIG[GSGFGqGS -NdF ¥ BReFa j 9 10[ |

FYG (yFUFUGKGXGEGSIHYN , PFjF.8 —FOFYG (YyFUFUGIG;GSGXxGTG1GKkGXGEGSFp 8 BFg

FU «+ F+FOG F,0A *FAG FiGeG{GIGGF3F4FU p & 6Fp9xFOGCcG/G2GYyGEGGGTGNG_GGFuGO
FpGrG2GXGXG" /,eF+FYG G FOFOFéG FaFgF+F,GEGSG=GzGQGVGIG[GSGFGqGSG" VY$x

G2G*GWG2Ge Y YH G2G*GWG2Ge Y Y HDFDE (PH>G"GXGOGYGMG2GnF++- -$xF( RFé3,

G G%03M 6FGF FAG FUG /O G"75FPF,GEGSG=GzGQGVGIG[GSGFGUGSG"GWG*GCGnG4G5C

FUG —1oF¢G FéF!

GEGSGNGzGGFU)D®W ,BjPBTIJ$P SQ ¥FBYMIJ' S LFSRIEPKRIGEGSG=GzGQGVGI

G[GSGFGqGSFgGEGSGNGzGGF0)+ eFAG F, \GEGGGTGNF{"l iIFGFIGIG;GsGXxGTG1GkGXGE

jFcG FéF:

loe - (OH "DDV, ByRY U*G" uG 9x @Fu/ce - (O «/iG" G#YF¢F GEGSG=GzGQGVGIG[GS

GFGqGS#’ C EFp$ —FU q -G ~~$xFu+# >G" %+FéG FAF@F+F, 2 /$xFUGIG;GsGXGTG1 A AG"
iFCG FéF:

7Y p'6#.H "D DV, EpR BBeGWGQGVGCcG7GSGNFYF,0 XFpG=GWGGGMGSF{G FiG GIG;GsG:

0¢ F.% OiF 4:#YG"/eFO7Y p'6#.G2G*GMGSGCcG5GSGGG" f jF¢F, +0d *FUGEGSG=GzGQGVG

Fp'6#.G"(F(0 iIFGG FéF!

5 O[FUGKG2G-GV

" GEGSG=GzGQGVGIG[GSGFGGGSFPGIG;GSGXGTG1E& —FyF, 4 &GUGSGMFp —10F, GWGs(
75 FF, p & 6F@ 6 2 6Fp)T 4F,0d DO[ 6G Fp = DG"& —FéG FiG FO G Fo5 O[F+FéF

" "DDV, GFF)G8GSGeGGKGSGGFpG=GWG4GWG[G2GTG1GdG0GeGXxG?GSGEGUG. —11
$/"1HF+FOGV CF " S®I'B#%F¢F, GEGSG=GzGQGVGIG[GSGFGqGSG" —1aFéG FiG Fp |
GKGXxGsGSGEGUGG" f jF¢G FéF!

" zFG p+ FOFYF,)E)F$x% OiF /e - (OF FYG (YFUFUGKGXGEGS4:#YF,GeG{GIGGGIG}G2GVG
G*GWG2Ge Y YF,FUG G M+4$xFUGEGSG=GzGQGVGIG[GSGFGqGSFgFpGEGSGnGzGGF
FéFt

" FAFPpGKGXGSGSGEGUG*FpGOGSG;FTCEGOMUBIB .V , O P 6eGBRBAGVGCcG7GSGNF /oe -
OG6G*GFG*F,GKGXGEGS'6#.F, GOGWGSGVFUG G G2G*GEGUG+GV P AF GEGSG=GzGQ
)+ ceF+ S BFAG F6FOG FéF:

" "DDV,B/P¥YG (YFUFUGKGXGEGS4:#YF ,G2G+GWG2Ge Y YF,GEGSGnGzGGFU)+ ceF,9x
OF 7Y p'6#. u+ FOG FOF6 j 91G" WFOFO6FOG FéF:

" "DDV,BIBYG GEGSG=GzGQGVGIG[GSGFGqGSFp —1aF0G G F,) )EFy p &GUGSGMG" —
GOG=GIGGG GWG*GCGNnG4G5G0 7 AG'TF FFEACURFF | [FUGIG;GSGXxGTG1 A AG"T a
F+FYG FéFt



GIG=GEGU@SUGSGMGCG2G6G*GGGOG=GIGGFp —1a

"DDV,BJRYQZUFS #PAMFEMR PLFUGIG;GsGXGTG1GKGXGSGSGEGUGG" f jF¢F,GXGpGSGVC
GFG5G=GEGUG*G Y GGOG=GIGGG" uG " JFu+# >FUG Fp —1aG", ¥ ;5 'Fe6! B FEG FaFgF+F,
"DDV, ByBYGSGMGCG2G6G*GGG}GSG=G{GSGWG" —1aF¢éG FiG Fp(y( @ D 3F, GXxGOGYyGMG2Gn
8GOGIGYGHGNG" f jF¢G FéF!

+0[

"DDV,BPRYQZUFS GRAJFSGREITG1GKGXGSGSGEGUGFYF, P08 °GAG*GhGsGSGTG1G+G>Fg!
FR <#YFAG G GRGSGYF-VQF UF S MFY FoEFAB G GUGSGMGCG2G6G*GGG}GSG=G{GSGWG" -1
G F00¢, 0£F&G FOFOG FEFIG8GSGeGGKGSGRWGHE-FOGI B8YFCF,FYG (YFUFUGIG;GSGXGTG1GKG»
GEGSG"4:#YFGF, " ~$xFu+# >G"3M 6F¢G FéF!

FUFi5 O[FUFpFUH

GUGSGMGCG2G6G+*GGG}GSG=G{GSGWFy u &GUGSGMG 0 78FU0£'1G" ...FOFaFgFU "FRF,GCG2G
$xFgFUG G FEM'Q ZUF S FPUERYP, IGGOG=GIGGF,GUGSGM f dF, O —FpFOG GAGSGW /eG"7
25F0_ Fp626Fg u& 6G" 0G FIGFQY « F+FéF:

FUFpG FOFQ #FaG G FpFUH

"DDV, BFE75%% P'CF,GXGOGYGMG2Gn% OiF,(y(* BGOG=GIGG D §G") G =G VaBFEfu5+

/P UF GFPEIG;GSGXGTG1G" #FcGWER " SGI'B/BYFEG FaAFgF+F,'0#.*...FYGIG;GsGXGTG1GKGXGEG
*OF¢F GtGSGDGS i1 8Fp D7HF,G*"G2GXGx /ceFp D F,5 O[FUGEGGGTGNGXxGKGSGGG Fp Y GGOG=¢

+ FOFUG G FéF?

k8s

ns: jupyter-cust3
. T Remote command injection
ns: jupyter-cust2
2 T2 | Unauthorized access to remote trusted entity
ns: kube-system
ns: ju pyter-cust] T3 Unauthorized access to another Jupyter user pod in the same ns
T4 Control/Beacon via remote C&C server

TS5 Unautherized access to another customer's pods via ns escape

L hub-instance Jupyter-usars
o— 2 other namespaces T6 | Data Exfiltration through malicious resources
continuous-img-puller LRyeroar "
T Supply Chain Attacks
pu— jupyter-jovyan
proxy-instance  [REl—— T8 | MITM attack for connections to remote external trusted entities
user-scheduler | 1 . g =
|| “= o Assets
= . i Al sensitive Provider Data Asset
BTR- | | B )
L‘ ] ‘T;f 1982 A2 Local trusted certificate bundles

Trusted-Entity g A3 Localfile system

ktnspHA?s,  %1:583/058#00FUG G GUGSGMGCG2G6G*GGG}GSG=G{GSGWF{ PFéG +# >GgG=GVGy

GOGSG;GTG=G0OGq

"DDV, BpBYGSG;GTG=GOGGFY UF S GPGIGENPYE F S GFAWMEGGMGSFo)+ 0eFAG F,GAGGT
GygGYFEGEGGGTGNGzGYGYFp g %oF+GIG;GSGXGTG1 P'QGC KFEBYBIS; GSGXGTG14:#Y GKG2G+G V|
FGFO p+ FGF,GIG;GSGXGTG1GKGXGEGSG"G2GGMGSGIGeGVFGF64:#YFéG FaFgF++# >FUG —1nFg



GIG;GsGxGTG1 P'C 1A
(y(+@ D3 GtGSGDGS i 8F( PFéG (y(» @FpGOG=GIGG D §

GxGOGyGMG2Gn —1= JE)F$xFU% OiFg £75%$x75 SGOGI9GYGHGN

GtGSGDGSGcGzG*GWGXGSFU| '6#.*... ¥F4Fp0O;, FU /EFUGIG;GSGXxGTG1GKGXGEGS

G_GGD7H G"G2GXGx /eFpFiG Fp ™8—FaG FIG_GGG FpG0GS

0dGG2GXGxFp#O BG"&— FF| G=GXGTG1GIGYyG_GG AEF+Fp ,0dG G2GXGx#O BFp

GKGXGEGS4:#Y) Y —10FpFiG Fp+# >GpGUGYFE F " SGKBSSEGSFpGCC

) -n jupyter-get service proxy-public
NAME TYPE CLUSTER-IP | EXTERNAL-IP PORT(S)
proxy-public LoadBalancer 10.20.7.3 34.28.237.173 80:30420/TCP

) -n |jupyter—-customer2 get service proxy-public
NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S)
proxy-public LoadBalancer 10.20.6.248 34.41.137.29 80:31066/TCP

kt n$pHA Q@ -,
GKGSGVFO PFéG (y(+ @D S

Eubernetes clusters = Kubern * '. Zero to JupyterHub with Kubs
< 25 G A Notsecure  34.28.237.173, user/jovyan/laby
= File Edit View Run Kernel Tabs Settings Help
+ & A Consale 2 x
o

: B/ Python 3.11.6 (main, Nov 21 2023, 18:43:93) [GCC 19.

Type 'copyright’, ‘credits’ or 'license’ for more in
— Name - Last Modified IPython B.18.1 -- An enhanced Interactive Python. Ty

I [ost+found 8 hours ago

ktnspAAs, 7 AGEGXGXG8Fp1 S(
FYG (yFUFO D $FgG_GG D7IGHF " SINPYE '6#.*...FOVQZUF S //PRHGTRBAGXF(O PFGFO0A «FAG
Fi /,eG_GGH [HW TS M PIB'MOEIRYG FEFFAG FOG G F,5 O[FUGEGGGTGNG"G2GXGXG Fp Y GC
FU D7HFAaG F,+$ E 6FU q '7HF( SF@G G G FéF!
,0dG*"G2GXGXFp&—\FE F " SAY'P $pG_GGG Fp ,0dG*"G2GXGx 8 BG"75 FFéG GyGSGyG"4:#YF¢G Fé
FaFp £75'CFOG G «%+tFp /0eGcG/G2GYyFPGEGGGTGN u °G"75FPF, GEGGGTGnN Z e 6G")T aF¢G FéF



GKGXGEGSFpw 6H +# >GpGUGYHd' SBKkBSGEGSFPGCG+GeGyFyF, |F»Fu 7 AGgG=GVGyF0 PFéG
%0 2G"&gFcG FEFIFAG G FpGKGXGEGSFQZEF S #PA/ER-BAEAG Fii8FpG FU /eeF&G G

FéF!

«0i OFg+# > €%+Fp 11H ,V C F" SRYBAG*GTGX q -G"G{G>0°6 F¢F, ( OFpFIG ELV , GFEWGQGV
GcG7GSGNF(3?3aeF¢G FEFIFAG FUG G 2(#DFp 6 2F0 «0i 6FU f jFAG F, 7 AGgG=GVGYFp#.0ZFg+# > ¢
- [F¢G FéF1'g #F0 AFeFIGOGWGSGVF@301%+F0G G F,GVGWGAGYGEGSGSGTG1G*G>FaGIG;GSGXG
FcG FéFt

£75$xGIG;GSGXGWEL S5FUSBBRUOYNPEF#1' - B! q#YFCFi £75$xGIG;GSGxGTG1G" #'Ft
FAG FO PPF U SB/8l PTB$xG0GeG{GSGOG" G#YFFAG FUG G G2G*GWG2G+)t 6FaGtGSGDGSGzG:s
G{GVGWGGGVGIG;GsGXGTGL1 f ,FU MEFFERFPS Fi , V C F S GHGHGSG6G*GFG+FaFUFOF6FOG

FéF1

apiversion: security.kubearmor.com/vi * Unauthorized executables are prohibited from running.
kind: KubeArmorPolicy bl f dasivad h | itted
detadits « Executables from undesired paths are also not permitted.
name: protect-jupyter - Writing to binary folders is not allowed.
Spgz’."“”a“e‘ Jupyten - Users can still access their data folders for reading/writing.
selector:
matchLabels:

app: jupyterhub
component: singleuser-server
file:
matchDirectories:
- dir: /
recursive: true
= dirT 7usr/localy/bin/
recursive: true
readonly: true
- dir: /bin/
recursive: true
readonly: true

process:
matchDirectories:
- dir: fl:ISF‘flOCa].,"bln," Only read access allowed to /usr/local/bin/ and /bin/ folders
recursive: true
- dir: /bin/ [ - . . .
|Execution allowed only from /usr/local/bin/ and /bin/ folders, execution from every

recursive: true

action: Allow lother path is denied.

ktnspABe, GIG{GVGWGGGV N NF{Q 6F6FR ¢ '7HOA »

ZFUGKG2G-GV

" "DDV,BPBUGSGMGCG2G6GGGG}GSG=G{GSGW"| wFp1"8YFid P AR;RHPQ FCP P L
¥FAFIGIGGGMGIG2GHFAG Fi R O$xFUGIG;GSGXGTG1GKGXGSGSGEGUG-G" f jF¢G F&F:

" > D$xFUGIG;GsGXGTG1 P'CFoFYG (yFUFUGOG=GIGG D 5G" /a8F%0 WARBPaR,
GUGSGMFp [ & 6F, 6 2 6F, «#Y 6G"& —F¢G FéFt

" GxGOGYGMG2GnFp% OiFg £75$xFG75 §GoGIGYGHGNFIG G F,GIG;GsGXxGTG1G2G+GEG
AFU o+ FgFUG F, “~$xF(+# >Fp s8jG" q "7THF( §FQG FéFL

" VCF"S RdFER)+ FiG G F,GIG;GSGXGTG1 «/ce p+ FU MFAGEUF S /PBHOPP L
FAG 4 iF6G GCG2GGS+# >Fi PFéG —10FU | iFAG G FéFt



GIG=GEGuUGY+7 A
G=GxGeGVGFGQGQG;G+G>FaFyH

GAG+GbGsGSGMFp - 8FU30 —G G 4 FRFUFOFIG F, GcG/G+Fp8bFU +FYFRFUFOFIG F,7A Y4 eeFU1 AF+
QF¢FIG F¢FiFaFgFYFOG G FEG#FUH FAG G FYG=GxGeGVGFGqGQG;G*G>Fp ™ AF+FOG «+ 6FUF
G=GxGeGVGFGqGQG;G*G>FgFyF GUGFGMGy3(2 F+FOG / *302 G"GIG2GYG+*G>FéG FiG FiF,GtG¢
GTG1G*G>G_G}GSG"I* «F+ Q#YFéG /ce!mF+FéF!G]GQGIGSFYF, ,FcFO / «302 G"#O BFEG FiG Fi 20]|
78F0 X U$x e8YG"0ZFRFIG FOF, GEGGGTGNFpGXGKGSGGG" &FUF( Q#YFEG GIGyG4G5G0G"GUGH
FEFFAFpGeG{GIGGFy8 —F02 , FU9xFRF GUG"G2GGFpG_GcG7GSGIG*GGFgG6G[GyG<GS "2 Fi
FOG «+ 6FUFOG G FéFt

FUFi %FOFéG 20[FUFOG FpFUH
G=GxGeGVGFGGGQG;G*G>Fy "FUG 3M aF(3b h/ce!mF+FyFUFRF G=GWGAGWH#" CF(5 +F(+#>G"G |

" G_GCcG7GSGIG*GGFp * WH G=GxGeGVGFGUGQG;G+*G>GIGyGAG5GOFy #.+ SFaGoGpG»
G?GSGEGUG+G GEGGGTGNn 2 /Fp - 8G"4 FAF&G FEFFAG FOG G 5 O[FUG}GSG=GcG{GSG
GDGS /9,FU FaG G G FéF:

" 7A SGAGGGVFp Q *H i+302 G @FpFiG Fp 5 (Fu #.Fy7A Y4 seFp Q *FOF6FUFUG G FéF"|
F +0d *FUG=GWG4GW#" CG"4 #YFéG (i F+FyF FAFpGAGGGVFU 83yFi+~G G «+ 6FUFC

" GIG;GsGXxGTG1GXGGG=H G=GxGeGVGFGqGQG;G*G>GIGyGAG5GOFy UFp 7 AG Fp °G
G FéF'G]GQGIGSFYFaG G"2S CFUG FoFcFOGEGGGTGNG FPpGOG=GIGG 'G"'O “F¢F, p &C
FOG 34 *FpGIGYG4G5G0G" Z64FGFiG FEG «+ 8FUFOG G FéF:

"DDV, BPWC F" S NIB S G=GxGeGVGFGqGQG;G*G> P'C

G=GWG4GW#" CFOFUFAG G=GxGeGVGFGqGQG;G*G>Fp 47d 6@HDO FEBIVHE &G SIIF&-p+#
>FOFUFO P FéG FUG"ObF6FOFYG FRMROYBNG;GSGXGTG1 — ¢GIG*GMGSFoFcR QFRB FUF T
G=GWGGGMGSH G0GeGXG?GSGEGUG*G" /0eFéG GAG-GTOXELH" SNEBabEhGrGGFi4 FcG
FéF!

,VCF"SRYPWSC F S GFAWEGGMGS AEFp# 6/ce zFgF¢F6 p+ F¢G FEFIFiFp zFU z mFy @ WFp30G F-
H

" GIG;GSGXGTG1GKGXGEGSFp,\DG:FYIBGIBIN7YG" AFOFi1™ (Fg « @F¢FOFRFOFAFOF!
"DDV, PBIG;GSGXGTG1GkGXGEGSG" FOBE"RABSGWGGGMGS EF+FAG G" | D4:#
F¢G FEFFAG G FpGKGXGEGSFYF, 1%+FpG=GxGeGVGFGqGQG;G*G>GKGcGVGAG5GOF|
GGG Fp Y GGOG=GIGG75 FFUFUF,GOGeGxG?GSGEGUG*Fp - 8G" D7THF+FYG FéF:

" GxGOGYyGMG2Gn% OiH 1™ D °Fp IFO1™ (Fp@ EGFBRYBERGGGTGN q -G" — 1% O
FGF,G=GxGeGVGFGqGQG;G*G>G"&g @F&EG Y BFU - 8G" %+F¢G FEFFAG FOFy$ —FUuG](
GWGCcG1GQG=G_GMGSG*F, Y GFUGeG{GIGG /eeF, DTHGXGKGSGGG FpG0G=GIGG0&/

" 7x73F@ RFé3,G HV C F " SAMJRISFAG FIGEGGGTGNG" 8%+F¢Fi ceF,3¢3yFU7x73FcFOG=GXx(
GFGUGQG;G*G>GIGYyG4G5GOFUG=GWG4GW#" CFp UFp4S (FO N SFéG FpG"75FPG FEFLF
GGGMGS 2 /G" 47dFOFAG FéFAFgFUFRF, & FCFIGEGGGTGNF( PFCFS Y G PX(G"1nFeG Fa
FOFUG G FéF!



"DDV,BLPWCF "SRR SFyF, 6 *$xFU75 § 4 SG"2xF@F, B O$xFUGIG;GSGxGTG1 / DG" f jF¢G FéH

GJG{GVGWGGGVGIG;GsGXGTG1H * TFpGIG;GsGxGTG1GpGUGYFy [ wFp '7THG" U ZFéG F
"DDV, BiBYG{GVGWGGGVG0GeG{GSGOG" G#YF¢F,FOFUFUG GeG{GIGGG GtGSGDG!
GG 'G" ZFDG FéG#F! *OFAG FIGKGXGEGSG"30FeFi A&g$xFUO0A «FUFEG FOFQ 20[F+F&F:F
G G F,G=GxGeGVGFGqGQGIGSFU+$ E 6G" O#YFCGEGGGTGNF(2S G"( FRFaFgFU--FGF
£75%x P'CH 7 A$i#0OG" ...F6 0 A °GIG;GSGXGTG1FgFy$\FAFF SAY B B$xG0GeG{GS
GOG" G#YF¢G FEF'GIG;GsGXxGTG1GkGXxGEGSG" q#YFéG FaFgF+F, Y BFu q -G"$i#0 SFQ
FEFIFAFp £75$xG0GeG{GSGOFIG G F,G=GxGeGVGFGqGQG;G+*G> 7 AFp B EGXGGG=G'
FéFt

FYG (yFOFU D SHD DV, BYP 6=GWGGGMGS AEF+G0GeGXG?GSGEGUG*FU /oeF+FYG i 8
SFEG p+ G" fjFCG FéF"l FpGOG=GEGUG*G GXGKGSGGG" D7THFéG GKGXGEGSG" *OF+
GF.,"l FpGYGSGHG G0GeGxG?GSGEGUG*F( 0eG FEF6GIG;GSGXxGTG1 P'CG"GIGGGMGI

[H "DDV, BIBYG G=GxGeGVGFGqGQG;G*G> P'CFp |
/ +302 GIG2GYG+G> 7 AGIGYGAG5R0FLF S GFAWEGGMGSG Fp u °G"08G G GEGXGXG8G"*f FOFHG

FOH

7 A GIGyG4G5GOFUG=GWGGGMGS AFpG\GSGW VF+ /eG"0eG G FéF!
,VCF"S Rch’BjH "DDV, B:P*OFAG FiGIG;GsGXxGTG1GkGXxGEGSG/ /@FFEMUF SY G
FUG0GeGXxG?GSGEGUGeFp /eeG" &%+FcG FéFL
GkaGEG§4i#VIE£ F" SAYBIESXGEGS *OF(0 6F8FYF, \ORGOGeGXG?GSGEGUGG" 8%+FpG=G
G;G*G>GRGSGyFg1' 9F¢G FéF!
7 AFp7< FH, V C F " SAYBISYG4G5GOFp /eeG"GAG{GQG=F¢F, GEGGGTGNGXxGKGSGGFp EF
G FéF!
GOGWGSGVFg1P BV , EIRBYG;GsGXxGTG1GOGSGNnF( 7 A0&/ceG"30%+FEG GOGWGSGVG"$I ™
G 00(y1* Fg P A'CFp <FU «+ FgFuG F!
ZFGj9io[ |
"| FpGIG;GsGxGTG1 8 FpG Fii P FEG GkG2G+GVGKGXGsGSGE GIERRs FRBEMGKEE GS4:#YF_ Gx
GOGYGMG2Gn% OiF,7x72 u+ G") G eG F&Fi B O$xFUG0GeG{GSGOF+G=GxGeGVGFGqGQG;G*G>G
FO P FcG FéFt

”

”

GJG{GVGWGGGVGIG;GsGXGTG1H 7 AP1R8+ &G" q " iIF¢ Y GGOG=GIGGGXGGG=G" * §F¢
G0GeG{GSGOF{G G F,G=GxGeGVGFGqGQG;G+*G> 7 AF0 PFéG | SFu75 $G" #F¢G FéFt

£75$x P'CH,VCF " SRy 8BFU q -:G" | SFOGAG{GQG=FéG FaFgF+F ,G=GxGeGVGFGqGQC
GyG4G5GOFUGEGGGTGNF( u °FéG FpG"7< FFgF, ~~$xFu/O G" q '7THF( SF@G FéF!

FYG (yFUFU D 3H 00(yFUGIG;GsGXGTG1GKGXGEGSG" *OF+FYG FiG F."l FpG=GwWG4GW
G?GSGEGUG*F( 0eG F&F575 $'CG"GIGGGMGIG2GHF+FYG FéFLFAFpGKGXGEGSGTGGe
GIG2GYG+G>GKGCcGVGAG5GOFp /eG"GAdG{GQGAEG FIFREBGFRBIGUFp 9
GRGSGYFUFUF, G=GxGeGVGFGqGQG;G+*G> 7 AF( M+a$xF(1664 FéG FiFp UFp O —FpFOG
FcG FEFFAG FUF G=GXxGeGVGIG2GXGSFU O -FpFOG GhG2G{GSGWG" Z64FUG G /aeF
FEG M+a$xFu m 2F+FOQUAN GcG7GYGNFUG FpGrG2GXGxFp /ceG" D7THFGG FéF:



Do not allow writes in
system's binaries folder

Preemptive
Mitigation

kinspiACe,  £75%x P'CFoFCFO /eGeG/G2GyFp iFY3,G G"GAG{GQG=

Prevent execution of
hinaries from fmpd

Prevenl execution of
standard miners [maonera, dera)

Prevent execulion of
fingarprinting, scanning toals —

Prevent execution of
packagement management tools

Do not allow
time sync from within container

k i°tA£,AD«, "ss6,/00 :".- GKGXGEGSF+G=GxGeGVGFGUGQG;G*G>G4G2GyGGFa+# >F P
ZFUGKG2G-GV

G=GXxGeGVGFG(GQG;G-G>FyG=GWGAGW#’ CFO5 +Fu+# >G"G FiG F¢G FEFUF,' $xFUFG " ™$xFG
GeG{GSGOFUG G F FAFPGXGGG=G" Y$xF(3M DB I GHR¥FC F " SRy PSFU75 § 6% G" f |

FcG FEFUF GIG;GSGXGTG1FY)E)F$xFUGeG{GIGGF+FOG F&FgG" AG FUFOF+FRF3FAFOFFAG G Fp
0°FpGYGGGVGeGWG=GTG1GGG") G &G F&G FaFgF+F G=GxGeGVGFGGQG;G*G> 7 AFUG G=Gw
FUG0GeGXG?GSGEGUG-FpGGGNGSGHFU4 #YG"& —FéG "<FUGIG;GSGXGTG1 / DG" S( F~FYG FéF

GIG=GEGuUGscG/G2Gy Z ce 6% Oi

GcG/G2Gy Z ce 6% O H FYF G6G*GMGSGeGWG2GHG>GzGSGWFPGIG;GsGXGTG1G2G*GCeGWFD 6
O -FpFOG §fFpeé F, 1$* %44 1" 'F.40FUFUFp ] AFU0d DG Fp = BF, GEGGGTGn - 8Fp00d(yFu *
Oi IFUFUF,"* .GRGSGYFy Y  F+FéFFcFUFGF, #YFUG G G8GSGeG*GKGSGGFpGCcG/G2Gy Z ce 6%
Fpw FU N +FéG pF,FUFpGRGSGyYFU+-&kFpGaGFG[GGGYGSGHF( ceF6F6FOG FUG"FUFO 8 «FéG
FOFUH
'* Fp > °FyF,GcG/G2GyF, GUG1GzG=GVGxF GEGGGTGN S BF( PFéG Y GG FiFyO£#i ¥Fp §fG" & F
FOG G FéFGcG/G2Gy Z e 6% 0iIGRGSGyYFp% $xFOFy € WFU uG G G FéH

1$* %448 1B)*1"'FUFUFp 6 =G Fp = b& —

GEGGGTGNGCG/G2GyG" 5 §FEG AE4S+# >G GIGYyG4G5GOFp"

GcG7GzG*GFGQG=1* FpFiG Fp% OE28Fp)T &

$ — e%+FUG G GIJG{GUG2+$ E 6Fp &



*$ #” CFo6as$i#” CFp «0i 6 ¥ V
q.Fp '*.GRGSGyFyF,GxGOGYGMG2GnGOGWGSGVF,G=GWGAGWG[G2GTG1Gd)+ ceF, 7Y p'
+=-Y Y p+ G" fjFcF FOG G G GIG{GVGWGGGVGIG;GsGXGTG1G0GSG;GTG=GOGqFIFUFOF
F+FéFt
"DDV,OPY '*.
g4:H G=GWGAGWG[G2GT GI8 M F3JG-GIG2G=G{GCGSGaGG#" C
"DDV, GFFF # 1G" Q#YFCFIGIG{GVGWGGRBXGsGSGEGUG-G" f jF¢F, YFOGIGSG[GYyGzGgGyFp
G" #F¢G FEFIGWG*GMG2GNGIG{GVGWGGGVGCcGzGSGNG}GSG= VF( S( FAG FOFUG F,GAG*GTGX
GcG/G2GyGzGgGyFp § fFO PF¢FOF FYG (YFUFU D SFeGxGOGYGMG2GnGOGWGSGVG" f jF¢G FéF!
ZFa p+
" F# " <#YF¢FiGXGOGYGMG2GnGcG/G2Gy Z e 6GGG;GqGe
" -JORDG G,V CF S BdFpGEGSGNGzGGFU)+ oe
" $* $PWG G% FW 4 BDORY T4:
" "84F"[VBF$ FUFUFpG=GWGAGWG[G2GTG1GdGeGWEBQGVGCcG7GSGn ¥Fa

"I6xH G=GWG4GWF@GIG2G=G{GCGSGaGG ¥mABI0; BFF3E EHXF(* . GKGXGSGSGEGUG*Fp4 iG"
GxGSGWFcF6FOG FéF!

GtGSGGG?GSGGH B=GWEYGYG0GOoGMGyY#’ CFUFUFAG GCcG/G2Gy Z oe 6% Oi
G G2GXGxF,0;, GCcG/G2GyF,10E _ FUFUFp5 O[FUGEGGGTGNGUG1GzG=GVGXG" Y GFu § fFUG -1
Fb6 6F@ 626G"& —F¢G FéF!

Confirmation

Are ol sure yau want to sove thesa palicles?

B Activate Palicies

MNote : After saving, policies will be saved in an inactive state.
Flagse check the "Activate Policies” option to activata tham.

X
[ Cancel | Confirm
ot




() ACCUKNOX ime Pratection 3 Policies

@ KBs v VMCluste.., x ~
63
&
Search
o
All (1) Discovered (0) Hardening (0) Custom (1)

()]

[0 Policy Name Category
®

D block-pkg-memt-tools (v2) Custom
E‘B o HubeArmor Host Applied 23 days ago
o

/e m8pH,V CF"S BiBGGVGKkGXGEGSH

Status Clusters Namespace

® Active WMCluster

9 0GMGSG@GQGVF0EgH ( ..G"GMGSG@IPBSIGGGV jFU*(FY nFOFOFRFOFAFOF!

—10 P1RGUG1GZG=GVGXG" *BFEE %o 0 . - %o F)%o0 . -ORUEUFp u &G_GGG"1 G VG

S#YGpGSGWF+% 0iFéG Ft

& WFpGKGXGEGSG"4:#YF¢G Fé

+$ -.$*)a . 0-$/4°8&0 -(*- *(%17

&$) a 0 -(*- *./ *'$ 4
(/ | a
) (a #.+g $' g )/ "-$/4g *)$/*-%)"
.+ a
)* ' [*-a
(7 # '.a

&0 -) /| $*%e#*./) (a ,1(g) ( ...
1 -%$/4a ;

(.." a C“-Ybo26u te%+tK75FKrKS

C“-Y a

(/7 # %- [*-8% .a

gl°|3iOU a %o. $)%o

- )'4a /-0

e a /-0

gloDiOU a % 0.-% $) %
- )'4a /-0

le a /-0

globiOU a %0 0.-%"'$ %o



-~ )'4a /-0

I« a /-0

g 1‘DIOU a %00 .-%o. $)%o
~ )'4a /-0

I« a /-0

g 1'pi°U a %o $)%o
- )'4a /-0

I« a /-0

g 1°pi°U a %o **/ %o
- )'4a /-0

I« a /-0

/$*)a '* &

$FFX.QR[ 6@EBWGQGVGCG7GSGNG" Q#YFCFOGKGXGEGSG "GOGQGeG{GSGWFCF, w |

t . ..F&AGG) Y

" Y GFUGCcG/G2Gy $ fFUGXGOGYGMG2GnF+GdG{GQG=F4G G FéF!
" GOGWGSGVFYG{G>F(0°6 BALWF, ® PIENGQGEGSGjGSGWF+& 1 «+ F+FéF!

[/sbin
% sudo touch file

touch: cannot touch "file': Permission denied




GEGXGxGS8 [
O —FpFOG GGG=GxGeGVRIE'J30RG FOFgFéG FaF FiFp - SFUGIG{GQG=FAG F,GEGGGTGNnFpGIG
FU)T aF&4G G FEFLGOGWGSGVFU 6 UF0#0 BFAG F, GNGQGEGSGjGSGWF(32e ™F&G G FéF!

e0E

" _10FAG FIGUG1GzG=GVGx EFpGcG/G2GyG" 8 BG FiFy & fF¢G FOFgF¢G FéF!
" iFY3.G FUGAG{GQG=MB B £160GWGSGVFU/2&gFAG G FAFgG"& 1 F¢G FéF!



"'V ,6#&3/&5881G;GSGXGTG1FpGYGGGVGeGWG=GT

,V CF S GIB|GEGXGTG1FYRYF,S GFAWETGGMGSF, FiFaF+ /aeFAG G G0GeGxG?GSGEGUGHF,FUG
G GUGSGMG" ~~$xFu+# >G +$ E 6FUG —10FéG FiG FOInFEG G G 2Fg P'CG" FReG B&BF UF T
GAG*GTGXG8GSG?GGGVGzGSGEGUG*FPGUGCG/G=GVGGGMG*GNGSGWFgFuG FOFAG F,FiFpGI

*Fp) JEFUF@FOF6 g5 0[1"8YF@FUFOFSFOG FéF!
,V C F S @IYFSGXGTG1FUS O[FG#.#4

,V CF S B{F IGFGRGAGXGQGWG=GWGAGW#" C 2 [F+GAG*GTGX iFAG FiG0GeGXxG?GSGEGUG*G"Gl
G>F,'6#.FéG FiG Fp)+ :cGeGWGQGVGCcG7GSGNG" f jF¢G FEéFF¢FUFGF, G}GSG=G{GSGWG G2G+Gc!(
FOFé §1FEG,V CF S BpF$KFT62AFYF, FIFUGIG;GsGXxGTG1 VFp1"8YG"G FiG, MG F&BEU F T
G;GsGXGTG1 P'CF0 » KFéG FgF, @ WFpG FOFG Y IFG) YG" IFR «+ 8FUFOG G FéH

" G0GeGxG?GSGEGUG*FeGUGSGMFp u

" G=GWGGGMGS /EF+Fp+# >Fp “ %o ¥&4 -

" GCGSGaGG AsR#47 A

" GAG+*GeGWG2G0G*GG4* 0

" 0U 8Fp < tF@5 51$x T »
,V CF S FPQIG;EsGXxGTG1FyFUFpG FOFO #FaG G FpFUH

,VCF S pBelEFEAsGXGTG1FYF,) G 3,G FpGIG;GSGXGTG1 pu+ F,GCGSGWG_GSGTG10 GRGSGyF,G
Fp) G 0eG FEFOG FOF6 #FAG G FEB DV, EhBKGXGsGSGEGUG FyF,G8GSGaGEGKGEBBED
GFG5G=GVG" q#YF¢FOFOG FEFFAFpGeG{GFG5G=GVFyG2G+GWEEG B sBXF RIS pGFGsGSGyG"|
(0 iFGF, ,V C F S GFAWBGGMGS AF+Fp O -FpFOG q -G"75 FF¢G FéF!

O GAG*GTGXG2GoGSGFFp S(
GAG*GTGXG2G0GSGFG" 'FAFRFEG FaFgF+ 7 A P1R8« &eFU)° "FAG F,GeGyG /oeFp "aFU ¥ VF¢F G:
2 [FpG_GcG7GSGIG*GGFoGIG;GsGXGTG1FU 5 «FAG G FéF13M5 FUGgGSGGG2GoGSGFG" Q#YFCF¢
G" S(F¢F, 20[FU k N66 €EFgGAG*GKGSG[G*GVFpG G" uG G FOF( g4: IMQBEPFG B OVYBP MFTT
FUFp q "7THFpGgGSGGG2GoGSGFFoF, GIGYGOGGGTGSGFGaGyGWGeG{GIGGG" Q#YF¢F6F .G G
GoGSGFG" 8 BF¢G FéF!

G{GSGyGgGSGGGOG=GI&&E"FEH
3#"§y q '7THFp N NFQ ‘FOF, TF»FpGtGSGDGSG G>GyGSGeFp z mFi 6F6FOF6GEGGGTGNGOG=C
7HFéG, V C F S A4 FAFEFB # " {GSGyFaG{GSGyG"G2G*GUG1G*G>G" *OF¢F GtGSGDGSF,G>G
GCGSGaGGG0GIG4AG+GVF{"l Fp '7THG" U ZF¢G FERBASIGEBIGFGYGOF, G=GWGGGMGS'6#.*... ¥F4
FiG FiIG q 7HFp 20[FG '7THFpG G" aFd 9F»FpG{GSGyG" 8 BF¢G FéF!

GxGKGSGGO[ OFg D7H
GxGKGSGGO[ OFg D7ME/F,S GHAQBWFU 20[Fu 1'1GXGKESEBHGpGxH FOIGOG=GIGGF+FYG G FOI
Fo 1FOF,G=GWGGGMGSG"Y 6 IFaFEG + OFPFOG 4# kFUGXGKGSGG "2 G"75 FF¢G FEFIGXGKGS
D7HFYGKGQGW U JF+ & Fa®8 € F S By<¥¥F FUGXGKGSGGF( 6F6FOF6GKGQGWG"GGG?GFGsG!
FEFIGOGeGXG?GSGEGUG+FpO[ 6F0 6FOFOF64: YJFUGXGKGSGGO[ OFg D7THG"0¢, F¢F, q4:FUG_GcG7
—FéG FgFoG FOGXGKGSGG't aeG"75 FF¢G FéF!



"a$xFUGKGQGW) ¢

4: )FUGKGQGW) ¢FyF,GOGeGXxG?GSGEGUG+FU G —-FUGEGQGQGVGNG4G*FéG FaFgG" —0EFGF GU
f .G GGG?GSGXG+G> i 8 pFpGGGNGSGHF(&4/eG" «+ FINNGFFRBYIF (BKGQGWFp G —F0) ¢G"
AEFOFEéG FiG FOF,) ¢" £ $168FBPQ S F GLANG=G" f jF¢G FEéF4: )FU) ¢ £ £66G"0¢ F¢F GKGQGW
) ¢ SFOG=GXxGSG+*GOGQGeGMGGG=G" # EEGFEBRG=G" /eeF¢cFOFRFOFAFOF!

f Fpv*
a%+Fp+$ E 6G +# >G"3M 6FéEG FOFYW¥ C F S GAGIGKIGSG[G*GVF2G0GeGXG?GSGEGUG*G" q ,FpGIC
GTG1G_GQGOF= f ,FéG FaFgFU Y « F¥REFIS ByBUGSGFGUGGOGQGeG>GzGSGWF GIG;GSGXGTC
8—F+FYG GzGFGGGVGXFUG FpG2GoGSGF v “FOG G +- - f,G"GCGkE EGVE GAGIEKBETG[GGVFg
G0GeGXG?GSGEGUGeFp+- - f,G"0¢, FGF, *$ #” CFOGUGeG{G2FéG SF0 1$xFUIG2GoGSGFFp+$E 6
GG" <FGFOFRFSFAFOF!

G[GSGNGGGhGSGGFgGWGgGy

G[GSGNGGGhGSBGHYS GFAWETGGMGS /EF+1=#.$xFU (73FaGIG>G0G*GTGSGEGUG*G" f jF¢F,GWC
GGFp "a$xFu Z#.Fa'6#.G" «+ FOF¢G FEF'G[GSGNGGGhGSGGPYGWR)GYEYECG5GGGVF+ *OFa
G F,GOG=GIGG D $F,GXGKGSGG mG \F6F % 0iF( Q#YF+FYG FéF'$ FUG #' CH [H 643IF, GGGTGSC
FaFgFQ 1 9FpG[GSGNGGGhGSGGG" 8 BF¢F,GWGgGYG" Q#YFCFOGXGKGSGGG"G>GYGSGe iIFUG G
FéFt
% G{G>
% G{G>FyV CF S GFAWBGGMGS £Fp q -G G2GgG+GVFp0o(yFi0°6 G" f jFcF GIG;GsGXGTG1% OiF
G*GV P AF,GAG+*GeGWG2G0G*GG 1G" «+ FOFEH8BYF UFPG2GgG-GVG GOG=GEGUG*G"G{G>F0°
FEG G FOO;, ++FU)G3,G% p+ G"fjFcG FéF1 OEO&/ceF GXxGKGSGGFE 8 B P7VF,GIG;GsGx
GTG1GKGXGEGSFp § fFUFUF, 664 FEG G2GgG*GVG" FéG FiG Fi% G{G>G"w iF¢0; FGFOFRF8F4
GO0GcG1GYGTG1GYyGSCRKERGRGWV

GOGcG1GYGTG1GYGSGYFJF, JF»Fu 6 =F 6F6FOF8"l FpG\GSGWG FpGKGQGWFpGGG?GFGSGSG
FCF,GXGKGSGG <#Y"aFp ¥ VFaGIG;GsGXGTG1 (73G" #F¢G FEFIG\GSGWGOGCG1IGYGTG1FaGKGQ
FYGKGQGW U [F+ & FAWIEE F S BYFIGHFT AFeF6GKGQGWG"GGG?GFGSGSGXxG+G>F¢G FEFIG\GSG
G" Q#YFGF6"l FpG]GSGWGAG5G0G FiFYyGKGCcGVGAG5G00[ 6G" AF6G\GSGWFIGKGQGWG"GGG?C
GOGCG1GYGTGI1G" Q#YF¢Fo"l 6G GIG;GsGxGTG10[ 6F0 6F8FOF6"I FpGKGQGWG" 1*(G FiFy 1*( G4.
GeG{GSGAH#O N& 1Fg= 6¢&1H
#0O NGeG{GSGdFg = 6 ¢GeG{GSGUFZFF S GKEADBEW /A£F+ /e pFpGOGeGXxG?GSGEGUGHFp 1 2 6F g «
0G"& —FéG FpFa z'gFAG FéF#O NGeG{GSGAFYGAG*GTGXFUG Fd /ce pFUFUFOFUG" & F¢F, = & «
G{GSGdFYGAG+*GTGXFUGVGWGCcG1GQG=G"WF4 °G G = FUF+FYF6FOG FUFUFOFUG" 8 *F¢G FéF
l&eFGFO Y 1 2FUGAG.GTGXG" 125 -FCF, = 6 ¢GeG{GSGdG" /eeFcF6GKGQGWFU 6 2F( - 8FEG G F+G{«
G "GWG*GEG+G>FUG 7V ¥F¢G FéF!
ZFUuj9io[l
"DDV, BpBKGXGsGSGRGUG-HSAp P 8eG" UG H FyFY C F S GIBIGEGXGTG1FUFUFOF® @ WFp z0[
FGj9Ii0[I1G" fjF¢G FéH
" G2GeGWG2G*)t,0/ C F " EPERGGWG2Ge)t 6 p+ G" f jFgW,.C F S GFAWBTGGMGS /EF+FpGl
G;GsGXGTG1+# >G GKGXGEGS4* 0G"GXxGOGYGMG2GnF+75 FF¢G FéF!



”

(F(0 IFAG Fi - J O8I%;GsGXxGTG1GpGFG4GSGWHC F " SAY PASFp0 78FAG" ce#. IFGF,
"JFUG}GSG=G{GSGWG #” CFOFUFAG GIG;GSGXxGTG1GKkGXGEGSFp'6#.Fa4:#YG" /EFUF
1 PEG;GSGXGTG1GAG*GTG;GGGVFpGLBEIFUEERALS - AFgG[G2GTGY&FSOFUFT
1 PAEG:GsGXGTG1GAG*GTG;GGGV6EFPG<GqGQGeG" UG F, £ «+ 6G"9xG GIGYyGOG=G
(F(0 IF¢G FéFt

.8 D7HH ,V C F" SRYB}&SG=G{GSGWF( PFéG -8 D7THG"4\CHeS GFAWBTGGMGS A£F+
Fp O —-FpFOG q -G Y GFU i 8G"75 FF¢G FéF:

GIGYyGOG=GWG4GW"dnHM , GKEKGsGSGEGUG+FyF G]G2GdGXxGQGWFUG G GIGyGOG=
GEGSGNnGzGGF{ “ *F¢F6 - 8FEG G FOO0., 0£FAG FOFUWE FISIBBGEEBIG2G0G GV 2 /F+

M2 FCFiGIG;GsGXxGTG1FgGAG*GeGWG2G0G*GGG"& —F¢G FéF!

] AFU (3 $GyGSGyGIGQBIHV , EpB ¥ " $/aeFOFY ] AFUG:G "GXG*GGF ,GxGGG=F,GAG+GeC
GOG+GGBI$H GyGSGyGIGQGVFU pG G ,RoBEIRSF3FAWEGGMGS AFpG0G=GIGGFg '7THFU
t =FUG G ) )EGKGXGEGSF{ = DFéG FaFgG" —0EF¢G FéF!

.V CF " SGEBEEFG5G=GVFp)+ #E' PF , EPBKGXGSGSGEGUGHFyF 33 *FpGIG;:GSGXGTGL p+ G" f jF
G2GdGXGQGWFUG G GIGYGOG=GWGAGNGF GFORSIEEGXGTG1Fp'6#.G"(F(0 IFG FEFIG2G-GWG2G
OF, ce#. IF&G Fi- 4 .F Joe - DTHF, ] AFU( 3 $GyGSGYGIGQGVFID B, BYP)EFU ~ JFu

V CF S GBGEB]G2G0GGV 2 [F+GIG:GSGXGTGL+# >G" £75$xF75 FFCF, GAG+*GeGWG2G0GGGG"
FiGIG:GSGXGTG1 A AG")T AFéG FAF@G" «+ FOFCG FEF!

ZFUGKG2GGV

,V CF S FABIFT O$xFUGIG;GSGXGTG1 S$ G" G#YF¢F,GgGGGVGYEMG=EMRL 6G G

FO S#YGRGSGyYG") G 3.G G F¢G FOF!

4 1FéG +# >G +$ E 6F0 > mG" tFOFIG F, ,V C F S BBlGFAsGXGTG1 A AG" $$xF0U 0G%o

f FéG Ft

64$IF 4 #YF,GIG;GSGXxGTG1GOGSGnN 2 /[F+GIG;GSGxGTG1 -1'Fg >Fp e IG™AG F, M2 6F}
Y$xFU ,V CF S GIBIBEGXGTG1 27G"8& —FéG F!

GAG+*GeGWG2G0G*GGG")T AF¢GXGGG=G'", VdF eFnBIBIEEGXGTG1'6#.G"(F(0 1G%o "a

iIFEGFIGF,"DDV , EpBY¥OF(I ™M8—F+FYG G_GSGVGXGSFU f jFéG S6U%+1'FaGKGXGs

q#YFéG F!



" v GOGWGMGQGEGUG-GAGYEN B{EFEWGS

GOGWGMGQGEGUG*GAG*GVG{GSGWGSFJF, G9GGGMGNGKGXGEGSG"4:#YFCF GXEEGSGGGXG=
FiG Fp | SFU,V C F S GFBIETGHGNF+FEéFIGUGeG{G2 SFUGXGKGSGGFpGIG;GSGXGTG1F, GAG-Ge
G*GGGOG5GQG=G" /eFé@ FIGIFER t#YF¢G FEFL.GOGWGMGQGEGUGG/AGCREIGECRGSFY
GKGSGGF)p 8fFF0 PFéG FYG (yFUFU D 3G" f jF¢G FéFLV C F " SHpB8 EOFUGRGSGYFYF, /oe iIFOGO
GeGxG?GSGEGUGHFp - 8G" %+F¢F, G& FUGOGWGMGQGEGUG*GKkGXGEGSG"#0 BFGG FéF:

GOGWGMGQGEGUG*GAG*GVG{GSGWGSFgFy 1F+FéFUH

GOGWGMGQGEGUG*GAG*GVG{GSGWGSFyF, GXxGKGSGGFp 8 BF, f ,F, P7V i 8 IFOGXxG=G6GGGVG"
$fG" «F@G ,V CF S GERBWBEFG2GF+FéFFAG G FYG@GSGVG;GSG_GSFgFcFd p+ FoF GXGKGSG(
)FIFAG G SF{ — 41=$xFUGYyGSGyG"4:#YF¢G FéF!

GOGWGMGQGEGUG*GAG*GVG{GSGWBBRAGEBGXGKGSGGF(I PFEG GOGWGMGQGEGUG*GXG=G

G )55 GAGSGYG"GQG=F+FOG GOBWGMBEBGEGIE FEFLIFAG G FpGXxG=G6GGGVG"G2G*GMGSGI

FaFgF+F GOGWGMGQGEGUG*GAG*GVG{GSGWGSFyGXxGK G 8 CEBRENG FHEGE®! GHRFE+Fy
#.F+FYFUFO1l )JFUG9GGGMGNGKGXGEGSG"4:#YF+FYG FéF!

GOGWGMGQGEGUG*GAG*GVG{GSGWGSFUS5 O[FU#.#a

kube-apiserver

Admission Control

Mutating Validating
Admission Admission
Webhooks Webhooks

External
Admission

Controller
Server

ktnspHAEs, GOGWGMGQGEGUG*GAG*GVG{GSGWGSFp(F$ IFAG Fi0b %o
3#"$y" 1 6XGKGSGGF( PFEG GOG=GIGG D 3G" fjF¢G FEFUF, 7+F0 8 BFAG G GXGKGSGGGAG+G"
G —41=%$x D(UG" | DF¢G FEG#F:GOGWGMGQGEGUG*GAG*GVG{GSGWGSFJFaFpG<GqGQGeG" UG
GVG"0A *FéG SFOFiFp 2A$xFu £ G" @0EF¢G FéF!



ZFUGtGSGGG?GSGGFUFy @ WFU uG G G Fé

" GXxGKGSGG BABGoGpGx D7HH Fp —0E

" TM8_F+FYG GAG*GTGXG2GoGSGFFpG G"0A «

" GIG;GsGXxGTG1GAGGTG;GCGY/PRERGRGSF+Fp /oeF,1 G VG S#YGcG/G2GyGEGGGT(

FuH

" G2G+G"G4GSGBAGVG GAG*GWGVGWGCG1GQG=G G[GQGVG}GSG=GkGXGEGSFUFUG F

" 4:)FUGXGKGSGGGWGEHER®ETGSGEGUGFp €0E

" GCG2GWGIGSG 6 1 IGAG*GTGXFUFUG" @ °FCFIGXGKGSGGFp 5%
2 [FgFcFOF, GOGWGMGQGEGUG*GAG*GVG{GSGWGSFYG=GWGGGMGSFp 0+"g AF( PFEG £75%$xF(
jFCF.GIG;GSGXGTG1 A AFgGAG*GeGWG2G0G*GGG" + 0eF( | iIF¢G FéF!
GOGWGMGQGEGUG*GAG*GVG{GSGWGSFyFUFpG FOF( #F&G G FpFUH
GOGWGMGQGEGUG+*GAG*GAEHNGRERGSFYH " E N JHAT. YRIGBRFIOIR PENJ T TRWBEGEBCIPP L
/eeFAG G FEFIFAG G FYG=GWGGGMGS ¥F+8ECOWPAEGFEG FOFI SBFAGFIVCFSGFUFT
GKGSGGF-FER | PR If LFAG FIGXGKGSGGG8GAGFG5G=GVG" uG GOGWGMGQGEGUG+*GzGaGsG¢
0¢, F&G FIGKGXGEGSF( 6FoFOFd WFASG+FYG FEFV UBUJOH BFWFEPB ISFOG8GAGFG5G=
GVFpGeG{G_GTG1G" § fFéG FaF@G e+ F+FéF!
Z0[GAG*GKGSG[G*GVFy & WFp30G F+FéH

LVCF BQJTPROFESEFIF&T GXGKGSGG i 8FpGcG{G*GVGBG*GW

GOGWGMGBGEGWER I7BMJEBUJOH"ENBUGTG.NOEALI®RLEN J T TGkBKEIEGI P

G"SB

¥4SGOGWGMGQGEGUG*GAGGSH&EBGQRGEGUG*GKkGXGEGSG"8/BeE4 BETFPGGS

GXGKGSGG i 8FU0[ OFAG IGWFBF B QRJTE SG\ABSOGWGMGQGEGLIGRE LeeF¢F, GOGWGMGQGEG
G+ B GXG=G6GGGVG"3% ™F¢G FEFIGOGWGMGQGEGUGGAGGVG{GSGWGSGCGSGGSFYF, FAC
PF¢F600 oFGF, GOGWGMGQGEGUG) YG"3EFCG FéFt

2 GOGWGMGQGEGUGe D 3FgFiFp )*( UFa

GKGXGEGSED [ e0E °GOGWGMGQGEGUG* S f°GOGWGMGQGEGuUGe

GXGKGSGG D7H
G2G0GSGFGZGFGGGV
GIG;GSGXGTG1GAG:GT|
G[GQGVG}GSG=GKGXG
GCG2GWGIGSG2GGF
FAFp/2FyF, 80E °FUG G & f °GOGWGMG@EEGUREP Q#YFGFO /eeFAG FiGKGXGEGSFp [G"&gF¢FOFOG
FéF:




ZFGj9io[!
GOGWGMGQGEGUG*GAG*GVG{GSGWGSFy1l )JFUGKGXGEGS p+ G" f jF¢G FEFUF,' > pFpG=GWGGG
F+FyFOG G FeG#H
" GO0GeGxG?GSGEGUG+Fp - 8F( 6F8FR4: )FUGKGXGEGSFp$I0b
" A# @F0 D7TH$XFUGKGXGEGSFOG G a°Fpq i
" GKGXGEGSFpGWG2GcGCG2G=Gy'6#.H f,F, & FFAG FiGKGXGEGSFp P7VH
,V CF" S8 EOFUGWG*GMG2GnGIG;GsGXxGTG1GRGSGYFyF, GOGeGXG?GSGEGUGFp +0i iFg0{ |
GOGWGMGQGEGUG*GKGXGEGS#O BG"30F&F0 - |[FCG FéF! «$ #” C&A/ce SPNEHCSB+EBREWG"
G FaFgF+F FiFp q -G"GeG{GcG/G2GxG*G>F¢F, q " 'THGKGXGEGSG" N 4FéG FaFgFU «+ F+Fé&F!
% OiF, GKGXGEGS#0 BF, GOGWGMGQGEGUGe D 3FUG G 4:#YFgFOFQ «7u$xFUG}GSG=GcG{GSFIG
G"i166G"FUFaF6 /(O$xFa | iIF-FYG FéFt
ZFUGKG2G-GV
" GOGWGMGQGEGUG*GAGGVEHBHGEBEYPR B P7V 1 8 IFIGIGGGMGNGIGIG*GTG1G(
G=GkGXGEGSG"4:#YF¢G Fé
" F&G G Fy ¥4SGKGXGEGSG6G+GFG+G" ¢G FéG FOUB MAtEFB UJOH"EN FUGJP O 8F
G.VUBUJOH"ENJT TG BHYBEEAL PLT
" GOGWGMGQGEGUG*GAGRUS{BSENGERFEG D $G"/6 6FEG £75$xFUGIG;GSGXGTG1G:G
GXG*GGG" fjF¢G Fé
" )+ eFOFYG0GeGXxG?GSGEGUGHFp - 8G"#.0ZF¢F, 6 2F+ q "7THFpGKGXGEGSG"#0 BFéG 20[
" VCF"SMIPIEPGRGSGYFYG0GeGXG?GSGEGUG- +0i 6G" - |F¢F,0{ FAG Fi q -Fl 6F6FRG
GMGQGEGUG*GKGXGEGSG" N 4FéG

GOGWGMGQGEGUG*GAG*GVG{GSGWGSFY fG FcFOG=GWGGGMGS"g AG" VG £75$xFUG:GSGWG
#YFAG G FAFgVF€ F S BBUFAsGXGTG1FIGAGGeGWG2G0G*GG A AG" | iIFEG | SFUGOGIGYGHGN

(® ACCUKNOX Sl
Linux Security Modules Process Events B
@ @ a’ File Everits Discovery
Engine
AppArmor SELinux BPF LSM

Network Events elemetry

Allow-Policy / Hardening Palicy

Policy Enforce [ B ] B ] B
— — T
nitigatic 1S1Ng

KtnspHB <e, "$$6, /09F0G G GKGXGEGS4:#YFgGTGzGoGVGX



v U ™ OGIG;GsGXGTG1

"DDV, BJP,6=GWG4GWG[G2GTG1GdG0GeGXxG?GSGEGUG: ¥FaF( R O$xFi " ™GIG;GsGXGTG1G!
G FéFIG=GWGAGWGIG;GSGXG TG 1GKEGGRGEBHEAGWGIGSG=G{GSGW 180G BUBGTFEGCG7GS
GeGXG?GSGEGUGGIG;GSGXGTG1G")+ ceFCFIFAFp ~ ™G0GeG{GSGOFIG G F.GAGSGWFUG /oe#’
GEGUG*GWG2GCGCG2G=Gy 2 [F+F,G6G*GWGRGSG6G+*GWFpGIG;GSGXGTG1FgGAG-GeGWG2G0G

Multi-Cloud Security and Compliance Posture Discovery, and

Agentless i i
(g:SPM Basic Security protection through the use of native APls
(Cloud Security Posture
Management) Application Security  App Security from Code to Run
Container Forensics eBPF (Extended Berkeley Packet Filter) based Observability with Auto-Discovery
Lightweight Industry and Auditing of App Behavior at process-level granularity
Standard (eBPF)
Sensor Agent Comply with NSA Kubernetes Hardening Guide.
Applicati Firewall
CWPP Workload % M'?fréc.-feggnp'éf;r ;jor;ng
CEOUd‘ Workload Hardening, Zero - Kernel Hardening to defend against zero-day attacks.
Protection Platform Trust Security Use eBRF for observability and LSMs [Linux Security Modules) to

rmaove from observability [(audit) to enforcement (block) mode

k i°t/E,B=+,7u ™ °G|G;GSGXGTG1FpM@ E[Fdh 8 1 Fp%& E Y
+0[
"DDV, BpRY™ °GIG;GsGXGTG1FyF,G2G*GcGWGGGVGWG=GOGQF,G}GSG=G{GSGWF G0GeGXxG’
G2GTG1GdG0GeGXG?GSGEGUGFp JF»FUGIG;GsSGXGTG1 8 FO P AFéG R O$xFUGIG;GsGXGTG1G!

$41F.$81E GOGeGXG?GSGEGUG*GIG;GsGXGTG1FUFUFP0 XFpGIG;GSGXGTG1GAG*GKGSG[G*G
Fi R O$xFUGIG;GSGXGTG1GKGXGSGSGEGUGG" f jF¢G FéF:

FUFi5 O[FUFpFUH

O ¥FpG=GWG4GWG[G2GTG1Gd | &@FIFUFOF6F GOGeGXxG?GSGEGUG*Fy0 XFpG=GWG4GWG #" ClI
M2 F¢FiGIG;GsGXGTG1 / DG")T aFéG FaFgFy TT BAF§FEpBYG2GrGSGWGIG;GSGXxGTG1G0GeG{G¢

G2G+*GcGWGGGVGWG=GOGFUG G0GeGXxG?GSGEGUG+GzGgGyF(+3G G F+F,FOG G G GzG2GrGS

"<FUF6 R O$xFUGIG;GSGXGTG1GKGXGSGSGEGUG-G" f jF¢G FéF!

FUFpG FOFO #FaG G FpFUH

"DDV, BbBYG2GrGSGWGIG;GsGXGTG1FyF FiG FiG "I FpGIG;GsGxGTG1 8 Fi P AFéG 0 XFpGIG,

GAG+*GKGSG[G*GVG")+ ceFéG FaFgF+ #FAG G FéH
G=GWG4GWGIG;GsGxGTG1GHRAGDB FaRIBGAG GKGSG[G*GVFYF 0 XFpG=GWGAGWGeG{(
G FiIFUG G=GWG4GWG2G+*GcGWGGGVGWG=GOGqFaGXxGKGSGGFPGIG;GsGXxGTG1GkGGG!
jFcG FéF0;, GMGGF GKGXGEGS4* oF, ~~$xFUGIG;GsGXGTG1GXxGGG=Fp"l Fg Y GG" - |F¢C
G=GWG4GWG}GSG=G{GSGW -1aGe$BGQEN GEGFGICKB F S GFAWETGGMGSFUFUFPG=GV
GWG)}GSG=G{GSGWFp —1aFQ!"IG" \F6G FéF'GIG2G=G{GIG>G0G*GTGSGEGUG*F GI9GSG[G
GEGUG*GCcG/G2G0GAG7GSGYFUFUFp p+ G" f jFGF,+# >G +$ E 6FUG G}GSG=G{GSGWG" -1z}
G0GeGXG?GSGEGUG*GIG;GSGXGTG1H FAFPpGAG*GKkGSG[G*GVFyF,GAGSGWFUG /e iG F-
G2GcGCG2G=Gy 2 /FOG FiG GIG;GSGxGTG1 VFp 1 OF0 P F¢G FéF17u$xGAGSGWOZ OF, -$x



GEGUG+GIG;GSGXGTRAGABEGWEGMG2GnG0GeGXxG?GSGEB UG SEPHI+ FU uG
G G FéF:

GOGSG;GTG=G0OGq

"DDV, BpP WGIG;GsGXGTG1G0GSG;GTG=GOGgFyF, B O$xFUGIG;GsGXGTG1GKGXGSGSGEGUG

FEG 0 XFPGAG*GKGSG[G*GVF+ S BF&G F6FOG FéH
$4 1 H G=GWG4GWGeG{G"G2GNGSA[G 2EFGEBWGAGWGXGKGSGGFPGIG;GSGXGTG1!
G%00U oFcG FéF0;, GMGGF ,GKGXGEGS4* oF, ~~$xFUGIG;GSGXGTG1GXxGGG=G")E)F$xFi!

FiG Fp N 4 !80G" f jF¢G FéF!
$81 H$ 81 BAG-GKGSG[G*GVFUFYF G}GSG=G{GSGWFpGTGzGoGVGXxGUHESGHEE 7Y G%:
FpGIG*GCGSG6GSGFG5G*GVFU UG G G FéFIGIG2G=G{GIG>G0G*GTGSGEGUG*F,GI9GSGIC
GEGUG*GCcG/G2G0GAG7GSGYFUFUFp p+ G" f jFGF, /e IFpGIGSG=G{GSGWG" —1aF¢G FéF!
G0GeGXxG?GSGEGUG+GIG;GsGXGTG1H 7Ux GBS SEMFIB I QGRGSGYG" UG G FEFIGKGCGV
G4G5G0643IGWG2GCcGAGRGSEYH FcF GOGeGXG?GSGEGUG*GWG2GCcGCG2G=Gy 2 /G"3{F¢
GTG1+$ E 6G"™'l G%03M 6F¢G FéF!
7Y p'6#.GAG*GKGSGRHD V , BjF ¥éG FOFPGIG;GsGXGTG1GAG*GKGSG[G*GVG")+ ceF¢Fi)+ M
G*GKGSGyG" f jF¢F,GtGSGDGSFU " MFp#i8 FUG GIG;GsGXGTG1 A AF, GKGXxGEGSF,G2G+GE
#.G%% OiF+FYG G FOFOF¢G FéF!

’H G6G*GMGSGeGHG2GH>GG2GSGV

GIG;GsGXGTG1GAG*GkGSG[| 1 A

G=GWG4GWGIG;GSGXGTG1Gk{ 0 XFpG=GWG4GWGeG{G"G2GNGSFIG FiG G=GwG4

$41H AFp)E)F$xFu$I0bF.0U oF % OiF:

G=GWG4GWG}GSG=G{GSGW { GIG2G=G{GIG>G0G*GTGSGEGUG*F,GIGSG[GY | iF (

GcG7GSGraHL | G*GcG/G2G0GAG7GSGYFUFUF, G=GWG4GWG}GSG=(
1oF1

G0GeGxG?GSGEGUG+GIG;GsG GAGsGWFUG /e iG F+FpG0GeGXxG?GSGEGUG-Gw
/[FOFUFAG GIG;GsGXxGTG1+$ E 6Fp"l Fg)t 6F:

Code-to-Cloud Risk Visibility,
Prioritization and Remediation

m;y K8 [i fh&‘j Transport Layer Security
@ Network Microsegmentation

AccuKnox Built Runtime

@ACCUKNOX Security Engine

’

ktnspiB>+,  FOG G G GzG2GrGSF+FpGIG;GsGxGTG1& —



ZFGj9io[!
G6GSGFG5GG$@AEG DDV, B $4 1GAG*GKGSG[G*GVFYG6GSGFG5G*GVGzGGF+FOG F
G{G"G2GNGSFpG[G2GIGI@HYFcFOGIG;GsGXxGTG1 A AG"0U 0G%:% OiFEG FiG F 38 *FpG6G
G*GVG G2G*GcGWGGGVGWG=GOGqFU YO[F+FéF!

F# 1GgGSGGFP 1 H$ 8 1 GAG*GKGSG[G*GVFy N GG*"GSG=GzGSG_GRG&QEGYEEEEGYyGMH
#YFGF, ' IFpG6GSGFG5G+GVFpG8GSGrGSGIGQGWFUFGFO "a$xFUF83M5 FUG}GSG=G{GS(
#FcG FéFt
)+ 00'6#.GAG*GKGSGHHD V , Epp+Yte'6#.GAG*GKGSGYFYF FéG FOFPGIG;GsGxGTG1GAG*GKG!
FOG FiG GIG;GSGXxGTG1 A AF GKGXGEGSF,G2G*GEGUG*GVG"6#.G%:% 0iFEG FiG Fp " M#i8
GIG;GsGxGTG14 #YG"(F(0 IF¢G FéF!
GIGYyGOG=GWG4GWCGOIARGSEMBYG2GrGSGWGIG;GsGXxGTG1GKGXGsGSGEGUGFy0 XFpGC
G2GNGSG"GCGKGSGVFCF, G]G2GdGXGQGWFUG G GIGyGOG=GWG4AGW#" C 2 /[F+ M2 FGFiG
GWG2G0G*GGG" #FcG FéF:

Application

* Least permissive Secrets/Vault access
+ Least permissive data access
+ Application Hardening and Monitoring

Transport

+ Secure Service endpoints
+ Appropriate TLS configuration
+ Appropriate certificate configuration

Network

+ Microsegmentation
+ Ingress/Egress Access Controll
+ Process based network control

System

Multi Layer Zero Trust

+ Process Whitelisting
* Yolume mount point access whitelisting
* Kernel access control

K i°t /& ,B?+,  ™GIG{GVGWGGGVGIG;GsGXxGTG1G0GSG;GTG=GOG(q



zZFUGKG2G-GV

"DDYV, BfGLG2GrGSGWGIG;GsGXGTG1FYF, G2G-GcGWGGGVGWG=GOGqF,G}GSG=G{
FpGIG;GSGXGTG1 VFp 1 OF01 P F&G R O$xFUGIG;GSGXGTGLGKGXGSGSGEGUGG" f jFc(

$41F,$81E G0GeGXG?GSGEGUG*GIG;GsGXGTG1Fp >GAG*GKGSG[G+*GVG")+ ceF¢F,G(
G2GcGCG2G=Gy 2 /FOG FiG G6G*GWGRGSG6G*GWFPGIG;GSGXGTG1FaGAG*GeGWG2G
FAFpGKGXGsGSGEGUG*FyF,G6GSEE E5EEMRIESEGHB 1A,FUG G )+ e'6#.GAGe
GKGSGyYG" q#YFGF, "a$xF+7Y p iIFAG FiGIG;GSGXGTG14 #YG" #F¢G FéF!

"DDV, BbBYG2GrGSGWGIG;GsGXGTG1FyGIGYyGOG=GWGAGW#" CG"GCGKGSGVF¢F,G
GyGOG=GWGAGW 764 2 /[F+ M2 FGFIGIG;GsGXGTG1FgGAG*GeGWG2G0G*GGG" #F¢G Fé

FOG G G ™F+GIG;GsGXGTG1F( P FEGIFEFSF-EHTY ™ °GIG;GsGXGTG1GKGXGSGSGEGL
FYF.) JEFUG=GWG4GWG[G2GTG1GdG0GeGxG?GSGEGUGF( PF¢FS "<FUF6 B O$xFUGI(
S(FéG FaFgG" - [F¢G FéF!



" v °GIGSG=GCcG{GS

"DDV,B)P#IF+ qG 3>FU_ °G8GeGEGUG+*Fp MF8G" f jF¢F, oo EFOG2G+GcGWGGGVGWG=GOGqF
P AFcG FéF'G_GdGXxGQG=G=GWG4GWF,GeGWG2GgGSGVG=GWG4GWF GIGyGOG=GWG4GW#" C
"DDV, BIRlCGKGSGVF¢G FéF?

_ °GEGXGxGS8
G]G2GdGx@EIEBMEOG=GWEERBIGXGQGWFUG G GIGyGOG=GWGAGW#" CG" —1aF¢F, " |FUG:
IF+ M2 FCFiGIG;GsGXxGTG1GkGXGEGSG"& —F¢G FéF!
G8G+GeGzCGMBESGMGIGGNIESH, EpP"¥FUGIG;GSGXGTG1 u+ F+G8G+GeGzGMGGGUGSGM
GMGSGXxGKGSGGG" —1aF¢G FéF?
G_GdGXxGQG=GXBWSAPNEIEP P H M F FERIPPGEGAGXGQG=G=GWG4G\WE' [T ¥FBEFR,
R O$xFUGIG;GsGXGTG1GKGXGSGSGEGUGHG" f jF!
GeGWG2GgGSGVG=GWG4GWH G6G0G<GqGQGe#" CG 9x @F( u & 6Fp9IxFO#” CG" uG GeGv
¥FAFOF'D DV , EpPBYGGGMGIG2GHFAG FiGIG;GsGXxGTG1GKGXGSGSGEGUGHG" f jF!
G6GQGFG)GSG=G{GSGWH GIG;GsGxGTBGEHEFPPLBEBAGGbGsGSGTG1GG>#" CFp —1aC(
FéG G6GQGFG)GSG=G{GSGWF!
(G)GSG=G{GSBWN , Eprs6U%+1'G" q#YFcE «/iFUG FiG Fé" +-FpGIG;GsGxGTG11"8YF(
P F¢FUFUG F(G}GSG=G{GSGWG" —1aF¢G FéF!
" JFUG}GSG=G{GSGWFpGCGKGSGV
=+ VCFS OFBGEG?GGGVGzGSGEGUGG}EEFFEHSWIC FSOFUF T BoBcFOERIO 4 F
GeG{G2FA4G F GkGQGWHS N P SITRGHERPRBG\GEG\WHS N P S ) PH GzGR GV F DG %o F+
GKGXGEGSG"4:#YFGG FéFt
>e 7. GgGOGOGMGYG}GSG=G{GSGWH i *GIGEG+G FiFyGgG0GoGMGYyGCGSG"GS VF+%$
G=G{GSGWFIFOFQROEF" S B'PTSZ T GBGIFEWF+GUGeG{G2FéG FaFgFUF+FYF, B O$xF
G;GsGXxGTG1GI9G "GzGQGFG"& —F¢G FéF!
"DDV,FPf)06

" 3>FUGOGSG;GTG=CG@AYN , BFEPGFGsGSGy0:,0£FIG G F,G_GdGXxGQG=G=GWG4GWF
G=GWGAGWF,G8G*GeGzGMGGGUGSGMGIG$EWRBEF. (RERGFGCcGWH# CG FPGEGSGn
GzGGFU)+ 0eFU «+ F+FéFt

" M2 FGFiGIG;GSGxGTG1 / DH 6% FgFUG GUGeG{G2GoG+*GVGpGUGYG G}GSG=G{GSGWI
F&F G2G+GcGw 2 /F+)+ MFAG FiGIG;GsGXGTG1 / DG")T aF¢G FéF:

" W 1G"0b #FPFIGKGXxGsGSGEEUGHPBIGSGWGIGQGEFIBFGQGFGEUFUFp ,+4&
G}GSG=G{GSGWFpGCGKGSGVFU uG G FOFUG F GIG;GsGXxGTG1 72(Fp W § 6G" —-0EF¢G

_°Fp AFAH"DD YV, EpRoat. IFAG Fi _ °GeG{GIGGF(G G F, B O$xFUGIG;GsGXxGTG1 P'CFp /eeFU(Fi
IFAG F * UG G GIG;GSGXGTG1GOGSGNnFp2 ,G"3M 6F¢G FEFLG FiF,G=GxGSG+G0GQGeFaG8GcG
AF¢G FéF!



]/6[ SaaS - On-prem

« w/Internet
» Air-Gapped*

Agentless with SaaS Scanners Lightweight Agents on the cluster
Cloud Account 1
On-prem SaaS scan KBs Cluster
Ausat Type X Asgat Type ¥ On-prem SaaS reports
reports
Scanners Workloads

deploy End
ngine

Agentless with local scanners Cloud Acgount1

Asset Type X Assat Type ¥

reports
On-prem SaaS

Aszet 2 Aaszet N

deploy scanners Secanners

K i°tTA,B@-¢*,"ss6,/09 &5&313+483/" 1 FUGCGKGSGVFEG GUGeG{G2G0G*GV %o 2
GIG=GEGUGe °GpGUGY G_GdGXxGQG=G=GwG4GW
"84

"84_°FOFy *".GtGSGDGSFp 8 BFU 20[F+FéF4: JFUl G vG GOG=GIGG 'G" U ZFéG m8pFy & WFp
30G F+FéH

GGGTGQEE. GIGSGDGSF&E -FCF FAGIGSGDGSFp34 «FAG"G=GXGQG=

Identity and Access ]
Management (LAM)

Usér name Groups Last actvity MFA Fassword a8 ACTvE ksy ape




GGGTGQGEGSGDGSG"1 9F6G GIGSGDGS (G"°

User details

User name

sample-usal

|| Provide user access to the AWS Management Console - optional
scoess b 3 perzan it a best practice [ by manage their sccess in 1AM dentity Cente

@ If you are creating programmatic access through access keys or service-specific credentials for AWS CodeCommit or Amazon Keyspaces, you tan generate them after you create this IAM user, Learn maore [

Cancel Mext

GGGTGQBR'THFp0;, FA#i8 F+
BFAGKGXGEGSG"%$ KGOGMGQGOFAG"4E ¥
CFAF B E FAG &0FcF GMG2GREs#FA GFGUG p+ FAG"GCG1GYGMGXG*G>F¢cFdGKGXGEGSG"4E

Set permissian:
Permissions options

A U561 b Groug oM
Permissions policies (1/1116! o) Croate poll
or by T
a ] 4 m; [ 1 @
[ Policy name [% a| ¥ v | 1
= @ 0 Roscom| i

DFA F DV S JREG" ¥(BRCB, GMG2GRE6FA GFGUG P+ FAG"GCG1GYGMGXGG>FcF8GKkGXGEGS G
Feomulons pellcimia/ 18 1 T

Filter by Type
Q security ¥ | | AWS managed - job function ¥ | 1match 1 o]
[} Policy name [4 " Type v Attached antities v
(O] SecurityAudit AWS managed - job function o |

» Set permissions boundary - optional

GGGTGQGESSGDGSFp 8 BG" 6 ¢F¢G FEF FCFR 8 BFGFIGtGSGDGSG"G=GXxGQG=F¢F,GIG;GSGXGT
GdFUGD D V ICO®®YF+ Q#YFéG GOG=GIGGG;GSFIGEGSG=GzGQGVG;GSG" 8 BF¢G Fé



Permissions Groups Tags Security cradentials Accuss Advisor

Console sign-in

Enable console access

Console sign-in link Co

e password
I hittps:/ /864516920010 5ignin aws. amazon.com/console Mot enabled

Multi-factor authentication (MFA) (0}

urm of B MFA devic

Assign MFA device

Device typa Identifier Certifications Created on

No MFA devices. Assign an MEZ

o impr

o security of your AWS ¢

Assign MFA device

Access keys

Mo access keys

As 3 best practice, avoid using long-tarm credentials ke access keys. Instead, use tools which provide short term credentials. Learn mere [

Create access key

"[VSF

"[V SBGGjGSGUG1GGHINFFEKGSGMGYFUG G0GeGxG"$I6 FGF, FIFpGOGeGXFIGIG;GsGXGTG11
GIGG 'G" U ZFéG 20[FUFOG G FéF:

GGGTGQGE[V SF EmS LFBAVFAGOGeGx$I6 FAG" &(6FCFH6AFYG Fé

P App registrations

A
All Services (34) Documentation (99+) Resources (0) Resource Groups (0) Marketplace (0)
Azure Active Directory (0)
Services See
u

App registrations L App proxy

@ App Services <> Function App

wvent Grid Partner Registrations @ Application gateways

» App Configuration QO Application groups

Documentation
Registering applications ALM Accelerator App Registrations - considerations when designi...

Implement app registration - Training Share gallery images using an app registration - Azure Virtual Ma...

Remove limits on creating app registrations - Microsoft Entra Tutorial: Register a Single-page application with the Microsoft ide...

Register your app with the Azure AD v2.0 endpoint - Microsoft Gr... Configure required Azure AD Graph permissions for an app regist...

® continue searching in Azure Active Directory

Searching sl subs




GGGTGQE&FAF+FA ,0d$i6 FAG"G=GXxGQG=F¢G Fé

Home >

App registrations =

Mew registration @ Endpoints //@” Troubleshooting 'f_:' Refresh  ~ Download [ Preview faatures (0? Got feedback?

0 Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will ¢
and Microsoft Graph. Learn more

All applications  Owned applications Deleted applications

P Start typing a display name or application (client) 1D to filter these r... +? Add filters

7 applications found
Display name T
|

GGGTGQGRGEGXG?GSGEGUGHFQ | SG" UFAG FEFIFAFD | SFY <F+ | @ Q#YFEG FiG OIFBF6FUFOFGF
FOFLFiFp UFp0;, FYGUGCG7GYyGVFpG G FOFCG Fé

Hame > App registrations

Register an application

The user-Tacing dlisplay rerme for Uiis apalication (s can be hanged lalen).

|_accukrion-may-2023

Supported acount lypes

Wi

1 uge this apphcatan or acces:

iy thiz argarizational girectony only | oy oy - Single tenant)

(3 Accounts in any organizational sirectony it sirectory - MuRitenant]

{7 Accounts in any orgarizational Sirectony (amy Azure AD

ubtitenart] and persanal Micrasoft acounts (oo Skyps, Xbax
{3 marsonal Microsoft accounts only

Rediract URI {opticnal)

owicling this noow is optional and it car be

Aegster an 2P you'Te workng on here. Integrate gallery apps and othar apps from cutsie your arganzaton by agding fram Enterprise apolications

g, you agree o the Wicresof: atform Policies o

GGGTGQGRGeGXG?GSGEGUG+FU 8 BFAG G F¢FiFIGOCGerrGRGEGESBBEYAN-cFOFRFOFAFOH

"D DV L O F/FR@BB4GiGSGUG1GG>F+ 20[F+FéH FIFiFp <F,FAOE A iG FIFfGEGSG=GzGQGVFp34a
G=F¢G Fé



GGGTGQGRCFOG=GWG2G0G+GVGESSB®BUEUBIFCF,  SFow $7HG" ° SFCFOGEEHBEEASQGY
G=GzGQGV IG" v “F¢G FEFFAFPGEGSG=GzGQGV IG G8G*GjGSGUG1G+*G>Fi 20[FUFiG — NF¢cFoFR

Accuknox-may-2023 | Certificates & secrets

B o
confident:al applications to dentify themsetves 1o the authentication serace when recening tokens at a web addressable location [using an HTTS
Manage her SSITANCE mme: ng a certificate finsiead of a client secret) as a cr
Branding & |
Authanti o Apir # t
Certificates-& secret
I Token configurati t Client secrots (1) d redent
S AP pErmmssions
1 t r her r refer F n
L] se an AP
e
B Owners Description Expires Value Cople agret ID
I 3 s} (=] af
| Manifest y
1
H
1



GGGTGQGEFA

Home > App

+ Permission-sc

1 *7HFAGMGAF(&4 -F¢F,FA '7THG"34 *FAG"G=GXGQG=F¢G Fé

n

- Permission-screen | API permissions =

B Overvew

& Quickstart

A" Integration assistant
Manage

B Branding & properties
D Authentication

Certificates & secrets

") Refresh A7 Got feadback?

@ The “Admin consent required” calumn shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may nat reflect
organizations where this app will be used. Lear £

Configured permissions

Applications are authorized to call APls when they are gran

ed permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more ab F

- Add a permission

m cainh n
Il Token configuratio AP| / Permissions name Type Description Admin consent requ._. Status
& AP| permissions ' 2w
G Expose an API Lisar Read Delegated  Sign in and read user prafile No -
B App roles
% .
B Omers To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprse applications,
&t Roles and administrators
B Manifest
1
Qo NTHY . A N z
GGGTGQE8gFaG Fi#i8 F+FAID SP T P GFAGIGHRGQG=F¢cG Fé
Hame 3 Appirgiisiions 3 Pacefefionacresn Request APl permissions x

5 Permission-screen | APl permissions <

B Overview
& Quacicstant

A Integration assistant

Manage

=l

Branding & properties

D Autheric

Certificates & werets

Il Teken contigueation

S+ AP! permissions

@ Exposean AP

8 App roles
& Owners

&, Foses and admnestrators

GGGTGQGAFAGOGeGXG?GSGEGUGHFp '7THFAG'3S VR FAFAGS BB FOMAM7HG"34 *FAG"G=

GXxGQG=F¢G Fé

Select an AP

") Refresh 1t feedback?

Microsoft APls  APls my arganization udes My APly

Commonly used Microsoft APls

i i T et vadue for |
app wil ba uaed

BT MG

Microsoft Graph

Configured permissions

AP when they e
wedy. L

Appicat anth

vt perr

all the permissiors. the apg o 2

Add a permission

CJ Aure DevOps

APL/ Permissions name Description

Type

Microncrft Graph (1,

sonled petriissiorns for inde

Infrgrate with Arure Devilps and Anure
DreneCips sarvnr

D Dynamics CHM

Areess the capabiifties of CRM business

matic scoess to mich of the
raivy mvalable throug

% Inture

Programimatic

4 1o Intung data

I] Office 365 Management APy

Resriewe information shout user, admin



GGGTGQEEGUGCG7GYGVGUG1GzG=GVGXFAF( PFGFOFA'O#.*...FOG G —G"0A sFAG"4E ¥F¢F FAF

Fé

Request APl permissions

£ All APIs
@ Microsoft Graph
https://graph.microsoft.com/ Docs off

What type of permissions does your application require?

i Delegated permissions

Your application needs to access the API as the signed-in user.

i« Select permissions
| 0 Directory Read Al

Permission
s Directary (1)

! Directory.Read All @
Read directory data

[ pemisiors |

Application permissions

Your application runs as a background service or daemon without a
signed-in user.

expand all

Admin consent required

P Sganh resousces. wervces; @ doas G+

- Permission-screen | AP permissions <

®
-~

w

Overview
Quickstant

Integaion assestant

Manage

=

2

Branding & propertis
Authenticator
Cortilicates & wcrets
Toksn contiguranan
AP\ permesons
Expose an AT}

App roles

Dwneny

o Riokes and admirdsiratons

Manifest

Support + Traubleshoating

£

GGGTGQGEUF,FaFp$i6 iG GOGeGXG?GSGEGUG*FIGIG;GsGXxGTG11 G vG '7THG" U ZF¢G FéFLFiFL

Troublesheoting

Mew suppar request

(3 Roteest & ot feodnack?

Grant admin consent confirmation.

Do you want to grant consent for the requested permissions for all acoounts m Defaul Directory? This will update amy

enisting admn conse

-

Applications re atsthorieed o call APl when they are gramted permissans by users/sds
ol the permission the application nesdh. nan

= Add a permission " Grand sdmin cons for Default Directory

AP Parmissions name Type Descrigtion

Application  Read directory data

Delegated  Sign i and resel user profile

To view and manage consentod peermissions for divdual 3pps, as wel 2 your tonant's

FYF 6CGAGGG=GxCEGEGHGS Fé

records this application already has 1o match what is listed below.

mirn, &t of the consent process. The fist of configured petmissions should inchods

it consent requ. . Statiss

Yo dh Mot granted for Defaul

No

comsent ssttings. try Entarprise spplicatio

e, L, o apg. Thes coluimis iy o8 nefest the vk i o sganization

o it Irganieatinns whese



GGGTGQGFEGCGIGGG=GXGEBEGNEeF, GCGAGGG=GXxGeGEGUGs i B&FBFEPYGA) "[V SF
4 QP O T PBIG"BOGXGQG=F¢G Fé



GGGTGQ®HG=GIGG D*3HH F(&4 -F¢F,FAG{GSGYFAG"AE ¥F¢G FéFFAFRRSFBSEYFA mG \FOG"
34 +FAG"4AE ¥F¢G Fé

GGGTGQGAGIG;GsGCEXBEGNGSFAGFGUG p+ G{GSGYG" 8(6FCF 4E ¥FGFOFA G FAGGMGsG" 2F¢



GGGTGQGBBOGG"GE=GEGUG*F+FAG0G*G"GSFp4E ¥FAG"G=GXGQG=F¢G FEBIGIGRESFEBGeC
FYG Fé

GGGTGQGEFAF-F, q 6F0$i6 FCFIG0GeGXG?GSGEGUGHG" &(6FGF,G0GeGXG?GSGEGUG.G"4E ¥Fc
mG \F6FAG"G=GXxGQG=F¢G FéFt

’

GGGTGQGEFUF, 9FpG{GSGyG"34 *FéG 20[FUFOG G FéF: O 6PHFA' O B M Z UFAB Te(BFGBE F S
FEFLAE ¥FcF FA G FAG"G=GxGQG=F¢G Fé



GGGTGQGAGOG+G"GSFp4E ¥FAG"G=GXxGQG=F¢F, SFpG{GSGyFg ]F0 8 BF¢FiG0GeGXxG?GSGEGI
q <FOFA& 1 F¢Fd mG \FOFAG"G=GXxGQG=F¢G FéF!

($1
"DDVLOP® BBHIGGSGUGLIGG>HFIGHFGIGAGGVF+ & WEING2GdGWGXFU w FOFUF6F6FO
G FaF2G"& 1 FCFOFRFOFAFOH
$PNQVUF &OHJOF "1*
*EFOUJUZ BOE "DDFTT .BOBHFNFOU *", "1*
$MPVE 3FTPVSDF .BOBHFS "1*
$MPVE 'VODUJPOT "1*
R
,VCFSOFUFT "1*
$SMPVEG#2-"1*
($ 1F+FyF*" . GCGSGaGGG0GIG4AG*GVG FpGOG=GIGGFU 20[F+FéF!



GGGTGQGEP P H M FGAMBRASGYFIG{G>82G:FER. F0&4 -FCFOG{GSCGH"AE ¥FcRB{GSGy
Fp 8 B 56"G=GxGQG=F¢G Fé

GGGTGQGAG{GSGYFAF( j SG" UF4F FA '7THG"34 *FAG"G=GxGQG=F¢G Fé

GGGTGQGECGSGaGhU PGIBHFYSMGSG" Q#YFCFUB'SBHF CV DL FAANGL FFGBAN 1P MJD



’

GGGTGQGEHG"4E ¥FGFA34 «FAG"G=GXGQG=F, FeéGhGSGFF+FA 8 BFAG"G=GxGQG=F¢G FéF!

GGGTGQGEGaG@GSGEGUGHG *G[@#F+F,.GCGSGaGGG0GIGAGGVFI&A -F¢G FEF!



’

GGGTGQEEGCGSGaGGG0G9GAG*GVFp 8 BFAG"G=GXxGQG=F¢G Fé

GGGTGQGEGSGaGGG0GIGAGGV |Fi 6 —Fp j SG" ° SF¢G FéF:
GGGTGQBYF/0eFAG"G=GXxGQG=F¢G FéF!



GGGTGQGEESGYG"AEFeG{GFG5GZ®Y ... G"4E ¥F¢F,FA 9FpG{GSGyG"34a +FAG"G=GxGQG=F¢G FéF



GGGTGQGA 9FpG{GSGyG"34 *FAG"G=GxGQG=F¢F, FAGIGGGMGNFAG"4E ¥F! 8 B iG FpGIGGGMC

GGGTGQEGEA)F/0eFAFGFA 6 ¢FAG"G=GXxGQG=

GGGTGQ@BF¢FIGCGSGaGGG0GIGAGGVFi&E -FoF, FIFpGCGSGaGGG0GIGAGGVG"G=GXGQG:
FO84a -FGG FéFt



GGGTGQGEAG;GSG"34 *FAG|GMG+G"G=GXGQG=F¢F,FA ,FcFOG;GSG" 8 BFAG"4E ¥F¢G FEFL4E ¥F
+40¢ 'F+FOG 20[FUFOG G FéF!

GGGTGQGA 8 BFAG|GMGG"G=GXGO@0AGFpii+- -$xFIGNGAG-G{GSGWFAG G FéFL
" 0OSBDMF $POUBJOFS &OH JOFF GREGTCX FAG FGIGEGKE % SGEGUGFp.
G"(F(0 IFCF, GGG?GSGWGaGXGTGLF, ™M8— 6F +- - 1G" f jF6G GNE56 MEBESGAGGF+
3=



" 0,&F+ G#YFAG FoFOGSBD M FyF6OVCBSFBLBCMF & O UF SKIS FdABGE S O F I
GkGSGVFAG F G6G*GMGSGeGWG2GHG0GeGXG?GSGEGUGHFl 6 F¢Fi 6 2Fu#” CG" f jF¢C

" $/$'GCG-GWG|GQG=GGGeG{GFAB0AG\BIFANIG G GSG=GzGSG_G?GQGVEEE1GyGM
FoGrGSG=GzGSG_G?GQGUGBBYGEGMGTG1GpGFBICSGIMHG" g#YFEG GWG*GMG2Gn
GIG;GSGXGTG1G6G*GFGH-EDS BREDEWFgGAG-GTGXG" —1aF¢G FéF!

" "DDV, BB YF,G2G-GwG2G* 7 AFp3M 6Fa75 FFpFIG FAG" Q#YFCFOGKGQGWFEGAGSC
GXG" —-18Fé@ , &G"GCGKGSGVFCFSFOG FéF!

* "DDV,BFBPOCSFBLBCMF &OUFS QI NROGIESCEMe6EMGTG1GAG" Q#
FOGKGQGWG" | IP¢G; F S GBGFEAG-G"FAG Fl | IFEG/G F S GE26TG1GAFPGKGXGSGS
GEGUGeF+FéF*

OSBDMF $POUBJOFS &OMHOOHFKePYSl ,VCFSOFUFT

OSBDMF $POUBJOFS &BH 3DFFIGASGYEX I SUEEGHEPGSGEGUG-Fp4 #YG"(F(0 IFGF,
GWGaGXGTG1F, ™M8— 6F, +- - IG" f jFéG GIG]|8@EIFSBECSEAGGFOFER-Fy, V C F S GFAWET
GMGSG" 6 UFOGUGeG{G2F+FYF +- - f F,G_GQGO4:#YF,GGG?GSGXxG*G>FIG G ™8— Fp9xFO4 ;
FéFt

0, &+ G#YFAG FOFOG GUG1GGGVGXCARBIMEuC#HREaG BFE )BU &OUFBRKITF -J
H GUG1GGGVGXxGaGsGSGEGUG.G" 6% FoF¢FOFUG F,G6G*GMGSGeGWG2GHGzGgGyFpGOGeGXC
6 FGFi 6 2Fu#” CG" f jFEéG G FOF(0¢0£FAG FOFOG RSB D M IFOFJEODVCYSFBLBCMF & OUF S Q
H6 & H FU uG G FO6FUG F G=GWG4GWFUG G G8G+GeGzGMGG 764 ¥FAFIGaGFG[GGG=GXxGTG1G¢
GIG;GsGxGTG1 g4: iG" #'F¢cG FéF:

"DDV,ByPW CF S @EBFGIG;GsGXGTG1 | iG" #F&3$'HSMPVE /BUJWF $PNQWUJOH
FpPGCG*GWG|GQG=GGGeG{GFG5@FYEHf¥F K ABMUIFEsFBNMBMEZ 1BDLFU 'JMUFS
.PEVWME' -4H G" g#YFgR/ C F S GHAQBEWFgGAG*GTGXG" —1aF¢G FéF!

FUFiIFAG FUS5 O[FUFpFUH

O0SBDMFp6DOWFBLBCMF & Bl6 & S G®3 PFl | FA®FGPGSG[GYyG2GoGSGFF+FeFUF,Gk
FoGAG*GTGXFpGIG;GsGXGTG1Fy kFgFcF6G0GeGxG?GSGEGUGBAIN., BjiR YOF+BEFg#HY

FCFQ , & VF+GIGGGVF4W G F S GHAQBEWG" —10FéG FaFgF+FaFp1"8YG"0Z 6F¢G FéF1GeG{GIGGF,C
G[GQGVG}GSG=GeGxGMGTG1GdFp Q#YF166F¢G GEGGGTGN - 8G" D7THF¢G FéF!
"DDV,BRPWYCF S GERGFTG1GIGKGXGSGSGEGO®SFBEBCMF & BB & S VBRIGV,FSOF
G9GSG[GyGeGXxGMGTG1GdG" g#YFcFoGkAQGIWS QEBIGFG+G"FAG FO "< IFGG FEFIFAG FUG G

Joe IFOFUFAG 7 AFp3M 6G%075 FFU «+ FgB(®& ¥F+ - 8FEG GAG*GTGX iIG0GeGXxG?GSGEGUGHF( "<F
GIG;GsGXGTG1 ™G" f jF¢G FéF!

FiFp U) G FyH
««°Y E FBF,GIGSG[GYG "GSBR&IRF+ _ °F4G Fi ,FcFO§ E “®G;GsGXGTG1GpGFGSGSGyF+FOG

% 6k Z8§ Fg)+ ceFCG FEFIFAG FUG & Y E FR% 6 8"G2GVGAGSGWEGQG=FIGOGMGQGOF¢F, Gk(
FUG G GAG*GTGXGgGSGGFp | DFpFIG FpGtGSGDGS @& FpGkGXGEGS D 3G" «+ FOF¢G FéF!



"DDV, B® Y&Fp)+ eFGFUFAG zFa p+ H

U &GUGSGM —18H DV , ByBXG*GTGX AFP F S GEGSBEEGzGQGWEA iFUFUFp p &

G FpGOG=GIGGG" D7THF+FYG FéF5 O[FUOE A iG Fp Y GF § fG"75FaFiG FpGKGXGEGSGyG!
@ <+ F+FeF!
G"G2GXGx /ce DBAG*GTGX AEF+Fp"l G"G2GXGxFp /eG" D7THF¢F,GEGGGTGN - 8G%GXGK
#G%G0GeGXG?GSGEGUG+G_GcG7GSGIG*GGF68FEG GXGOGYGMG2GnFp ] 9G" f jF¢G FEF
«0{ 6F2% 0i "D DVEQPHIG" q#YFcF, B O$xFuU +0{ 6G" #F¢G FEF'GeG{GIGG /ceF,

U &2(#BG FpGOG=GIGGF ,G[GQGVG}GSG=30 ™F GIG;GsGxGTG1 V5 O[FUGEGGGTGNGAGS
GTGNGOG=GTG1GaGTG1FpGXxGOGYGMG2Gn% OiFg ( OG" *+ FOF¢G FéFL
G[GQGVG}GSG=GIG2G=G{GIG>GoGRA Gt SBEMGHE G[EQEG}GSG=GkEIGERBSHA,
G*GTGXG[GQGVG}GSG=G2G-GHGEGIGIERGEHED4AS BOF IR GsGXGTG1 P'CG" | IFL

0,& "NQF SByGSGGFpGUGeG{G2G0G+GV £F+ R O$xFu «0i 6Fz D $G" f jF¢G FéF!
G}GSG=G{GSGW DBV ,BjP$*RB..*53 & /*45 F.45* FUFUFp #UG"GXGSGWFEG GAGe
GeGWG2G0G+*GGFUG G 7 AGcGzGSGNG}GSG=F 6F3FR 11 S$ G" uG G FEFLFAG G FpGKGXC
G{GQG=GgGSGGFpGKGXGEGSG" /aeFéG FaFaF+G}GSG=G{GSGWFp —1aFg 7 A P1R8* &Fp
FéF:
GJG{GVGWGGGVCHBRGEESBYG{GVGWGGGVG0GeG{GSGOG"4:#YFcF FOG G G GOG=GEG
6 G%o & FCG FEF0A +FAG G GOG=GEGUG*Fg A °G FiFy% P1RFgFUG GOG=GEGUG*G" Qs *+
| [FUGIG;GsGXGTG1 A AG"& —F¢G FéF!

FAFpGOGSG;GTG=GOGqFIMIBAFIEP % B D M Fp6DIOSFBLBCMF &®BE&SESITF ,FSO
#1' -AEF# 5" g#YFcR, & "N QF SGEG5G2Ge VF+ /eFAG G GAG-GTGX iFAG FiG}GSG=G{GSG
FCF6 | IFAG FiGIG;GSGXGTG1Fg «0{ 6G" f jFcG FéFt

0,& "NQFSF " "DGOGKGHPAV

p+
1 &GUGSGMFp —1n

1A

"DDV, BFF)GAG-GTGX /AFf F S GEGSETGZGQGY
OE AiFUFUFD B & _ G FPGOG=GIGGG" D7THFéG FaFg
G FéF?

G"G2GXGx /e D §

"DDV, BfFYGAG-GTGX £EF+Fp"l FPG"G2GXGxFp
7HFéG FaFpFUF+FYG FéF:

0{ 6F@% Oi

"DDV, BjFY¥ " g#YFCF, R O$xFG «0{ 6G" #F'GE
GGGTGn q -FU63FEG GXxGOGYGMG2GnFp ] 9G" fjF¢G

G[GQGVG}GSG=GIG2G=G{GIG
GEGUG.

"DDV,BPYC F S G[EQEGVG}GSG=GkE I GERERT,
1S P K F DRb4$ BoF JAPIQGVGIGSG=GIG;GSGXGTG
F&F!

G}GSG=G{GSGWFp | i

"D DV, BJP Y#UIG"GXGSGWFEG GAG*GeGWG2G0G.
GcGzGSGNG}GSG=F0 6F6FR |1 S$ G" FOF6FOG FéF




GJG{GVGWGGGVGKGXGEGS | "DD YV, BjBYG{GVGWGGGVG0GeG{GSGOG"4:#YF¢
GEGUG+G" ] &F00°6 G%. & FCG F&F!

ZFGj9io[ |
"DDV,BJPYC F S G[BRGTG1GAGKGXGsGSGEGUORREREIGGeGXGMGTG1GAG" q#YFGF
GWG" | IFcFV C F S GEAIGFG+G"FAG FO "< F¢G FéF!
F#1' - &oFp)+ eFIG G F,G2GGWG2G+F+Fp 7 AFp3M 6Fg75 FFU «+ FOFUG F, /ce IFOGAGs
IF&G FiG}GSG=G{GSGWG" —1aF¢G FéFL
F # BgGSGGFp +0{ 6FOG G GEGGGTGN q -FPOO(YFa ] 9G" f jFGF, +# >Fp | S 8%z=Fg P AG"
o+ FOFCG FéF!
11 S$ FeGIG{GVGWGGGVGKGXGEGSFIG G F,GIG;GSGXGTG1 P'CFpFYG (yFUFU D §Fg <FU
FéF!
,VCFS GROBVG}GSG=CkEIGERSR- 1S P K F D BoBBMeFDE GF& "NQFSF "
GyGSGGFPGUGEG{G2G0G*GV ¥FaF( M2 6FpFOG GIG;GsGXGTG1GKGXGSGSGEGUGG" —0

ZFUGKkG2G-GV
" "DDV,BJP¥1' -4G" g#YFCFiG2GGWG2Gs 7 AFp75 FG%:3M 6G" | IFcF, GKGQGWF2GA(«
GIG;GSGXGTG1G" ¥ VFAF&G FéF!

" "DDV,B/PSBDMFp6DIOSFBLBCMF & GURSKEEV T F S BEBGEHG-G" |
iFéG FoFaG F TF»FpGKGQGWG" "< IF¢G FéF!

" G}GSG=G{GSGW | iIF, GIG{GVGWGGGVGYGSGYF G[GQGVG}GSG=GIG2G=G{GIG>G0G*G
D 8F, GUGSGM —1aFUFUFp | IFAG FiGIG;GSGXGTG1 p+ G" <#YF+FYG FéF!

" "DDV,BP@PYBAPMIQF SFUG G,V C F"SMIPE4® , &+Fp4 FyF,9x 6+ FOF6 m
8mFU 0 AFpG=GWGAGWG2G+GcGw ¥FaF( "<FUGIG;GSGXGTG1GKGXGsGSGEGUG-G" f jF
GTG1Gd#’ CGIG;GsGxGTGI1G Fp' $xFUG0GeG{GSGOG"&gF¢cFoFOG FéF!

GIG=GEGUG+Z64GpGUGGeGWG2GgGSGVG=GWG4GW

4 BBUGEG{G2G0G*GVGpGUBYFYRYP, P Y F§ A&RFpG=GWG4GW#" CFIGIGGGVFAG F .G}GSG=G{GS
GeG{G2FA4G FiG6GSGFGEBBIKIFFCG FEF!



k 1°t/&,BA+, GeGWG2GgGSGVG=GWGAGW Z64G0GSG;GTG=GOGq
"DDV, GGBESGFG5G*GV

GUGeG{G2G0oG-GV GUGeG{G2G0oG*GVGMG2Ge

,VCF"SNPS %BFNPO4FU

1 WG2G*GcG7GSGIGSGEGSGH GUGEG{G2G0G+GV

GCcG1GSGNGSGCGSGaGG GUGeG{G2G0G*GV

GKGXGEGSFp /e GUGeG{G2GoGGV

GUG1GGG9G"GXGSG6G*GFGe
GV

GtGSGDGSRYC F S B,EVUEF, DAMW 6 «$xF1%+1'G" WFcFOFOG G FpFgF¢G FEFBADRF, GFH%
GeG*GKGSGGGRGSGYFpGIGSG=GcG{GSFu(-30F¢cFoFOG FaPABVS H8FCCABEIFI  ceFyF,
G F&8GSGeG GKGSGG"FhG2G-GGBMEE® ™M8pIFMQ BDDVLOPY DPN HHGUgOH T
I.FGFOFRFSFAFOF!
G8G+GjGSGUG1G*G> SFi & WFp0;, G" N aF¢G FéH

" _VCFDIWWQT LVCFSOFUFT JP EPDT UBTLT UPPMT

" JEMNIUUQT IFMN Tl EPDT JOUSP JOTUBMM

GUGeG{G2G0oGGV




q GXxGKGSGG

GUGeG{G2G0G*d GXxGKGSGG Q#Y GKGSGV| K)FGMG2Ge "DDV, @BEGWGkC
GV
,VCF"SNPS $16 @oGpd
.J
GGG?GFGSVG°GVG€ $16 ®oGpG GO0G4GVG"G4G*@ DFFXNQRJ[ FRP
GzGSGMGS .J 63,5( $SFFHVV
GUG1GGGIG"GXG| $ 16 R, GoGQ
GFGe H .J
1 WG?G°GCG7GSG| $16 ®oGpG 3 ™ DFFXNQR[ FRP
G6GSGFG5G-GV .J NQR[ JDWHZD\
GCG1GSGNGSGCE $161 ¥, ,GoGp( GO0G4GVG"G4G*@ DFFXNQRJ[ FRP
-J NQR[ JDWHZD\
GKGXGEGS4:#Y $16 N GoGp( 3e ™ DFFXNQR[ FRBF
-J GXGEGSGeG{G"G2GNG

FAG G FpGKGSGVFYGcG/G2G0G4G7GSGYF+0A *FéG 20[FUFOG G FéF!



F&G FO *F@FED DV, B ¥V U BFOJYBR3IBIGBRIFP UFpGeGWG2GgGSGVG=GWGAGWG GCGKGSG
FéF!

GIG=GEGUG&6G0G<GqGQGe#” CF+Fp _°

G6G0G<GqGQGe

G8G+*GeGzGMGG _ °FIDG/ , EpBBG0G<GqGQGeGIG;GSGXGTG1FYF 5 O[FUGEGGGTGNG"GCG2GA(
18F¢G FEFIGEGGGTGNFaGUGSGMG" @#.$xFO7x73FEG FaFgF+F G6G0G<GqGQGeFy Y GGOG=GIC
G=GgGSGGFp 7 AGXGGG=G" <7VF¢G FEéFFaFpGOGeG{GSGOFYF 5 /%F,37 'F, ; OF 7A S! FUFuFp
G H& _ G GMGQGEGUG*G=GXGTG1GIGYFUG2G*GcGWG"75 $F¢G FéF:



k i°t A& ,BB¢*,G8GGeGzGMGGG%G6G0G<GqGQGe#" C

G6G0G<GqGQGeFgFyH
G6G0G<GqGQGeFgFyF GAG*GhGSGSGMG G[GQGVG}GSG=G" ¥4S K)FFUG "@#.$xF0 (73FéG GIG;
G6G0G<GqGQGeGEGGGTGNFY 6 2F07x73FAG F, UFpGUG G2GGG G[GQGVG}GSG=FgFp!*)zG%o W):
FEGH#FIFAFP7x73FOG G F, 7 A*...FUGEGGGTGNF{ u °FéG GUGFGMGYy) 2°FU N ~F¢FUFOFIG F,GIGyC
GCGNnG4G5GOF FiFp UFpGCG2G GS+# >Fp N SG"75FPG FéF!
G6G0G<GqGQGeFU5 O[Fu#.#a
G6G0G<GqGQGeFyF, qG p & 6FU9xFR5 O[FUGEGGGTGNG" —1aFéG FiG FO Y » F+FéF! @ WFpG FOF
EFR G#YFaG FOFOG FéH

" 4'w H 4'v,GEGGGTGnFg5 /%GUGSGMFp —1a

" 37 !G%o; O u66H p & FIGMGQGEGUG*G=GXxGTG1GIGYFUGEGGGTGnFp —1a

" #D #Y D SGEGGGTGNH #3 GeGWG+GVG 7A S)YG"GCG2G GS 7 AFUG —1oFéG FiG
GEGGGTGNG" 6 2F07x73FéG FaFgF+F G6G0G<GqGQGeFy427xG0G=GIGGG G[GQGVG}GSG=GgGS
FcG FEéFIFAG FYF, p &GUGSGMG" ...FO))EG F, u FU Y IF() YG" IFR «+ 6FpFOG 5 0[G2G+*GcGwG"4
FéG ) )EFOF@FOF6 G Fo5 O[F+FéF!
G6G0G<GqGQGeFyFuUFpG FOF( #FaG G FpFUH
GIG2G=G{GCGSGaGG
GIG2G=G{GCGSCGA@IEFGQG=G" /aF¢F, P AFéG GCGSGaGGG6G*GWGKG2GERY §", B FEF!

FyF. GGGVGXGSGMG+G>GUGSGMH GOGWGSGVG GTGRPOOBYEFTEHHGS 2EHGCGSGaGGG F |
UFPGAG+GVG{GSGyGeGzGSGGCLEBBRERGHFPGIG2G=G{GCGSGaGGG" G#YFCFOFOG FéFL



GUGSGMGgGSGG

GxGzGSGEGUGXGYGUGSGMGHGEG BFFeEY FcF GOGWGSGVG GTGzGoBMERGGENGN Fp — N
FOFY. P O H P@6@#YFCG FEF! 1$xFUGGG;GqG*GzGKkGSGVRIF-QIEGWGzGSGFG" GHYBIEGV
GzGSGFFP BGGVGzGSGFG8GhGzGSGMGSG" Q#YFCFoGUGeG{G2FUG G '6#.FAG G FéF:

GEGSG=GzGQGV'6#.

G8G+GeGzGMGG#' CF+FyF, u &GUGSGMG 1 0E _ G" - NFéG 20[FUFOG G?GSGGFUO0 X N ~F¢G F¢
)BT 1J BF7TB@&WHYYFcF, FASGEGSG=6&QSEPGSG_GGG}GSGWFUFUH FeGtGSGDGSGEGSG=
H GzGFGGGVGXGVGSG=G+FUFUH G" — NFEFEETRIEFFpGCGSGaGGG0GIGAGGVGpGUGYFPG |
G FéF!>GIG2G=G{GCGSGaGGFy [ WFpGCGSGaGGGOGIERG BIFB+aFBIG4G*GVFAG G FIFpGCGSC
GGGOGIGAG*GVGVGSG=G+G" Q#YFcF61 0EG"/ceFOF , GEGSG=GzGQGVG FpGOG=GIGGG"1 *F¢cG

GGG?GSGXG*G>

G FoGH#HFUFPGIG2G=G{GCGSGaGGF+FjF, GXGKGSGGO[ GFFM@IGTZ1EgHD E 1G% 1%$GKGQGW+
GGG?GSGXG*G>G" w IFCFOFOG FéFt

"DDV, GBESGFG5G-GV

G6GSGFG5G+GVFYF, /ce IFOGIG;GSGXGTG1 —1aFU 20[F+FOG F G}GSG=G{GSGWFpGcG7GzG*GFG
20[FUFOG GMGSG@®B2GWGGGMGSFUG G 1 *GIGEG*FIGUGeG{G2FéG 20[FUFOG G FéF!G6GSGI
G}GSG=G{GSGWFpG TGt BVUEHFRFDG[G2GTG1Gd */iG" Q#YFCF,GMGSG@GQGVG}GSG=G{GSC
7 AG «%+Fp /0eG"75FaFiG Fii4 H- J OGI®;GsGXxGTG1GpGFGSGSGyH G" Q#YF¢G FEFIGIG;GSGXGT
FYG8G+*GeGzGMGG D $GeGABRG+FRIRBYGEGSG?GGGVGzGSGEGUMEAG BBFESG=G{GSGW
G\GSGW1 0EF@0E A iGeG{GaGFGYQAYG*&>R(l 63 §#YFcG FEFLFAG FOG G 1 0E _ FUG]GSGWGAGS
F&G Fé+- -G{GSGTGSGEGUG*FAG F,GPGNEEBBMGSF IG DSFU "DDV, DBGeGzGSG+F( —

aF&G G FéF:

"DDV, G'BY¥G*GGGVGSGYFéG FUFYF GIGEG+F( & WFpGRGSGYFUG2G*GGGVGSGYFAGESFOG
VO FJARIFMNV CFB¥HEP DAtGISEG-FIFy q * (#FpGGGVGzGSGFFU 20[F+FéF1G2G+*GGGVGSG
G?GSGFFUFyF,G8G+*GeGzGMGG Z64G2G+GGGVESHGBHESSVEDEIEG2GdFU NG G G FEFLGeC
GgGS®{GSGIGYGAG*GTGXGzGFGGGVGXG" Q#BAB G MIFTFFGF® 0BG GKBEBIGFSVG"G2GGC
GVGSGyYFéG 20[FUFOG G FéFIG_GQG?ASBRFIBIHHGEGSG=GzGQGVG" QW/FcHiFh0;, %o

2F,. % PDLFS "DEREFEFBYGXG Fp K)F %0 2F, GeGWG2GgGSGVGZGFGGGVGXG FPG2GoGSGFG
G[GSGNGGGhGSGGF) 8 B %0 2F, GBGSG "GSGWG2G\WM HREf A% 26, %0 2F0166FEG m8pG

G G F6FOG FéF'G_GQG?GSGFFUFyF,G2G*GGGVGSGy [ WFp0;, G8GRrBHACEGGIHF WG/ F T :
GyFU uG G F6FOG FéF:

"DDV, G'BYGGGGVGSGYFéG FOFyF G8GSG "GSGWG2GW [F+ WG G2 GeGF&GFA0FED,

FOG G FéF!G2G*GGGVGSGYG_GQG?GSGFFUFy0¢, FU 20[FUG2G*GGGVGSGy [ WFpG8GeGEGUG-C
PWFSSJEF G¢B/RAGYAUZB B B FEFGIGSGDBSFYEBYGSGG k N68 €FpD V , GIB2G=G{
GCGSGaGGGOGHGSGVG G2G*GGGVGSGYFEG 20[FUFOG G FéF:

0QF O $/ FYRS$ * 4FU0[ OFEG GBGOG<GGGQGeGIG;GsGXxGTG1 S$ F,GxGOGYGMG2Gn 7 A75 FF,G.
GyG" G#YFgF,4 4e ; OFpG}GSG=G{GSGWFp 6 2 6G" ~0EF¢G FéF!
ZFGj9io[ |
R O$xFG (73H" DDV, BYB 8[GEGGGTGNFp 6 2F0"@#.$xG%o1=#.$x (73G" —OEF¢F, GUGFGMGy
P1R8 &G" M )74 FAF&G FEGH#F!



6 2FUGUGSGM3?38BHD V , EpiY-FOG G GxGnGSGAGgGyGoGUeleOGgGSGGFpGUGSGl\As?s
FyF 9% @FUGIG;GSGXGTG1Fg% <+ 6G" FOF GUGSGM u FpGXxGGG=G" q '7HF( 3F@G FéFL
(Y(* DGOG=GIGG D §H ] AFUGOG=GIGG D 3Fg q " '7HFp N NG"4:#YF¢F, 7 AP1R8* &eFg Y GGO
G=GIGGFp «+ 6G" * 6F¢G FéF!
JE)F$x% 0iH"D DV, Elo%\OiG%o'é#.GAAGoGKGéGyFyGGGOG<GqGQGe#” CF( PFéG GxGOGyGN
OF@ D 8G" fjFCF +# >Fp | S €%+Fg P AG" «+ FOFGG FéF!

ZFUGKG2G+GV

" "DDV, BBEG0G<GqGQGeGIG;GsGXGTG1 p+ FYF, GMGQGEGUG*G=GXxGTG1GIGYFUGI
G GS+# >FUG —10FéG "<FUGKGXGSGSGEGUG+G" f jF¢G FéF!

" GEGGGTGnFgGUGSGMG" @#.$xFO7x73FéG G6G0G<GqGQGeFIG G F G[GQGVG}GSG=
<7VF¢F, q9xGzGgGyFpGIG;GSGXGTG1G"& —F¢G FéF!

" "DDV, BB8G0G<GqGQGeGOGSG;GTG=GOGqF, 6 2FUGUGSGM3?32GeG{GIGGF,FUG
GIGG D §FyF, | AFUGIG;GSGXGTG10[ 6G"1"FAG G #UFp) )EFOUFgFOF6#. «$xFU4E ¥*&F+F¢|

" "DDV, GFGBG0G<GqGQGeGIG;GSGXGTG1 u+ FyF, B O$xFUGCG2G GSGIG;GSGXGTG]
Fp5 O[FU S BO[(0F+FOG F .82 FU qG U & 6Fp9XxFOGEGGGTGNFgGUGSGMFp 6 2 6F@ *#Y 6
)T aFéG FaF@G" «+ FOFCG FéF!



v GIG:GSGXGTG1FpFiG Fp












"* .. G"Q#YFCFIGIG;GSGXGTG14 #Y GIG;GsGXGTGLFpFIG Fp

"DDV,0PY "DDV, OPRF #OEP® JBUPHFi# $$xFIG=GWGAGWGIG;GSGXGTG1GOGEGGGMC
GtGSGDGSFY  EFG0+1 F+2A eG" 2FaFUFAF, GHOWEWTG11"8YFp 7 yFa ¥FAFi0o(yFa N & 180



G" WF4 vG FaFgFU «+ F+FEFFAG FOG G F, ¥ —$xF0 8 G"+- -iFGF, " ]JFU z mG" aF6GtGSGDGSFUG G
| [FUGIG;GsGXGTG1 A AG" S(F+FYG G FO - |F¢G FéF:

+0[

"DDV,OPY "*FHPEEMPIGWGIG;GsSGXGTG1G"(F(0 iIFGF, G Y SG GAG*GeGWG2G0G*GGG"["E
FRG2G\GgGSGEGUG+G" + FOFéG F"8Fp#@GBGSGGFpG=GWGAGWGIG;GsGXxGTG1GOGEGGGMG+G
GtGSGDGSHY D V , GeBWGQGVGCG7GSGnFg 08 g 'F+G G vG FGF,GMG2GnGxGSFu ] 9F, f >8p ) UF
N & !80F +- - IFAG FiGIG;GsGXxGTG1G0G=GEGUG+G" v “F+FYG FéFt

FAFPGRGSGYBPP V,0PY $H/CIEWGAGWG[G2GTG1GdG0GeGXG?GSGEGUG: —18GeGWGQGVGCG
S(F&G FoFUG F FiFp B O$xFu «0i 6F GIG;GSGXxGTG1 D §F, Y Y p+ G" q#YFcFEHO G FéiFp)+
eFIGGMDV,0PY "*FEHGSA*B{GSGWF, S BF GIG;GSGXGTG1G2GgG*GVG" UG GtGSGDGS
CF0606FéG 00(y _ FOGOG=GIGGF+FYG FéF!

"DDV,OPY "* RpBQGMPRYF, & WFPFp z0[8* &G" p °Fl Z64F4G G FéH

" 0¢ GMGGFp$I0bH GtGSGDGSFYG=GWG4GWG2G*GcGWF(68FEG 2A eG" 2FAFUFaF GIG;
GGF,+$ E 6F, GKGXGEGS4* 0F(160FéG ]19G" “G G G FéF!
[H FA&¥2F¥ C F S GFAWBGGMGSFIFUFAG qG 5 +FU0; BIR@GGR:FEFUH FA

" G{G>FgGOGWGSGVFUG Fp #Y$xFUG2G-CTERG\V/EPR YH " *FHEH GLEVEPAIGSGXGTG1G2
GgG*GVG" ( OFGF,GIG;GsGXxGTG1 e8YFp0Z 6G #U T =G Fp = DF( ¥F4Fi f >8p ) UF4FaG
Fi N &4 !80G" f JF¢G FéF!
[H FA4# d4 66FPGIG;GsGXGTG1G0GWGSENFFP0Z 6 %o 2G"2&gFCFOFRFOFAFOFA
" 16 6$xFU Y YG:G2GNG*GGFp v “H *GRGSGYFyF GtGSGDGSFp#’ CFg z mF( ;eG FEF6GIC
GHFA&G FiF,GIG;GsGXxGTG1G<GqGQGe0Z dFpFIG Fp «7u$xFUG:G2GNG+GGG" f jF¢G FéFL
[HFA84 -BN GR®EPGIG;GSGXxGTG1G" | iIFEG FOFYFUFOFEG G G FOF+FéFUH FA
"  GI9GGGMGIG2GHFAG FiGIG;GsGXGTG1G0G=GEGUG*Fp+- -#0 BH GtGSGDGSFy+-1>01
KF GKGXGEGSF,30%+F,GGG;GqG*F, FiFp UFpGIG;GSGxGTG1 D §G"#0 BF+FYG FéF:
[H FAFEG FoFp'o#.*...GtGSGDGSF( "0[(01 OEG" | DFEG ,0dGKGXGEGSG" 8 BFCFOFRFF3
FAG G Fp z0[8* 2G"GIG GSFéG FAHRB:-¥, OPY " *FHEER-QGUGUBWGIG;GSGXxGTG1GMGGG=Fp(F(0
FUGtGSGDGSFp+ S 1iF,) )EFU ¥ —$xFUGIG;GsGXGTG14 #YF+FyFUFR S$ $xG2GYGEGOGOGdFu7Y
CFp #G"% @&F¢G FéF!

FUFi5 O[FUFpFUH

‘ IFPG=GWGAGWGIG;GsGXGTG1 m 2Fy0 78F+ i66 FUFUFUG F, YFO «/;$x S6U%=+1'‘G" 20[FgF¢G FéF!
"DDV,0OPY "*FHPRG;BIGHGTGIGOCXSKEBMMEEGNG F+ ce EFOGIGSGDGSFU <#YF+FYG (
FOFéG FaFoF+F G=GWG4GWGIG;GsGXGTG1Fp , 2 iG"% aF¢FOFOG FéF! ¥ —$xFUGMGGG=Fp+- - il
G FiG:G2GNG*GGFp f[FOG'®BV,0PY "*FHPEFIGI®GSGXxGTGL A A | IF, GAG*GeGWG2G0G*GG
—F, S$ $xG2GYGEG0GOGG Fp7Y pG" - |F¢G FéFL

G=GWG4GWGIG;GsGXxGTG1FUFUFAG zO[FU1"8YFp MFOFyF,+~ +FUGUGSGMS5 FaGIG;GsGXxGTG1G:
% 0iG%o P AFp 20[ 6F+FE&F'GIG;GsGXGTG1GOGSGNFYG=GWG4GWG[G2GTG1GdG2G+GcGwFp § fGh
0, GMGGF,+$ E 6F, GAG*GeGWG2G0G*GGFp 6G" IFRFaAFgFUDI»NOG B FEF*F§ POD IG26+U
GMGSGCcG5GSGGG" f jF¢F,GtGSGDGSFp#” CG"3¢ 3yF0 ( OF GIG;GsGxGTG1 e8YG™| F 4:)Fu P'CG'
G FaFgF+FaFp1"8YFO P F¢G FéF!



FAG FOF,G=GWG4GWGIG;GsGxGTG1F-WyB VW RRARBERERGSGEGUG64$IFUFUI0 XGOGSGNn6EFh4
Y+ F+FéF! "DDV,0OPY "*FBGhQGYBKBXOQ - °G0GeG{GSGCOHBFGGF*i G" AF6GtGSGDGS

FU >F»FpGYGSGHF( AFEFIGRGSGy q#YFU o+ FoFUG F, q) $xF04S60 “ «$xFi  G" +4 FGF,G G | [FUG
G;GsGXGTG1 e iG" S( F¢G FéF:

F&G FyFUFpG FOFQ #FAG G FpFUH

"DDV,OPY "*FEO@ITRPBGB" q#YFCF,+-001 G=G6GXG"#.0ZF¢cF6664 SFU9IXFR /oe «+ Fu A'A

G" f jFcG FEFIFAFPGRGSGYFR V, 0P Y $#)A®FAG FOFUG F G}GSG=G{GSGWF, S BF GIG;GsGxG

G*GVG" UG GtGSGDGSFpG=GWGAGW#" CFp R O$xFUGaGsGSFUIGOG=GIGGF+FYG FéF!

"DDV,OPY "*FBGOQSGIETGE=GOGqFy & WFp zO[GAG*GKGSG[G*GVF+ S BFAG G FéH
+-b0e1l #H /-1H G6G*GFGeH FAFpGAG+*GKkGSG[G*GVFYGtGSGDGSG=G6GXG"#.0ZF¢cF, /
G6GGGVF( § nFéG z mG" FOG FEEBG*GFG+FyF, — W1 1'F,G6G*GTG1GTG1 3 F, e+&#.0ZFu
FUFp9x @FU0.1 GpGUGYFg «/iG"#YFOF6F , GtGSGDGSFp — WG"0Z5 F¢F, A'AG" S(FéG FiG Fa
FO_ G"p7YFcG FéFt
GXGzGQGFGUGBBAH OPY " *FREXBAMIEBGgGSGGFYF,G=GWGAGWGIG;GSGXGTG1FpC
GGF,+# >G2G+*GTGXGFG5G*GGF, Y Y m8pG" /(O IFcFIGUGSGMGgGSGGF+FéFFaAFpGXGzG
"DDV,OPY $U'@7YFcFi+~ +FUGUGSGMF@%+0bFOG FOF6 -FOG B BAFUGFY "* $PQJ
FU fjFéG N 4!80G G:G2GNG+*GGFU q ,FUF6GtGSGDGSFp"l FpG=GWGAGW#" CFl ceG F&F6
iFAG G FaF@G" —0EF¢G FéF:
P A#0 BH P A#0 BGAG*GKGSG[G*GVFyF GXGzGQGFGYGSGGFaGtGSGDGSFPGAGGTG;C
GMGIG2GHFA&G Fi N 4 '80Fg &&gG"#0 BF¢G FEFIFAG FOFYF GXGGG=F ,GAG*GeGWG2G0G:C(
FU s8jF( 6FGFOFOGIG;GsGXxGTG1 e8YG" f »8p ) UF4FéG FaFoF,FUG G GtGSGDGSFp#” CFgaC
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