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TECHNOLOGY

BNN JPMorgan Sees Hacking Attempts on
Bloomberg Systems Double to 45 Billion Per Day
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THE WALL STREET JOURNAL

The Audacious MGM Hack That Brought Chaos to
Las Vegas
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Change Healthcare’s ransomware attack costs
edge toward $1B so far

First glimpse at attack financials reveals huge pain

A Connor Jones Tue 16 Apr 2024 12:50 UTC

)03,9>8 K Y95 .q9— ? 9I< HB4UAVS 9®HA3 9 9v'i9EEF'2HB4u$eé #35 /Ut 9*39E.U
Ky %V9%®s 038y9EHZ: 8 " %B*B8&BG2%: 6sHj%: 9E$EIVTIEEF2HB4U VH)O8&
0f< 9®+"3r0340:r K9ze"95 < 9&G® 19ZGEr KG2 3v _ 9z ".e -S9E9a86V?0"7- 8 %B*B
9E3 9'*2 28:k 8&7?& V&r "7-9E%:

3:3® B6.U#zEF4W72

B6.U#zEF4U$A>CCIE#BZAVAUE *9E3@I708&3rVo0 #f, 3 8y&n$e8zG"3a4(Ghb* FRIE%:

%:7¢G?2A>CCOE#V, V*~ 9¢8 935 9ae&/HAG®,AFB H«9031CE4UE V, 'G935 Z3aHaG2%:

%V/O/U9E 8 9E V< +E$&:ZHk:WIIB6.U#zEF4%5:4n Y V< +O3F /J9a& 9E,y*38&%e

B6.U#zEF40+& 9UG28B*B 18 9E < ,[EG2 ;R8&-Z:r"9E ,p&! FBG¥%&+% 9B6.U#zEFA(

H® 8&3r9®CCE4UE $6Gh* FROGTSBUCE>18—A3+T 8634886V G8S/ G2 IEGE+88 AG¢ % %>6:VG?

CC4UE VGRYE *~&n< 7 9,E /< 9-90.n:W9*2 71Gb, AVIE3®8&B"3 @® G2 .U N"T 9077+0O
H.G® & &% %: 9&H2GD 8W939ZGE3r$&86.U#zEF4BE*B4UCTIRb R:WIIV, & ,:9

:088G¢, % %9E908&3r$e90.n:W9IB6.U#zEF4WI7Z 9ZH.95C& AG® ®B6.U#zEF4UTFB+0

kH2G® t9ZG285H2:Z* 95 :r KG¢ % %:



G'GE7@GY %\B6.U#zEF45:4n

B6.U#zEF45:4n H«903% 9v< V, 3t

#120&r 08.V

IOW:"G2 5% $ &

E~@®&nZ 9—
@>70:f

, 3840 rG2 89¢

% Ct, &n< 7 9-
, 3840

HZAUE *2 [R+%
38y

E a A>CCOE#

A3t .18 E#VF T

38y ;0%>&r $3,
38y

#zE 9"BA:k>> -852

4n&/ 40AV90,

U7/ £@®@Ha 89¢

73HZHA&N<7 9—
%AEIECB+

FB'2 A3t 8z+®

t/N 92 ;6,0 3 8y




,VCFS O®/W/E DZH.

#1?20&r 05.V :k/J 03.V.pHZ "1BlU.e tC .RfG2 %/AE9ECTS®9IE /O:W:AG® AV, & 03.V
k/I$€ -S%>g R .e %/EIEQY?0*2 9E8 < 4n9P5 % %:C¢5)0 "8 4@¥%GEER 09— ;R8é
3 E:9- B6.U#ZEF4H® 8&3r#1?0&r 03.V k/JV ?7)iG®$E5B WG2 R+0O /O W52A15 % %:

Kubernetes Security System

Enhances Security 3 liance :
:;tra;; Ensuris Confplisnce Audit Secret
Regularly iecess
<f> Manages Secrets Secure T i
Kubernetes ~
Secrets Preven ts May Cause
Unauthorized Breach
. Implement Access Detect 7
System Administrator - - Access Unauthori Security Breach
Ensures Security Controls zed Access

A Attempts Unauthorized

W), Access
=)
Hacker

kK i°t/AE,=>-,

B6.U#zEF4T>8y 521, 8z

/O:W:AG28CGYt.n :gR 18 3#"$ @>70G3B #"Bz:k9— 3 8y928& 4aR& G2 4G295 /O8BG®8B
3r0340+0,g%>52BU /"R G2 %/AE9IECTHD052BU$E .r:W (f$é 7>9®:WIIGRE&/IBZH.93

:6 V52C % %: 72:2G2 B6.U#ZEF4H® 9v< +O9ZGE 3 #"%>95 AHZG® 8k T:W9*2 OCoG®$é
U9E;g86G¢, % %:

Weak RBAC Settings Challenging Access Control

Unauthorized Access Mistakes & Problems with User Administration

Security Breaches

Disruption Inefficient
of Services Resource Usage

Monetary

- Violation of
ilabili Compliance
Availability Issues Reputational Stanpdards
Damage
)
ki°tA&,>-,

8CGTf.n .gR 18



E~@®&nZ 9— @>70:f B6.U#zEF40A31 8834a"1 71Gb, AVIE3®IBE*z< @>70:f95R52 E~@®G®<
7 9,E BE*B4UCT W6:7¢G2K y8& #1?0&n8 /J77 V8Y3%.e 2:k ;V4nV 9ZHg.q934n 9b5 % %:

m CUPSIEREEREIEERIES
Fiscal Damages Reputational Threats

Resource Intensive Attacks

Jeopardized Security

Trust Compromised Increased Potential
Issues Application Maintenance Breaches
Availability Efforts

Compliance Violation

K 1°TAE,?.,
E~@®&n¥ 9— @>70:f9—524L]C29§92H.88O1T)~, % %:
9229& G2 /0: 9a:9&G29E 8 9',E ,V CF S BFF R& G2 524(1C?929&984,hG®8Ba298&6 »
K y93 9v.rG® 6 %:+1 3r03409®31$0:VG®+OMIGY 4n9P5 % %:
p% Ct, &n< 79— ,3840 ,p% Ct, 9E /O:CG®,HI77 @%GE$0-Z:r (f$é H«OGZ:r V
f<&n< 7 9—>§*2 "p738 3r0340 ;9%>.e 2:k 9Z.n9E90 THa&v4n 9b5 % %:

Cluster Monitoring & AccuKnox
Observability Tools Integration
Logs
Metrics Alerts & ot
Consolid
Ssfection’ bstnesuony R Avakal 9 pramethews L0 Grofona () AccUKNOX

i
| Gather Metrics "
>

[
- : Display Metrics
1 P
: Proactive Alerts .
>

', Naotifications

Log Analysis
r

I
!
I
I
|
] I
I
1
I
|
1 I

]

]

i

' i | Troubleshooting i
i

]

: : : g
] | Log Collection R ! H
' r > ] 1
i i i i
i H i i Integration i _!
E ' i : ' i
| : | Integration i i .
' 1 r 1 1 t
! ! ' | i i

tods ! [

Metrics Alerts & Frihi =T (‘\
Collection Notifications C:‘nr:lacli;:iﬁ:n 9 Prometheus rj Grafana @ ACCUKNOX
L
b
k i°tE, @-,

BE*B4UC}h% Ct, 73BUCE>T



E & A>CCOE# #&9- G292 A>CCIE# +RIGRG®,EK y F?,E9E H«%V&n A\>CCIE# \@¥GE&v
9 HZAUE5241C29B&3 &WZH.9EA:<'% %:

A3t .18 33* | VCFSA@AFUBDS 3aH-IPG®,Ei- & A3t 9077(f$é /J72 3 6 .r33 52

/K A 9¢8 9E < 8F&n8 %/E9EG#S5:.e 90 T Z9® %:9 C 9U9*2 9E8 < 4n9b5 % %:

38y ;0%>&r " 18&%VGI®:E 38y :g%>&r ,V CF S O F+DB ByG®;EBE*B4UCT W¢*z<

@>70:f RHZH®34:r8& #1?70&n8 1J77 H«90(3%e 9v< V, #*{95 VGEGHn9b5 % %:

Cloud Infrastructure Kubernetes Cluster

Security Measures Resource Allocation Maintenance Deprecated APls

Update to Kubernetes 1.16+

Updated &

Support Security Breaches

Ineffective

Compliance Applications Scaling Allocation

Upgrade to Recommended APIs Versioning & Upgrade

k i°t A, ,A-,
, 6#&3/&5&BE*B40CBE)O9 2 91GZ)0
#zE 9"BA:k> -S52 #zE 9"BA:k>95 AHZG® ®v< V,G®< 79,E ,VCFS eiRuWF$%>
D 568&@>7OGE@¥.9fé %AEIEQV?09ZH.9F#e75< 4n9b5 % %:
4n&/ H«90 4n&/ H«90GZ*23740$852*205:V%30:C (f$6 RIR GZ*205:V%3Z:r*2 9E8:Z
79Gb, AV9E3®1$0 /J77 .e , 3840 Hp9~318BWGIIN@ KN 95 % %:
97T E@GHA /O:  907T:A£@EHAIE /O:CG®,EA3T 86349071 8"3 @® G2 E )iG* ;6 52
%:9 C9U9EZ8 < 6 3r0340 ;9%>9Er33GY 4n9b5 % %:
728HZH2&N<7 9— %AEIEA3+ 72HZH8 9E R fG2 %/AEIECTHI+G®,E ? .e V*2>§ t8& #1?20&v
4n9b9’,/E 9E$E 2:k ;VAn9Z.n .e AEIEQY?09ZH.;6 V*2 9E8 <'% %:
FB'2 A3t 8z+® 91- A31&r B6.U#zEF4B'2$e @>70:f99v.rG® 6 3r0340 V -S%>g R8&
#1208&n,A£31$0-Z:r"T  %:9 C 9U9IS?M)IGY 4n 9P5 % %:
t/IN 92 §;0,U 38y ,VCFS AQFBER" 71Gb, AVIE3®I®/N 9z y;6,095 /| G®< 7 9'E
K y9228& 44A9 < 90:f9§ r KG®8B:Z? BE*B4GCT+EGYH.8807)~, 4n9b5 % %:
83Ha:z*  B6.U#zEF4UTFB8— V*~&r /377 9ZH.9385H2G® 19ZGE/A< 9-%:9¢:Z* 95 AHZGE70
G¢% %:
B 77:ZG205.V V,
R G2 %/EIECTHOIZG® a:VIIGR® 6V, G® t 9ZGE,VCFSOFU K% 4FINBHYASQ 7BV M
$ZCFS"SL8$PPWRINNVS.V V, & A+O3 8yG®5C52825%>g RIS ..< G® T 9ZGE
03.V95 k t:W9*2 1?7G®6 :gR 8 .e 72HZH2+OAHZG®5C5287


https://www.accuknox.com/wp-content/uploads/Accuknox_GRC_Datasheet_AUG_2023_V03.pdf

C k¥qG2 3#"$AHZ
,VCFS@SBIBEGTT.n :.gR 18 3#"$OAHZGE®8®3a 4G2 9&@ 93W8yG®5C5287
| HAG®$8/J77 88 A3 GABEIOG,G®& *33 # " %>>95 k T:W9*2 OCHG® 6
8 %/AEIEE G®5C5287
"DDV,Q&¥3®98 yG2 (3$2@ 3ZE +OW8VG2 3 #"40:r KG¢ % %:

}~ EAET” T@«e+}°¢aTt 8}¢ TE+%D"s T
% E-°"CATPT.AE,
2/EC) }C)e,
LE}? APV CAETE }221T. A,
ET.,

TO

Z,}~ ntT°@©pp?,
LTETT TET'@?,

LW NETRTECUZ, p. "¢ua,

44BU0SV.PHZ.e tC 19 k/I$& ,VCF SO F U8 ¥&DIE U TBIDI348&3r
2 BA759 &n,E MU ;g R VSUGE<'% %: % F W 4F&yBEBTO*2 9IGE:/E< 9- 9E+(W292e;R
>5C3G® Bb5 % %:

D E~-@®, 4n,

,VCFS OBUFeTa.e 71Gb, AVOE3®RIBL*z< @>70:f9%5634IPGE G® t9ZGEk t:W9i
E~@®, GZ*23740+0AHZG®5C52&F~@®FB+(MMe&/H2G® @>70:fV, & A+OH28yG®8B
@>70:f94Hp R:W9'*2 9 3v4r9ZH2G® 6GE G®5C528z

E , 3340 rG2 3z:k
,VCFS@TB2BR3t $16 2p, ,3a40 G295 A3i1G®8B3a40 6" Ky95 .«<G® 6
71Gb, AV9E3®& K:kG? , 3340 /U.1+0/J90G®5C52822:W9®. V C F S BEBHAITT
98W IUUQT XXX BDDVLOPY DPN CMPHTTFMVBUBS ZPEBOTMCEFS E
B S NR BIGb, AVIE3®7:k3195 9v< G® t9ZGE 3340 887 .e :rG293 :W: b
A31G®5C528z $ 1,8340 8é? 93 V,A28 2ap, 88795  ,203.,9EE *2
rG2G® 6  $1E? GI%0*95 .V,A28 2ap, GY%O*95 203.,9EE* 3z:kG®$é
8"52+CB F /J3788é

@ B€8"'<e
5 E}? e« %ETRIC/E"C,
., ?YIAEGYEC®,
s TAETT T« E" .,
=
,,,,,,,,,, 2 EUEBD- p,
@< ? U,

e hnUras BAB -



https://www.accuknox.com/blog/securing-your-kubernetes-cluster-defense-in-depth-kyverno-kubearmor
https://www.accuknox.com/blog/securing-your-kubernetes-cluster-defense-in-depth-kyverno-kubearmor

F ,VCFS O BasE Tp% Ct,

1SPNF el H\3B BB@®@B ,p% Ct, .e V@W$03t& A+O AHZGR®8BV CF S PF, 95 T
4n<'G® 6/U3sG¢,% %31$0-Z:r 1172 @¥aGié H«9G-Z:r+0 3 :Z8& 53/ G® 6 %VISG® T
9ZGE 6 .e 7¢, 95 32:kG¢ % %:/K9+G29¢8 9*2 9IGEFB'2V GA3 ?7"9E3 I*z

k3 :W9*2 :0+"&r%: 6 V:KGE/J 65 % %: 9E3 H¢8&3r:k, 9¢8 9% 92G2?é V 52 Z9E
G38&G®%:,EN*"9E40 T 295 27 (f$¢ 22/ GT 4n9b5 % %:

}~ EET” NE.,

% E&T-,

?/AEC} }C}e,
JE}?A«TEC¢} EET=<,
"~MFE«e,

@ B€8™"'<e

L2, ?}THCEC®,
E}?&FEC} EAT=<,

9% 8T7<d8>< ¢ B<,

G E a A>CCIE#YG?
G386GR®<7 9— 9 E a 7-3740 4G29% V< A>CCIE#5:GRISG'GR5C5282235 A4G?
9&@ 93W8YG® A>CCIE#"8KI8B&N$EAG29S rIG2G® T 9ZGE 1 PIEZ k> 1493
AHZG®5C528z

#z9UAUEI9EAGt.n /J7%

#z9UAUET9E4AG$BE*B4UCH #O, :W/UGT95r KG®8B%:7¢G2GZ*2:sE "I EVIEZ:r8 9E Hg8 G

4n9Pb A G¢% %EV Z Z3f95 r EG® 6&/90GBE*BAUCH 8&3r /', 9¢8 95 ?_< G2%:$e90::f9E

9b59% %:3a2,p EV8" _ r 9®3a2,p , 9EBA*23r05408&%$& /N #z9U4UEI9E4G \Wy/UGT4n

9P5 % %: N*B"T %V 2,p 18 9E"T O7+E AH«9UGR®FEVI®9 Hp9~:WIiV, +O 9ZGH & 9®
#z9U4UET9E40+B8YGE®$EUIE WG, G¢, % IBE*B4UCTIBB*B#z9UAUEIIE4U$EO, W /U, +O

T KG®,E3r& D 5695 V$UG® aG¢,% %1 & 9® #z9UAUET9E4AG+AR8YG®<7 9',E %:+ EVI®

9¢8 8&9 .rW9*2  Z3fGY4n 9b5 % %: 3r034U+OW:Ab A31G®*z,E%: 7¢G2#z9U4UET9E4G+0

'k9®G® 63 8yGR$EUIE 45 % %:

k> 37¢8& %VGH)O4G*B9 56 V8é ,V CF" Q®FPB E~Bu<+&rk> .e r8é+0 8B 18&3r
>7:/EG®3788IUUQT EPDT LVCFBSNPS JP L\POREBBNFE/EPDX® PO WB D Z X

#z9UAUEI9E4# 8&3r , 3240U+0 3331G@®%A.69— %:9¢ R 05 % %:

1~ EET NE.,

% EoT-,

?7AEC}- }C}.,

L EY?2ET.==<,

E}? A& ~}«tE"¢Z2/EEN,

s JCAE LT,
2V AR, ==<,
"~ fE«e,
, @ B€8™"<e,
Z,E}? /4T ==<,




)O.p*2 ?8:W.e A3f

)O.p9— Bl h 5c9'*2 B6.U#zEF4BE*B4UCH , 3340+0 V, G® 6 A31GR$E64AE 9 9E &% %:
$? 8— 3r0340 Z 3 HZ9¢8y8&6VGE8 *{ R V523195G03 52C % %:

}~ EET NE,,

% E &T -,

+"A6$a8 Bek

L E}?2m@az~T-,

L IS AE L.,
GEA,ANZAEN,
Dde¢ E" ¢ <>,

"~ «e,

,@ BE€8™"'<s |

2 EY? A C<>,
8-:0 *Pu$C°EC N,
8A8 -,

, 9PFel1aFje,

«~Ce >

f3 2NV GE >095 :152G¢% %:

f3 *2N$é LVCF BQ@&ZIF-KWHBE? 95 153G, % %: -Z:r < %>.e 9®5B40*BIH28/ 53/ 8&
& 9 9E &% %: %:9¢9-3.Gb BV E Ik BBYG2 f3 *2> H23tH2...69U0% %:

f3 %> H23fHa

- ¢z~T. «a~a}?

3.Gbf3 *N k> 1PE

}~ EET" JPEG+%D”s TSN?,
% EO&T. «a,

T?2 ¢ CHI/E".,

L ZPpUE ,CETCPE«E NAE u,
To e,

L2, ENAECECPE~TE” £,

*a2A30
ZATTpn,
, *A2A3BOU~T "2,
., L4 «+"Ab6$08"'Bd,

WK,
TAE T 1 @R™=T-"§.TipZ, p~T-"§"¢}¢°"pe,




MIWFOFTRTSEFBEBOFIZYLSPCF

33:E31 GZ*20b8— V03 3 C2 GZ*20b$EED'2 # 7TGb, AVOE3® C2+Op% Ct, G¢% %:Eb'2 V k3
9c&/ :g9E /EE )IG* 4n56:V0% V &n8 $6< Ef%>G% %:) 55 12+0 3 8yG@$EB3:E31GZ*20b
8752$8%:9¢ R 05 % %:

}~ EET NE.,

% E OT-,

+"A0$08 Bk ,

E}?/EeTEC} EAET><=,
"~ «e,

@ B€8™'<e

72, 2 ECC,
8% ««TEC¢} EET><=,
. NEEE""8TTC A,
0¢¢~nAC.,
~}&ue}i EiGAE}.¢Q,
~Tt¢e,D<D=,

:R8&>~/ H& 8é3a
"DDV,OPY &OUF S BT E#$IEAFDTTGb, AVIE3®IHZ Gb* FR$é B6.U#zEF4(t FB8—
V*~&r [372 -Z:r+O GE G® 19ZGBz &r 8*2D,8*2 3&+>3®9U0% %r*2 E *B4UE /J7Z g R
#5395 H28yG®8BS%>g R .1& 8 9 8W#zE 9"BA9ICTEI9E4UA9c Eb9(5240UC%4nk GZ*23740
5:GR.e V, 130 "p8Y9S .< G¢% %:

2:k :V4n kir /377 8z3z:k9S 53/ .e 4n:kG®RSHB F2:V :V4n+O/J90G¢, % %:

5:52 Z 9ZHgC&< H29EE , 44E +O D GEO®5B4U*BIH2&/95 >~%>G® BIGb, AVIE3®8&
%VGFB Z:W9l V523195:r KG¢ % %:

)03,9>8 [JHZ )BTIJ$PS.® BREMY"SIB-$0DOBCWSY, 36+>3@997G2Z8y
[IHZ t$0
<3a:W,p% Ct, 9"BA*2'29® < 3a:W9l ,pb% Ct, .e ;g7 <953 /J77 /U3s9592G? 4* &
& A8-9®D G¢,

‘RBEE <+

"DDV,EBFR2 A>CCIE#WV3 ,756 7.8&%VGK 95 >~%>GRBBCCIE# "HA&E24(1C295
KHaG ¢, % %:/K9+G2 - J O/W7Y A>~9®:W8Yy93 Z3aH G®8BVGEGGR&/IB529¢&n T:728&

2< G¢% %: 8"@W$03195#E9E t19ZGE"DDV $8RYOWY p' R ,VCFSORUP®
§>~+OGE3aG®8B7795 D G¢G¢, % YBE)O9 '288&& , \W9II /J7293 /J90G®,A%: 7¢G2BE)O9 2
3r0540 :r K8 ? 8-9® 3 HZ9 8y3195 9v< G¢ % %:7J72 kHa+O9ZGE" DDV $@ #'BA*22 #

9¢8 93 rG2G®8B3Z/UH2&r9"BA*2'2 18 +O AHZG¢ % %k9® ;R52 /J77 2@ 95:W8YG¥49'*25%,
2@ 333t.e V, GZ*23740+(Z3aH2G¢% %#zE 9"BA/J7Z kHa+O9ZGRA>CCIE#Y D 5693
.18 G®,/E 9E R:k8&3r D 56 *2+0 [JHZG¢% %#z9EEFO®BI7Z :W8y959ZGE ,VCFS®FUFT



9&H2G® BF&/&*% %: "D DV $OFGY .N)I %V03I7Z GZ*2COA298H28YGR$E (:r*2 E *BAUE
1377 38+>3®9% KG® 1 9ZGE 3 8— Hg*{G¢ % %:



T 90 $/"11

VE#'$6 $/"11#08( & :k9®G®"i8é

BE)O9 '2 #z9EEFOFGb, AVOE3®IHZ Gb*FR $/"1 10— rr .e 98W:Z.n8& 1?& BE)0O9 2
#z9EEFORGb, AVIE3®9%IHZG® 672:ZG® a9v< G® 19ZGBz & D G¢ :WIE 65.VG® aD G¢ &r
1377 . 2:k :V4n 1$0 3ZE 90% %: $/" 188 A>CCOE#A1@a%BE)09 '2 /372 3C2 V,
91GZ)O4UE *C>1A¥2 401@a=%BE)09 '2 91GZ)0aG? V, *FC 9UBE)O9 '2 9"BA*2'2 /JHZ *FC 9U
@>70:f A3 40@a=%B9IE:Z8&/U, &8 9P %®6:4n9®T$095 D G¢ G, % %:
VE #/8& 't+E,E
" BE)O9 2 #z9EEFOWGb, AVIE3®9I®:W [J729— r.r %> 8&3r529¢&n8 *FC 9U/JHZ ¢<
H«90&N$O G¢:g R .*539E G38EG¢,% %:
"orr %> 8&3r529¢GR8BZ*2%«3® ¢<H«9U&N$BE)O9 '2 #z9EEFOFGb, AVIE3®IE?
YO9EGZ3 9EBEFB ZG@%$® G¢/J77 :g R #5395 AHZG®5C528z

" 137295 rr9; & A ?918& D G, G®8E2V 333t&n61.r ELIEGZ)O9FE @R 77
1377 CCAUE V9ae&/H&N& *G@8E 9U9® >195 ;Z9E5C5282

" 85/ G2 7Y Gb, AVOE3®IP VIUGR®Y%:$E95 9:kG® 6 r.r9see9® 52 7935 # 05G®< 7 & *3
VO0 5B W& V#e 6 56+ & V #&9',/E9ZH.& V #29-@>70:18&";,gGR®& ** GE7@¢ % %:

" rr T7SEFE<E 8-BE)0O9'2 A3195FB Z:W9'*2 40@8éG® 8E+GFC 9U V523t R A3t
9153 R G¢G®8B®ZH.4n:k 9 3v4r9Z+0:kG®5C528z

" 1FB5272%VG29®v8F3195r KG® T 9ZGEt:E 8&9E:ZE H«90.UBE, E~C GSCtF#1'
<9& 40# 3ME & A>CC9E#B6.U#zEF4U, D G¢'G %:7¢G2FC 9U V5231 14v93
TKG®%e $/"11K 872 +0O 3vHZG®5C5287



Code-to-Cloud Risk Visibility, Prioritization and Remediation

Developer
Developer Identities
Secrets Management
Code/Git Build Configurat 5 Cantinuous
Tools {EE Repositary Servers ion Staging Deployment
N Runtime Cloud-Native
Artifacts . Custom Code + Compiled Code + laC Scripts Application Risk
+ Custom APls + Container Layers + Kubernetes YAML
+ Third-Party APIs + Containers Files
« Declarative APls + Virtual Machines + Kubernetes Helm
(e.g., OpenAPl) - Serverless Charts
- Third-Party SDKs Functions
- Application
Platforms
+ OS5 Libraries
+ OS5 Frameworks
Attack Path _  Cloud Contral Plane % Artifact Risk
Analysis - Risk Scanning Scanning
k i°t4A&,B-,

A22 BE)O9'2 9ZH. V5231 9 3v4r9Z < :k .e 4nk

CNAPP Detailed View

Sec

Artifact Scanning Runtime Protection

Traditional SAST/DAST

« Web Application and
API Protection

+ APl Scanning
e - Application
. i{:‘z}.:sairse Composition Observability
« Development Pipeline ) S:soiléﬁi:\forkload
Security Posture . . 4 Cloud
S Exmosire Seanning Cloud Configuration - Network Observability Detection
. CVEs + Infrastructure as Code Scanning + Exposure Scanning and
- Metwark Configuration and Security - CVEs Response
g Folicy - Secrets p
+ Sensitive Data « Cloud Infrastructure Entitlernent i
idatars Management - Sensitive Data
S Unkrc - Cloud Security Posture + Malware
Vulnerabilities Management + Unknown
- Kubernetes Security Posture Vulnerabilities
= .Attack_s Path Management
Analysis : « Attacks Path
+ Data Security Posture Management Analysis

Development Pipeline Detection and Response

k i°t/&,Ce,
("35/&P®332G2 $/"11Vf



Cloud Security at Scale with Runtime Protection

Ask Ada - Conversational Interface - Security Co-Pilot

Protect Against
Known Threats

1
Static Security

Cloud Config

it

Vulnerability
s

CSPM and ASPM

Static

Application Security (ASPM)

Protect Against Advanced/Zero

Day Attacks Ongoing Security

2 3

Run-time Security Continuous Compliance

Audit &

Asset ZT Policy
i Governance

ZT Policy
Discovery G ion f

Anomaly
Detection

Admission Controller, Container Scan, CWPP, KSPM, KIEM
Dynamic
One Single Pane of Glass View

Configurable, Consolidated and Automated

AccuKnox Zero Trust CNAPP

k i°t/&£,D-, ,
-8 Yis7 BAF8(°8":Y4,-% 6 09PEYn

Infrastructure Security (CSPM)

Static Application software Dynamic Public & Private Cloud Inventery Misconfigurations &
Security Testing Composition Application Security Cloud CI/cD Managemnent Vulnerabilities
= nalysis ( esting canning emediation
SAST Analysis [SCA) T [DasT) scanni Remedi

KBs Runtime
Security

Workload Security (CWPP)

Automatic Zero
Trust Policies &
Farensics

Drrift Detection &
Compliance

Application
Behaviour Modeling

Container Registry
Scanning

AccuKnox Zero Trust CNAPP

k i°t/&E E-, ,
-3 Yis7°8-8 ,-% 0 09PEY4n



© Accuknox i espesi MR 4 mceeit @ 0 @

g 21 Accounts 10 Registries 75 Repos 8 Clusters
w0y A 3 Clout Providisn & 1 Pngisty Typws O W O Ispoions 0O bt
=)
Default Dashboard =+ Dashboerds ~ || € || 12Jan 2025 - 12 Mer 2025 B
& Cloud Account Clusters Repository
@ Cloud Findings () Cloud Findings Trand (&) + Top 10 Clowd Findings (@
Critical + % 2,238 Findding Savarity
@ Public Buckets Access Critica 120
wll
@ (@ Publicly Available Database il Critical BB
High 4 7% 129 (8 Access Keys Oldar than 180 Days il High 8
1) il -, I
(] e i & @ Misconfigurad |dentity and Accoss Managament (1AM), ot Medium 12
8 o ! - -
= Low Findings @ alliCustom Ports Publicly Avallable Low 9
= i Cloud Accounts (D)
= As ary Fin
8 21 Accounts s 18active » 3inactive
i i 200 w0 © 76 H 15 0
a AWS ldantity &S50 350 € &0 H 25 25 -
BE ML Servriess Endioint £ B Accounts 9 Accounts 4 Accounts
& & ML Serverless Endpoint 10 1 sl 5 5 i : ) i ;
a & 7 Active & 7 Active 8 4 Active
B Databise 2 s z "
E 2 2cC H M I ® 1 Inactive 8 Zinactive & 0inactive
Storaga 1 1E H M L
Assats by Category (@ Cloud Compliance Status @ Compliance Summery by Framewark () -
21.1k Assets Eramewnric Scoré - Changa Histary
§ Containers 18 /- = AWSCIS Banchmark 1.2.1 — 1 B BEW -
; ® Passod 500 . o ; "
AWE Identi Bk =5 AWS CIS Bonchmark 1.2.4 —— o 12%  TE%
\dentity 5 1.50k ® Failod 300
o & Surceieni 1,000 i ® warning s £y GCPCIS Benchmark 1.2.1 — 1 5% 85% .
E Database 1100 Not Available 150 © nisFLz2 — 4 E%  BE% .

kK i°t/&E, =<,
"$36, 100 8*CTGZ)O9E;P$ /" 1 1%V52/J2

3¢3® "4 T7Gb, AVOE3®)7Zz 3C2 V,

71Gb, AVOE3®72 3C2 V, "41 $871Gb, AVIE3®IE? 4n,U;R 18& 1?& 1172 @>70:f9%
53/ G® 6 85H2G® 197G2:UG¢,:W9tg R .#539U% %: :k:W 7Gb, AVOE3®I77 CC4UE 4" 4 R/:W
79Gb, AV9E3®77 C¢4UE %" 4 BAGZE 9>8 A3t /U3s 4 $"9IGZ)O4UE *C>1A22 * B 41@8&
%:7¢G%J7Z CC4UE t.6 95 G¢G®8HFTGb, AVIE3®IB7Z 3 C28&%VGAIG :WIIV:fo5

T KG¢ % %

"41 9E)O-S8 91 vge

"41 9-:/< 9E7TGb, AVIE3®IB7Z @>70:f98 :78& 53/ G® 6 GE G14n9b& ** < 9&GR$& A
GZ*23740e p.é 3*-9® <'G¢90% %:W t 90%>:f95< %" %:7¢G%JI77 CCAUE 1.695 FB ZG®8B
79Gb, AVIE3®9B77 3 C28&%VGFB Z:WII V:f95 :r KG¢% %:

"41 9E;g88G29E9v$E-S8 9 vae

_/ G®%eé 9ZHGH® 8&3r 7Gb, AVIE3®9@>70:f9F>8yG@®8BR fG2 %AEIECTER41C?8&S%>

:g RG®*z$e K y9ae":9® ;R88 F2W9U% %: "4 19— ror 33,0;R T 2" 18& @>70:f9%3/ G® 6

GE G%9*25%71Gb, AVOE3®IB77 . 2:k ;VAn+OI9NGR$ENABESB:WBCGT94NGRG®, £
31 K:W9l Ky 9ZH. R V*~ 038y95;Z90% %:

"41.9-8(a 4nGR&N"i8é

"419-%:9¢ R 09— %:7¢G¥J7Z CCAUE 1.69® D G¢.e :A£9~9D GE%B31&% %:



k:W 71Gb, AVOE3®7z CC4UE 4"45

" :k9® 7YGb, AVIE3®9I5:GRGR®<7 6 3a40A22+0O/U3sG®8B: :W /772 @>70:f9%
C&< G¢% %:

" 38y 52:f rr %>

"o9tf  $* $EWIEGZ)0918&3¢'2 5:E~ V$03t rr ;R T 20 18& @>70:63/
" %>:f 8zC&r33 V$0319E#e9¢ *FC 9UA>CE4UE/O:C

" 038y & A .e :Z-Z318&3 %OGH,9eG58€

" 38y 3* 90.n:W9i $7 & 8z+®e /J7Z ,p.& 3* 9Z.n3 GAr

Agouknox
© AccuKkNox ' reimtmsmene ~ @ 0 @
| B 21 Account: 10 Registries 75 Repos 8 Clusters
w4 A A Clows Providess e | Fngisty Typos O W B il © ubsrwtis
Il cloud Findin.. Il container Il aspmsast | IL ASPM Securl.. SAST Findings + Dashboards v | C || [ || 12.Jan 2025 . 12 Mar 2025 |
& Repository
% SAST Findings & SAST Findings Trend (& 7 Top 10 SAST Findings (D)
I % Critical t+ 52% 5232 Finding Severity Findings
1 Ciitical Findings
I o m @ client Hardcoded Domain snl] Critical a
® High Eindings i @ storod X585 nll Critical 98
| = High + 1% 233 @ SO injection il High 2788
| Msgium Findings L — @ Parameter Tamparing 5 Madium 23
2 A~ o
Low Findings (@ Authentication Gaps B Bypass Risks s Low 2
= Top 10 SAST Findings by Count (5 Ao SAST Findings by Types (0
@ Finding Sovarity Findings Finding Type Findings Savarity
@ soLinjection wl High 2,788 @ Codn Small iz0 200 10 H B0 [
2] @ stwedxss anll Criticat a8 @ su B G 1H 3 2
@ @ Parameler Tampering o Medium 23 @ Sacurity Hotspot W 7Te 1H 1 1
@ cliant Hardcodad Domain il Critical k] @ vulnerability B B e H " L
@ Authentication Gaps B Bypass Risks o Low 2
Top B SAST Findings by Security Category (D) Top 5 Most Vulnerable Files (3 OWASP Top 10 (2021) SAST ()
Catagory Savedty Findings = Findings OWASP Risk Narmio Findings
@ Auth sl critical EL [ awera-client yaml 120 Aol Broiten Ao Comrol I
@ inseeurs-Gont ull critical 8 [ malnt B0 Ao rypigeaphio Fafurma 3
@ Weak-cryptography sl High 2,788 [ swmgeaccounttf 15 ADZH2L Imjection 23
@ Enarypt-data o1 Medium 23 O main 12 AD4; 2021 Insacuns Design 3
@ vos ol o ” B i g ADE:2021 Socurity Misconfiguration 2
Top 5 Vulnerable Code Repos (0 SAST Assets O Ticket Status &
Repository Findings Save:
) iengthariidesignimockups 120 20 C 10 W B0 80 ® Serveress 185k ® Croated 30
X ® Softwara 15k # To-Do 5i)
lengtheri/design/wiratramas B0 28 1H ] 2
0 22.3k Database 16k _'_llO In Prograss 2
) tenginaridesignistylaguide ® To 1H 1 1 Aszsts Object Storage 500 LLL Claseed 10
& gitiab orgllengthari-team/froniend/dashboard an ac H i L " Others 300 - Cancelied 25
O bitbucket. i hupt an aec H M 1

[+

&I:'WT7Gb, AVOE3®RI7Z CC4UE %" 45 1377

" k9® 5:GR:g9l 771Gb, AVOE3®8%VGXK § 52", 8z+0O 52. *"9E3RGRSE>70:f95
53/ G¢,% %:

" 38y 52:f rr | CC4UE (f$é¢ GZ*2%«3EBI®
" 90:f 5:GRH® 9®@>70:f9%3/ G®,/AFC QUA>CEAUE +B*2G¢ % %:



" 9%>:f 90/0@>70:f9%#€@%n 99’/ 8z2C&IEr33G® T 40 6 71Gb, AVIE3®E& +O:VG®52C
4n9p9¢

" 038y & A .e :Z-7318&3 %OGD,92eG586
" 38y 3*~ 90.n:W9l $7 &2 8z+®.e /J7Z p.6 3*~ 9Z.n3GAr

ACCUuKnox 3
© Accuknox e ~ @ 0 @
oo 21 Accounts 10 Registries 75 Repos 9 Clusters
w0y Gl Peividiss & | Augisty Typms €)W O Ipaions © subamtes
Il cloud Findin.. Il container II asPmsasT Il asPM securi. DAST Findings + Dashboards v G || [ | 12.Jan 2025 - 12 Mar 2025 |
& Repository
@ DAST Findings @ DAST Findings Trend (3 w Top 10 DAST Findings (0
Iz Critical to2% 2239 Finding Saveriy nssets
Critical F ng
[=l Public Buckats Accass wll Critical 120
isa i o @
@ High Findings @ Publicly Available Database anll Critical 8
| High 4 7% 120 @ Access Keys Older than 180 Days sl High 10
Medium Findings
()] e N, - Misconfigured identity and Accoss Managament (LAM) en Madium ]
2 L ¥ e = @ g i El
Low Findings , = (@ AwCustom Ports Publicly Availzble o Low a8
&= Top 10 DAST Findings by Count (0) % Top 10 Vulnerable Endpoints ()
@ Finding Savarity Findings Endpaint Count Sevarity
@ sgLinjection wall High 2,788 Bz hitps:fapilengthen comivliauthliogin 120 & 2o o [ BO |
4] @ Stored XS5 sl Critical 9 B4 hitps:/fapllengthen.comvl/users/12345/profils 8y 20 1H 3 2L
@ @ Parameter Tampering s Madium 23 Bg hatps://api lengthen com/v 1/documants! TE80/download 10 re 1H 1 1
@ client Hardcodad Domain wnll Gritical a8 BZ hitps:(api.lengthen.com/vlicommants 8% 8 C H L
@ Authentication Gaps & Bypass Risks a0 Low 2 &2 hitps:ifapilengther.comvl/comments L 8O H ™
High Risk Endpoints by HTTP Methods. (0 OWASP Top 10 (2021) DAST (D
® Critical @ High & Medium & Low OWASP Risk Name Findings
ADL:2021 Hroken Access Control 10
ADZ:2021 Cryptographic Failures 12
w § 100 " _ “ ADE 2021 Imjaction 22
| . v : ADY;2021 Insscurs Design -
I - [ B H - 2
- oAt [ neLeTe

DAST Assets (O Ticket Status (0

® Sonvarioss 18.5k ® Created 30
® Saftware 1.5k ® To-Do 54
Databasge 16k In Progress 26
Object Storage 500 Closed 10
Othes 300 Cancellod 28

3aGZE 9>8 A3t /U3s 4$"
" :k9® 8zG"3a40 A3f 8634883 8y&r C 3 :0343%.e )O9EOL*B, 9®7¢*z< @>70:9%
/U3sG¢ % %:
" 38y 52:f <3&WD G¢.e .TFBEb9EGZ)09I
" 90:f C3 A31883a9@@>70:f9%53/ GR®8B3 :Z 8".«:W %VI§IVIIG® aG¢ % %:
" %> :kH«G® 62256 @>70:P6AE9ECT.09EABY GI®:E3T
" 038y & A .e GZ*237408&6VGZ Z 4n;VIRD,9a

" 38y 3* 8zG"3a40 A3f 883a8&3r7¢*z< @>70:63/ 3aGZE 9>8 K _,3 [J7% p.é
3*— :V4n/J9l



91GZ)O4UE *C>1A?"2 * B $U@&%3
" k9® S5FSSBRGRENL RAS)G—JN[E)C‘ML]E *C>1A22  * B §2Gb, 95 /U3sG®8BH: W9l
1372 8z A3t .e @>70:f9H«9IG¢, % %:

" 38y 52:f <38:WD G¢.e .TFBED9EGZ)091

" 90:f .tFB:Z8&91GZ)0O A3t9®/J77 -Z:r+0 53/ G®8B:./E 152:k95 V$IG® aG¢ % %:

" 9%>:f /U3s&r * BGBGbh, 9®.897*2 rG2&~

" 038y & A .e GZ*23Z408&06VGiy Z 4n;VI®D, 9

" 38y 3* 9IGZ)OA318&3r0i- & 3z:k 77:ZG®<7 9— VGR.e @>70:f0%53/ GOSBIITZ
p.& 3* :V4n+OJI90G % %:

(® AcCUKNOX
oo 21 Accounts 10 Registries
w0y M Cloud Peividiss d | Pughstey Types
=
I cloud Findin.. L container I aspmsasT

o
& Repogitary
@ 1aC Findings (@

I 7
=l Critical Findings
= 198
@ High Findings

| 28
) Medium Findings

2
Low Findinga

= Top 10 IaC Findings by Count ()
g Finding

@ soLinjection
2] @ Stored X55
@ @ Parameter Tampering

@ client Hardcodad Domain

(@ Authentication Gaps & Bypass Risks

1aC Flles with Highest Mo of Findings ©

Eile
) aurora-client.yzml
) maintt
) stormgeaccount i
iyt main.tf

B restorn i

Ticket Status @

® Created
® To-Do
110 In Progress.
Tickets Clased
> Cancalled

[+

7SBUCE>T

Findings
120

80

75

12

8

30
54
25
0
25

75 Repos 8 Clusters
[y I8 - [E LT 0O subamtes
Il asPM securi.. IaC Findings +
1aC Findings Trend @ v
Critical T 22% 2,239
High + 129
— % —
Sovarity Findings
ul High 2,788
sl Crivical a8
on Medium 2
wnll Critical &
Low 2
IaC Findings by Framework ()
Framework Findings
" Terratorm 1200
* Terratorm Plan 80
" Tarmatorm JSON 75
& Helm 12
& Dockarfils 8

Top 10 1aC Findings ()

Finding

@ Public Buckats Access

@ Publicly Available Database

(@ Access Keys Dider than 180 Days

@ Misconfigured identity and Access Management (LAM)

@ Amcustom Ports Publicly Avsilsbls

Top 10 IaC Vulnarable Repo (3
Repository

g lengtheri-iac-insacure

9t iac-inta-vi-Nawed

W damo-iac-stack-unsecure
B legacy-iac-configs

€) msecure-iac-bootsirap

Vulnerable Repos by Source (0

® Github
200 ® Gitlsb
Fopos Bitbucket
Ottwers
—

T

Dashboards

Accuknox N A
G [0§ | 12.Jan 2025 - 12 Mar 2025 ™
Saverity Assats
salll Critical 120
anll Critical 8
uil High 10
s Madium a
Low B3
Coul Barity
1208% 2C 0 H &0 0
a zcC 1H 3 2
10 - 1H 1 1
4 8 M L
LR 8 M L
laC Assets &
® Sorvarless 14.5k
® Softwara 1.5k
Database 15k

Others

Object Slerags 500

300

"41 9-90.n:\W9*2 ;g7 <',g53 73BUCE>T+OH+E,/E %:7¢G¥I7Z CCAUE 1.695 D G¢,G® 6
/B KG®$86>90" OF+Qr KG¢, % %: OE7SBUCE>T+D GE53/ & @>70:f9Hp9~:W9™*2 V,
.6 93v4r9Z < :kGY 4n9b5 % %:

136



9E73BUCE>18&3r" 4 1 Gb* FR9—=/E<9® $* $BHIEGZ)09Ba40A22 :VIG3a.e 91GZ)0O
GZ*203:V%X A8— D G¢ &% %: 4"45 %"45e 4PIH@e%3AI®5:GRIS:AE:KGRSEN R+0
.97~ <':053 %\V/52/1'288D G¢,G¢ % %:

Accuknox » <
(&) ACCUKNOX Y s rox o ® 0 @
a8 Findings Summary 12 Jan 2025 - 12 Mar 2025 =]
= Q Seamh b ng typa | Data type 1 Finding(s) Selected e8|t
A Asests impacted Gloud Insights i
¢f = - 1 - +12%
~ Wetworking
@ B sicioud 600 106G 620 H 4“9 M 30 1
Prowar 112 80 C 0 H & I 710 Sarvice accounts with no workloads. 3
= O » O Chster 2,122 T8 T e~ $13% Viawinsights Excessive permissions 100
@ O » £ cisksgenchmark 97 N~ Lg% Viewinsighis Parmisslon to modity the workload 20
[0 » @3 containerimage T e T LM% Viewinsights Clugter admin roles o
O 5 & Secretscan N S + 19% Viw Insights Parmission tocreate role and role bindings T
o » i Static Applicaticn Security Testing (SAST) e el View ins ¥ OWASPTop 10
O » % AWS Seourity Hub 708 IR 4T e gy Vimw insighis
»  Public Buckets
O » 8 LLMFindings + 1% View ingights
[0 » & HostEndpoint — + 1% View inslghts > Pipefine
Accuknox » ‘-
(® Accuknox asehhor %o - Hacmm @ 6 @
8% | < | cloud Insights v || SaedFles v 12 Mar 2026 - 12 Apr 2026 (]
= G rrmrpm— g ¢ B D8 el
I & Group By | Finding ~ | Roset
-
“ Finding T Assets Impacted Findings
& T~ + 2 |
@ B v @ accessAnalyzerEnabled 5 5C oM M oL @
. O 4 assethame A Assat Category/Typs A Risk Factor A Localion |/ Status h age /I Discovered
l_ [0 = aws-logs-788471067826 &3 Agcount Critizal S centrall | Active (D 20days  Marl2, 2025 09:00 AM
@ O = aws-codestar-service-rol 7 53 Buckat Critical B aast Active () Sdays Mar 7, 2025 10:23 AM
(1) O ™ codepipeine 5 saBuckst Critical B contral | Active () 122days  Juned, 2024 11:11 AM
= amplity-bogin-verity-auth-challenge-1h 166161 T 1AM Role il S @astl Active ays  Feb7,2024 12:00 PM
i Y- g8 i Critioal = @ 230d
[0 = cioud Read_sccass (5] 1AM User Critical BT gast2 ‘Walting for Verification () 187 days  Mar 29, 2024 02:00 PM
[0 » @ accessControl Allow Credential Enablad 100 we 76 H 12 M Wil
AP Gataway does not ancoding enabled 1,200 150- € 1,000 H 35 0 15 |
8 o » @ ] @
0 O » @ awsssdmckinuse 78 8 C 22 M 40 M ®BL B
@ O » @ Amamasgs doas not hava Gueve 2,189 2100 € 23 H 23 M /L G
O » @ apesem 5 ot ion enabled for sem site 10 151 2 H am L &



@ Access Analyzer Enabled Aciiva &

& cwnrnn | [ 8 oo | [0 )

A
@ overview 5561 TEBATI0ETEZS

Bo Resun ;:::D: “A:::et rd Severity Critical  #
B refarences SLA 2days Ticknts 1
B Source Cade Locaton us-gast-1
@ Tickts Age 30days Fadingsincs 26/02/2025  Lasidetectsd 21/03/2026
[B) comments Description
Awsmmr\rmnmss Mmgamemtm}mneﬁ Analyzer |s anabled In this account o region. Access.
Analyzor MS ks, it ) that ans shared with
3 appléad toth , it datects overly
, Enanling |
Complance Framaworks
Sacurily Graph
@ =
1 e
(.»L,. )
;R8& >~/ H2 8é3a
Tools Supported Tools Supported Tools WIP
N / H VERACODE i
sonarqube \  § Fortify &) o Wckes @) Buc
: . [ was | ) HEL Appsca
VERACODE @BurpSute
KtnspH==-¢, s Ynis, O- 8t $6AFe$o *° 08 FE+>E 43S0 4 ,02A $08'%T7<9I8HU$ |,

%>90" OF*2 4$" 4"45 %"4%R9Z@$.6927G2 & A H28y

"DDV,8BPY7¢G28  3v& /)77 CCAUE & A8- D G¢&n88B*BCC4UE 1.695 D GE

79Gb, AVIE3®9B77 3 C2+0D G¢,:W9*2:r KG¢,% %: 9E+(D GE@>70:f95p'6 @w,E8&3r

53/ G® 6 GE G®8Bg8eG2/J7% -Z:r+O Z RGYT9ZH.95;790% %: r 9E39® "41 .9Z:...rK 9E
9Z:..."9— 4% -%.n8& 1?& V523195H«90G®8Br .e 9 8WH® 9®7YGb, AVIE3I®8RHVGFa/OG?2
/U3s .e 9ZH.52 WHa+OV$0G® aG¢,% %:

*FC 9U#120& 7>8y V$03f H® :W8e91 'G93 t.n9*2 @>70:0 3v4r9Z < k

"DDV, BB GR52#170& 7>8y V$03+ H® :W889I 035:p% 40;988& 'GI®8E3a+06*zGR%$E
6_ @>70:D3v4r9Z <:k 7¢6,;19%2  A&/&*% %: 9EQ 3v4r9Z < :k9- :/E< 9E VIl ;g8EG2
@>70:18&VIFI*{95 < ;gGR& *3 < 9&G®8Ba9&T/U9S 22:WHAG® 6Z.n:W9l 9ZH.95;Z9U% %:



9v8F31 RH«9G3%

"DDV, $EPWFG® 1«90 VSIGR®E& *33z &n8 :/AE<9E3*29 [J77 CC4UE & A+OD G¢G® A"
| HAG®$e8é A 3 GA8&WISGRN 9P& *3 G¢ % %IE*BGOVEF319—=/E< 9®IJ7Z 86 A 3 GA9E
< H2G%8&)0 "4 1 36+>3®9B/*~3t R Hp R+®v< GR& *3/J90G¢,% %:

$IFDL.BSY,po *
$1FDLNBS8YRDIG: 93D GE7Gb, AVOE3®7Z 3 C2EbIEGZ)O%H 8&3r kHa&r 4" 4&1@&%3
T$093 :r KG¢ % %:
;R8€é 8é:f
" "419-71Gb, AVIE3®I®? 4n,U;R 18& 1?& 1372 @>70:f9%3/ G® 6 85HaG® 19ZG?
FB Z:W9l:g R #5393 :r KG¢ % %:
" 4"45 %"45 .e4$BAH@EIFBGYGA:7¢GI7Z CCAUE T4vIS G¢G®S8B
71Gb, AVOE3®IB77 3 C28&%VGZ? W9l V:f95 :r KG¢ % %:

" "DDV, $8Po¥90“935 D GE53/ & @>70:f9Hp9~W9*2V, /I 6 .e 9 3v 4r9Z+0< kG
4n 9b5 % %:

" ;R8&>~/ H* 883a*2$é %:7¢G¥J7Z CC4UE & A H28y 8B*B8&3a+0t.n9*2 G2@>70:f
9 3v4r9zZ < :k 9v8F3t RH«9(3%r K 'G9EIP5 % %:

" "41 95>3C3GR$YI-/I77 @>70:f98 :78& 53/ G® 6 4n:kGR8HFGb, AVIE3®RIB7Z .e
2:k ;V4n+OlJ90G® 631 K:WIl K yO® 9ZH.9%;Z9E*z$6 :/E< 8&8,:9 ;988G¢ % %:

" Eb9EGZ)OMF & GR:g EbIEGZ)ODFGSCtT TYGb, AVIE3®R $* $983 9EE +O09ZG?
9&H2GEDLIEGZ)O9V5231 RA>CEAUEGSCT, 95< 9&G¢ % %:

{5 AcCUKNOX o Btk LA RO - |
5%  Cloud Assets Saved Filars | 12 W 2025 - 12 Apr 2026 =
= {loun Pravidar aws v ) { orgLnic Standatana \: { Cinud Accoint Prod_aec_001 +3 ] -_/;\.:r.m Tyon Storaga ) I/.'\'\s.r:.’.alng\ly Clustarrola W \_-
| & { Labal sandbox v ) ((Region Global v 7] | FindingSaue v || 4 bors | Resat
g &)
<+ Group Hy _/As:ckcawﬂur'.l » O} m||e +
& [ ] A dmsots | Findings Savorty A+ Findings At
=B 2,100 we 75 H 12 3 2300 N R +
o = 2182 IS0 C LDIOE 35 15 122 +
w
o > 2188 B 27 H a0 18 2188 &
[ R i R
o » a7 ERT TR 23 23 [ R S e :
B 0O » ST 55 1 2.H a BiL +
] [0 » 8 secustyMenitoring 1,209 u e TE B 12 3 L2 T A A L L
g o > E  Certificate Managemeat o] 160 © 1,000 B as 16 L 0 N i
o » D AP Maragarent 4,188 Bl ZM a0 16 2,189 . +
0 _ =
= 0 3 B Secustybidentiy 12,080 2100 © 23 K 23 23 12,080 " i
B[ > /2 koymansgeman 78 14 7 H E 51 20 N g i
O » E dhicctStoage a,188 E D 22 H a0 1®E 8188 . TN p L L
o > 12,080 210 G 23 B 23 23 12000 . T e 23N +
O » &% ContainerAegistry 12,080 1 2k an [ 12,080 e et b TE% £

k i°t A&,

1
\
L]

H ,hEHY Ip8E --3 Yris$44 .(& ,(d



48 = name:
41
43

Asset details Vulnerabilities Compliance
Asset Name EC2AMAZ-6CO0CKV
Label: AWSPROD
Label: AWSPROD Low Low
Target WEBAPI-PROD Medium Medium
Tickets Groups Adult files Monitors Linked Assets
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Maost Vulnerabilities are Noise due to Revolutionizing Application Security
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« Too many findings with no Runtime Conte

AppSec and CloudSec works in silos and don't
have contextual understanding of Vulnerabilities
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Automatically Generated Hardening Policies Based on Standard Compliance Framework. Our
system has the capability to suggest hardening policies based on common compliance
frameworks such as MITRE, NIST, PCDSS, and CIS.

Using the Policy Editor Tool to Personalize Policy Creation

Ensuring Application Uptime and Zero Trust Posture with Inline Remediation, With a robust,
declarative policy in place, it's possible to execute inline remediation against runtime attacks
like APT vulnerability and log4j. This approach helps to maintain the uptime and zero trust
posture of your applications, ensuring their continued protection.

Isolating Workloads and Restricting Traffic to Prevent Malicious Lateral Movements is
simplified. To prevent malicious lateral movements, it is important to have the ability to
isolate workloads and restrict traffic.
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Process forensics
Get granular details of all the

executed processes within
the target workloads.

Syscall forensics

Get granular details of all the
security sensitive system
calls within the target
workloads.

=
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=
File forensics

Get granular details of all the
accessed files within the
target workloads.

o
Sensitive Asset
audit

Audit any (read/write)
accesses to sensitive
assets.

£

Network forensics

Get granular details of all the
network accesses within the
target workloads.
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Web Application Firewalling (WAF)

A WAF protects web applications by targeting

HTTP traffic. This differs from a standard firewall, which provides a barrier between

external and internal network traffic. A WAF sits between external users and web applications to analyze all HTTP communication.
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) -n jupyter-get service proxy-public
NAME TYPE CLUSTER-IP | EXTERNAL-IP PORT(S)
proxy-public LoadBalancer 10.20.7.3 34.28.237.173 80:30420/TCP

) -n |jupyter—-customer2 get service proxy-public
NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S)
proxy-public LoadBalancer 10.20.6.248 34.41.137.29 80:31066/TCP
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component: singleuser-server
file:
matchDirectories:
i
recursive: true
- a1rT/Jusr/localyoing
recursive: true
readonly: true
- dir: /bin/
recursive: true
readonly: true
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matchDirectories:
- dir: /usr/local/bin/
recursive: true

Only read access allowed to /usr/local/bin/ and /bin/ folders
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Application

* Least permissive Secrets/Vault access
+ Least permissive data access
+ Application Hardening and Monitoring

Transport

+ Secure Service endpoints
+ Appropriate TLS configuration
+ Appropriate certificate configuration

Network

+ Microsegmentation
+ Ingress/Egress Access Controll
+ Process based network control

System

Multi Layer Zero Trust

+ Process Whitelisting
* Yolume mount point access whitelisting
* Kernel access control

k i°tT/AE,B?+,%:;9 @« :r*2 E*B4UE /J7Z 7SBUCE>T



‘R8EE <+

"DDV, @8P ®<Hk /J729- 91GZ)0 9"BA*22 e 7YGb, AVIE3®7Z -Z:r+O GE G®%$é
FB Z:W91/J72 38+>3®93r KG¢ % %:

$41. $81.171Gb, AVOE3®I7Z A3f 8634+0 G¢,G®8BZ? 7YGb, AVIE3®
JO9EGZ3 9EBESRE :U%> 7/J77 .e 2:k ;V4An+OING¢ % %:
OE36+>3®98&9E:ZE8$E $41. F#In $81k DG¢V, A®369328yGRSB
Hp9~:WOE 697 <';gH2&r /J77 9 8W95< 9&G¢ % %:

"DDV, @BP ®<Hk/J729— —EFBE)O9 '2 H® 95 < 9&G®8B®9E0D, '2.e —EF
BE)O9 2 .tFB:Z.n8& 1?& 90 V&r/J77 . 2:k ;VAn+OV$IG® 4G¢ % %:

p'6  @<8&3r/J779% GE G¥%9'*25% "D DV 9®P@<Hk /J77 38+>3®@9-/E< 9E
BE)O9 2 #z9EEFOTGb, AVIE3®987G2 k*{G® 6 FB Z:W91/J7Z C23Z+CA?6GT4n
9b& *3 < 9&G¢,% %:



90 .TFB 9"BAGb*2

"DDV,$EBY8&3r V90 9v8FG21FB 8«3®95:r KG®8B%:7¢G21GZ)08é A 3 GAIS?Y:CG¢ % %:
EOQO0j, BE)O9'2 GZ)O9EOBE)O9 2 (f$&é ,—~EFBE)0O9'2 H® 8&3r9 8WG®'6 "DDV \OPY
83/ G® & < 9&G¢, % %:
.1FB52", 8z
G®9EO0b, '2 ,—EFBE)09 '2 G®9EO0b, '2.e ,—EFBE)09 2 H® 93 /JHZG®,A:7¢G91GZ)0
:Z.n8& 17& 90 V&r/I77 :k>>98 1390G¢ % %:

8~GZ* N4U%AEIEBICT "DDVI®RHG?2 /J77 1$09*2 8~GZ*)NAWL/AEIEGCT
92298 9EIHZ G ¢, % %:

EOQOj, BE)Y0O9'2 "84 "[VSF (P P'B3&Br SIMRNEOO], BE)O9 '28&
"DDV, GRFER Z:W91/J77 3é+>3®93W8yG¢ % %:
GZ)O9EOBE)0O9'2 8&8 f BJS HBQB&FE.RfG2 H® 935 FBG¥G3Z)O9E0-
BE)O9 '28& "D DV d®RYIHK/J7Z 3r0540+0r KG¢, % %:
89< 9"BA*2'2 [J77 +0 H«90G® 6* P.6 89< AJG>EH® 935 /JHZG® 19ZG289<
9"BA*2'2
(9"BA*2'2 "D DV9®:P-¥31935 H28yG®8B ( t.n 9"BA*2'2+0 /JHZG® 69E56 T4vI®
69vG2 [J77 R:r+O GE G¢% %:
%:7¢G0"BA*2'2 <9&
=,V CFS CBZAMAIE *"9E3®"'BA*22 |, VCF"S&NPWSCFSOFUFT 9%B.FMRBRIB4 F U
FB2 ,VCF"SNPSARMJIDZCF"SNPS)PINMSR:ED B2GRISr KG¢,% %:
>e 7. .68 2C 9"BA*'2 V3 ,7569E"T .68 ,2C 3r.U8&3r<:g 5:GR&N$D"BA*2'29®
9 ,ZVCF"SOIPBT W2KRE.TFBG®8BB Z:W91/J72 .£9Z+0/J90GT4n 9b5 % %:
"DDV, O@9Y:f
" 9v8FG273BUCE>T "DDVY®,P 83 3z $& EOO0j, .e GZ)O9EOBE)O9 '2/0Ct
8~GZ** NAWL/AEIEBICT 8&< ( .TFBB&IE+E T ¢< %:7¢G0IGZ)OH® 8&9&HG® &
D G¢,&VAn 9P5 % %:

" 90 V&r/J7z 3C2 1IN .1FB p%I9E"T 9"BA*2'2 9vHk8&V 8 9E :Z? 9IGZ)08&I1?&
D G¢,&1J7Z 3 C2+00v< G¢ % %:

" N)T %V08é+>3® "DDV9®PAKE&SE *P8&< .e (8- 09— 56I» 9"BA*2'2
< 9&9EFBG%:&Nn®P8 /J77 D,9z V.N)i8&& 9IVHPG®& *7I90G¢ % %:

ZF G2 .tFB "D DV 9® P3&H3&r .TFB GZ*23Z40$&B Z:W91/)77 £ @BHZ95%>4rH2G®8B %
1372 EVI®O%JI5Z9U% %:(fG2 :k, .e 82GZ/J'*93 >1, G¢ % %:



]/6[ SaaS - On-prem
« w/Internet
« Air-Gapped*

Agentless with SaaS Scanners Lightweight Agents on the cluster
Cloud Account 1
On-prem SaaS scan KBs Cluster
Aaset Type X Asgat Type ¥ On-prem SaaS reports
reports
Scanners Workloads
Asset Z Azset N
depl
i Engine

Agentless with local scanners Cloud Acgount1

Asset Type X Asset Typa ¥

reports
On-prem SaaS

Aszet 2 Aaszet N

deploy scanners Secanners
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User details
Usar name
sample-usal
The user name can have up to 54 Z a2 0-9,and 1 =, @ _ - (yphen)
[ Provide user access to the AW e - optional
{ you're oroviding cornsols stess o 3 parson its a best practice [ to manage their access in 1AM Identity Cente

@ If you are creating programmatic access through access keys or service-specific credentials for AWS CodeCommit or Amazon Keyspaces, you can generate them after you create this IAM user, Learn more [3
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Set permissions
Permissions options

A G581 b groug Copy permissians O Attach policies dirsctly

Permissions policies (1/1115} o Craate policy [
or by T

a ] 4 NS m; [ 1 1 (5]

[ Policy name [% a| ¥ v | a i
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Permissions policies (2/1716)
Chamse ane or mnre poliies 0 amach to yar ne

Filter by Type

Q. security ¥ | | WS managed - job function ¥ | 1match 1 @
[} Policy name [4 " Type v Attached entities -
(O] SecurityAudit AWS managed - job function (1]

» Set permissions boundary - optional
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Permissions Groups Tags Security cradentials Acewss Advisor

Console sign-in Enable console access

Console sign-in link

[ hteps://BE4516920010.5lgnin aws amazon.com/fconsale

Mot enabled

i-factor authentication (MFA)

by ol yous

ication tode Tr

of  MFA des

Assign MFA device

Device typa Identifier Certifications Created on

No MFA

ces Assign an M)

Assign MFA device

tmatic calls o AWS fram L

Mo access keys

Az 3 best practice, avoid using long-term credentials (ke access keys, Instead, use tools which provide shart term credentizls. Learn more [

Create access key

"[VSF

"[V BF/J'95 9ZGE3r$e" [V BBCZ8&3TCISGG® 6 GE%TL88&VGRT7Z2 90 t aG293
IO8BGE7G¢, % %:

%> "[VSF 8B57g'8%s O3 GR8BS% %:

A
All Services (34) Documentation (99+) Resources (0) Resource Groups (0) Marketplace (0)
Azure Active Directory (0)
Services See
u

fvices

. App registrations ¥ App proxy

@ app services <> Function App

wvent Grid Partner Registrations @ Application gateways

» App Configuration O Application groups

Documentation Seeal

Registering applications ALM Accelerator App Registrations - considerations when designi...

Implement app registration - Training Share gallery images using an app registration - Azure Virtual Ma...

Remove limits on creating app registrations - Microsoft Entra Tutorial: Register a Single-page application with the Microsoft ide...

Register your app with the Azure AD v2.0 endpoint - Microsoft Gr... Configure required Azure AD Graph permissions for an app regist...

® continue searching in Azure Active Directory

Searching all s

feedback
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Home >

App registrations

A

Mew registration @ Endpoints //@” Troubleshooting '\_:' Refresh  ~ Download [ Preview faatures (0? Got feedback?

o Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will ¢
and Microsoft Graph. Learn more

All applications  Owned applications Deleted applications

P Start typing a display name or application (client) 1D to filter these r... +? add filters

7 applications found
Display name T
|
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Homa > App registrations

Register an application

“ Mame

The user-Tacing dlisplay rerme for Uiis apalication (s can be hanged lalen).

|_accukrion-may-2023

Supported acount lypes

Wi can use his sophcaton or access this APIT

® s

s in this argarizational cirectory o ault Diroctoey caly - Singls fenant)

(3 Accounts in any organizationsl sirectony (A

{7 Accounts in ary orgarizatis

| sirectory (A Azure AL fitenart] and parsanal Micrasolt acounts (e Skyps, Xbax

{7} marsonal Microzott accounts caly

{elp me chocse

Redirect URI {optional)

Wil retum the suthentication resparse ko this LR s%ter successfully sutherticating the usar, Providing this now is optional and it can be
changed later, but 3 value s required for most authentication scenarios.

select a platfarm “ fauth

Aegster an pp yOu're warang on hare, Integrate gaillery agps and cihar apes fram outside your arganzatan by acding fram Enteronse apal

ing, o pree to the Wicresol: Fletform Policies o
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Accuknox-may-2023 | Certificates & secrets #
Search A7 Got feedback?

& Quickstant a Cot a second to give us some feedfback? —

Credentials

schema). Fe

2 confider

| applications to wenti

t & web addressable location (using an HTTPS
gher level of assurance. we recomm

o Application registration certificates, secrets and federated credentials can be found in the tabs below

Client secrets (1) Federated credentials ()

the application uses 1o prove its identity when requesting a token. Also can be referred to as application password,
APi
T New chent secret

8 Owners Description Expires Value (0 Copled sret ID

& Roles and administrators may-2023 3/R/2025 Xd8q- . [—J—rl T2e13tat-

M ranifest
1
1
1
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0 Search

B Overview
& Quickstart

A Integration assistant

Manage
B Branding & properties
D Authentication

Certificates & secrets

() Refresh Got feadback?

@ The “Admin consent required” calumn shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may nat reflect
organizations where this app will be used. Learn more

Configured permissions

Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learr ermissions and consent

are about

-t Add a permission 1t admin

"
& figuration i . .
Il Token canfiguratio AP / Permissions name Type Description Admin consent requ._.  Status
& APl permissions - G 1
« Microsoft Graph (1)
an AP
& Bopo mn User Read Delegated  Sign in and read user profile No
B App roles
48 Owners
Ta view and manage consented permissions for individual apps, a5 well as your tenant's consent settings, try £ pphoations.
&, Roles and administrators
B Manifest
1
0 2 Al1a B N A ~ .
o> F252&n$éH2 E8&3r .JD SP T P GQBH, &B&YBé
Hame App registrati Permission- scroer 3 - :
it i i i 2 Request AP| permissions *
5 Permission-screen | APl permissions <
Select an AP
O Seach C) Refresh & tback?
. L Retrest Gk ik Micresoft APls  APlS my erganization wies My APl
B Owriew 2
Commonly used Microsoft APls
& Quicstant
@ e Admn consent recu i i T et vadue for |
o Integration assistant organizations whero this app will be used. Lean move Microsoft Graph
rcdous amourt of dats i Office 365, E urity, and Windows 10
Manage . 3 Irtuna wak/Erchange, Orelrm, 1t Planrss, and mere
Configured permissians I o s s
B @randing & properies Applications are authorized 1o call APl when they ae granted parme
2 hutherication il thhe prrmission the application needs. Leam mars sbo
Certificates & wecrets b Add a permission
—
" n conbigurmtion () Asure Devops Arure Service Management Azure Starage
Il Teken contiguratic AP f Pesmissions name Type Description J AN -
& AP permissicn: Infegrate with Aure DevOps and Amure Programmutic scceas o much of the Secure, mansvely walable abyect and
AT RIS DeOps sérver data lake storage for urstructured snd
: srr-atuchured data
@ Exposean AP AserRead Delegated  Sign in and rear
B App roles
O
e To view and manage consented permissions lor indivdust apps, a5 w
Dynamics CHM % Intune Office 365 Management APl
& FRobes and admonestrators
Aceess the capabiities af CRM Business Programmatic aceess 1o Intunp data Retrieue informatin about user, admin s
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Request AP| permissions

{ All APIs

®

What type of permissions does your application require?

Microsoft Graph
https://graph.microsoft.com/ Docs off

i Delegated permissions

Your application needs to access the API as the signed-in user.

i« Select permissions

O Directory Read Al

Permission
s Directary (1)

Directory.Read.all @
Read directory data

; 4

%>

X
Application permissions
Your application runs as a background service or daemon without a
signed-in user.
expand all

Admin consent required

Yes

tIN 'j*_Ct, 8& %VGE/, 92 &/9®/O8B+O3vC3G® B"+OBE, G¢ % %:

P Sganh resousces. wervces; @ doas G+

- Permission-screen | AP permissions <

Sowct (0 motvesh & Got feadback?
B Overview . :
Grant admin consent confirmation.
& Quickstart Do you wand 1o grant consent for he requested permissions for all sccounts in Default Directery? This will update sy s b
Z s, e, o 4y Ths Cohumis may 108 seflest 19 wabue i yous sganizalion, o In ganetions whese
n ! ot recor application ik 1o match i s
¥ integration assstant eniing adm consent iecords this applcation dlready ha 1o match what is listed below.
- .
Manage )
B Branding & properties Applications are aisthorized to call APl when they are gramed permsans by users/biming 5 art of the consent process. The fist of configured permasions should incuds
ol the permissions the appliaion reeds o about premnlssons dad coment
D Authenticator
. + Add a permission ' Grand sdmin consent for Default Directory
Cortificaties & swcrets
1l Token configuration APL | Perinissions name e Deseription Aelenin consent requ...  Status
S AP pormizsions
& Exposean AP Application  Read directory data Yer b Mot grareed for Defauit
B Ap i s hend Delegated  Sign i and e uses prodle No
& Dwnen
B Foles and admindsrsicns To view arud manage consentod permissions or ndinciual 3pes, as wel a5 your benant's coment sstEngs, ty Enterprize spp
B Manifest

Support « Troubleshooting
£ Tioubleshooting

B Newsupport request
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I £ subscriptions X -

All Services (8) Marketplace (5) Documentation (99+) Resources (0) Resource Groups ({0}

Azure Active Directory (D)

i Services
Subscriptions . Event Grid
= Billing subscriptions [=] Management groups
: : Event Grid Subscriptions Z Service Bus
;&b Quotas [%) Resource groups
! Marketplace
r
A SharpCloud Subscriptions B3 Barracuda WAF Add On Subscriptions
¢ B3 HARP Cannect B ue UnificationEngine® WhatsApp Business Platform Subscrip... is

B Medialine Managed Service in Subscriptions

Documentation See a
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4QPOTMB%PEQ

— Microsoft Azure AP Search resources, services, and docs (G+/)

Home

Subscriptions #

Default Directory

-+ Add EI Manage Policies i= View Requests < View eligible subscriptions

| P Search for any field... | Subscriptions == global filter My role == all Status == all T add filter

Subscription name Ty Subscription ID T} My role Ty

Microsoft Azure Sponsorship f3f782a3- Oowner



%> 7-324G:r8 *".*2 QE&/G®SBCGY 3P MPFIE&/G2 ?&V "E EO3vC3G® BCGHT1%0
26V "EE SPMF BOBI3G¥ @ U

o) Microsoft Azure Sponsorship | Access control (IAM) =

Subscription

L Search o + Add 4 Download role assignments uf :_, Refrash X, Remove }:J Feadback
Overview = Add role assignment
ats Roles  Deny assignments Classic administrators
W Activity log Add co-administrator Ph—
)ermissions. You can use the built-in roles or you can create your own custom roles. Learn more o
Ra. Access control (1aM) Add custom role ; ' )
@ Tags £ accuknox b Type : All Category : All

&’ Diagnose and solve problems
Showing 0 of 412 roles

@ Security
Name T4 Description T4
Events
Nao results,
Billing
Invoices

P Payment methods

’h Partner information

Settings
O Programmatic deployment

% Resource groups

%> 1372 , %2 9¢8 8CGTt$095 O3 GRSBVC3G %:9¢.UE 95 $Z+U% %:

Home » Subscriptions > Microsoft Azure Sponsorship | Access control (IAM)

Add role assignment

L L]
Role Members Review + assign

A role definition is a collection of permissions. You can use the built-in roles or you can create your own custom roles. Learn more o
Assignment type

Job function roles  Privileged administrator roles

Grant access to Azure resources based on job function, such as the ability to create virtual machines.

If: security reader | I Y Type:All Category : All
Name T Description T4
Security Detonation Chamber Reader Allowed to query submission info and files from Security Detonation Chamber
Security Reader Security Reader Role

< Previous Page | | of 1 Next >



%>

%>
GI%ORBE, G¢% %:

%> , >, V<*2  0%:+] 8CGT&?8 VGE7TG ¢, % %9E.p8&$E2 N
| %:9¢93BE, G¢ % %:

8B 13r >19¢8&'G*3G2 71Gb, AVIE3®9¥3 G® 6 71Gb, AVIE3®93vC3GA

°.U 3¢3@8&3r,°.U 3vC393BE, G¢ % %:8z+= 8& '2*A%:9 ,2$E V 8J, % %:

OCo.e

1U3s, %2+0 O3 G¢ % %:3vC3G2

= Search resources, seivioes, and docy iG+/)

Micrasnft ATure Spos

g s Access cantrol FAM,

Add role assignment

Ters

Role K fleview = assign

& 2ole definition is a collection of parmissions. Yau can use the built-in rokes or you can create your ewn custom roles. Leam mare i

roles  Privileged administratar roles

Grant access o Az resmurces based o

i function such as the ability 1o create virtual

Type: All Latagory . AN

Mame T Description T, Type T, Category 1.
Reader Vi all respurces, but does not sk youU 10 make any changss. Builtinfole General
App Compéance Automation Administratar Create, raad, download, madify 2d dalete meparts objects and relaten omer rescurce lyscs Builtindlole home
#zure Arc Kubernetes Cluster Admin Lets yau manage all resaurces in the custer Buiktinfole Management + Gowem
Aaure Kubernates Fiest Maragar RBAC Cluster Admin Lsts you manage all resources in the fiest manager cluster Buikiinfiole Home
Bz Kubernates Sarvica RBAC Amin Latsyou managa al resaurces under dister/namespace, except update or delete resourca quUORas and MAMESpaces Baiiktinfiole Containers
v Kubernates Service RIAC Cuister Admin Lots you manage all msaurces in the cster. BuiltinAole ntainers
Giragh Dwnar Create and manage all of tha Erterprica Graph - Ontolaqy, Schoma mapping, Confiation and Conyeretional Al and Ingestions Baiktinfiole Nome:

Log Analytics Contributar can read all manitaring edit s Esiting menike nchudes adding the WM extension .. Buillinfole

Log Analytics Reades con view and search sl monitoring dets s wel e and view monitoing setiings including viewing he configuration of Azure dia BuiltinBole
Lingic App Conlriburor Lats yous inaissge lagie app, bt et scess 1o Builtliflols
Logic Agp Uperator Lets yous reacd ensbie and dissbie logic app. Builtlndlole
Logse Apps Standard Contrbutor (Prevew) Yiou can manage all asaects of & 5 I app and WOrkfIows. You cn'T cange access of ownership Bulltinflole
Lo Apos Standard Developer (Preview) You can create and edit workfiows, connections, and settings far a Standard lo0ic 200, ¥ou can't make changes outside the workfiow scooe. Builtinflole Neae
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