®, ACCUKNOX

Secure Code to Cognition™

y /Fb
‘.‘ ;;
CONFIARCA

4 1 h)

Jm guia cetinitivo

O

S & & & 4 Rl & & K o

Peer Insights. Classificagao 4.5 /5 L9 . 2 Classificag&0 4.3 /5

i @ urna visfo garal muiro atisngants e completa do canjiiate e racur<ns, farrementas ¢ solugde
sdifag para lidai cor §GEGUes avangadas Afuais e erasrgentes. Os auiores fizcram um excelgnte frabai
£0 eoadrir uma vadeclada de tpicos, Jescs 9s bAsicos &t 08 avargadiss, atrendiencic lecessigaoes de

arofissionais de t300s 0s niveis. “Leiitra obrigaidiia” para profissiorais de seauranga - da sala de reutic

naquings.

D\

Sala iz i

Dy, Frar Hapvey, 19.¢ Sacestario do €




"(3"%&$*.&/504
&TUB i FEJEYP EBUBEB EF KVMTRPWFM TFND PPBOPIPBEFI VR P T EF

"OJTI #1BUJB F #BMBKJ 4VCSBNBOUBD BGRNOATUJIJFRT ROD SEWY¥ VT B
MIWSP

%FCKBOJ 3PZ QFMP TFV UBMFOWRSDBM BT QBMBWSBT F BQPJP FE
4ZFE )BEJ QPS TFS VN HFTUFSOPH @GENEBSPE NFNQBYMPTPSPOPH.
FTUBCFMFDFNPT QBSB O T NFTNPT

SPEPT PT OPTTPT DPMFHBT DDVUIBP P@RIFPDRINGEOBOUBWRFGBTOBKVE]

&TQFSBNPT RVF FTUF MIWSP PFKB RFODSMBSWVWFD FEARO FGIJOBBIWBNBY
FTGPSEPT QBSB GPSOFDFS TFSMGEPIFDR OVWHN HV'SPEMdEB NNVBUT F

3BIVM +BEIBW "UIBSWB 4IBI (BVSBW .JTISB

5FOIP NVJUP B BHSBEFDFS "P MVPEB PBRP N6 IBPUIMB £YPDEE R BK
EFTDPOIFDJEBT " NJOIB FTQPEBSISQBESNB@BFDNFCGBEEN BIMNFV MBEP
USJMIBS DBNJOIPT EJGODFJP BOBFPVREVBSWYPO YW B-&YIA EEPSIIBIAVFN D |
"DDV,OPY "HSBEF£P FTQFDJBMNFOPR&80/BEB 'BODYBBPWFYPNSFRE A C
VMUSBQBTTBS PT MIJNJUFT

3BIVM +BEIBW EJSFUPS USDOJDP F DPGVOEBEPS
"DDV,0OPY

&TUF HVJB BCSBOHFOUF TPCSF BTEBP'MDS&:OPB/GPY WNQSSBEEB VB P
T GPJ QPTTOWFM HSBEBT BP BR NIP B BRVIES UE 6 DGJBNB®RIBUB @B F T
NFV DBNJOIP GPJ BODPSBEP BFNGFPTS QB MG PBo O JPVTSEP THEBEHP OD U F
RVBJT TFSFJ FUFSOBNFOUF HSEBRQ BB IPPWNBTE@RNTITEST BVFOE S BB T
F (BVSBW QPS NF EBSFN FTUB BQBMDBIJEBE D PRAMT NFBQBERESB T
OPTTPT FYDFMFOUFT DPMFHBJTEF BFBWBXE ® VK& R BICPIO I£DRIE F'GDU P
B FTUF MIJWSP 2VF FMF JODRPUFOP BEIMFNRBEGTEP BNBEP SUBBTPTP
CVTDB QFMB FYDFM!ODJB FN TFHVSBOEB OB OVWFN

"UIBSWB 4IBI &TQFDJBMJTUB 58DOJDP
"DDV,0OPY

(PTUBSJB EF FYQSFTTBS B NJOIB/VUBUF TQQ P GVPEB (HFRMBR TEYPB® P J
MPOHP EFTUB KPSOBEB "PT NFOUTIJWBIDPQAVMBOWFNTB RS BMODMFO
BQSFOEFS | NJOIB FTQPTB QFMEVYBONFNERISEFOON ¥ 8B QBSB TODA|
& BPT NFVT JODSOWFJT DPMF DU E BD'MNDB/CEOBBL£ DN KBEFEQBSEY P (
DPODSFUJ[BS P MJWSP "DDV,OPY ;FSP 5SVTU

(BVvSBW .JTISB (FTUPS EF 1SPEVUP
"DDV,0OPY



13&"'+$*0

&TUPV NVJUP GFMJ[ QPS FTD&FWFSTNPUBEPPUBTIGCUSPESBE FIBP 5

" OPTTB WFSTYP EP MIWSP $JTDVIBEFAVDPN MEFOOPOBBTEE DM.
SFWFOEFEPSFT EJTUSJCVIEMBSP R¥FIFMFIDPSPRVIEBRVBN VNB W
BCSBOHFOUF EPT DPODFJUPT,; B$SPWK ¥ TRF B BMNFQ BISMDOMMBISEEP
$MPVE /BUJWF "QQMJDBUJPO 1P BPRBWIFIQBMBBGR®ONS &REBBEBU
,VQQJOHFS $PMF (JHBO. FUDOUFRFOSBN BWMIRIBR B GCHOEBIF QBSUFT
DPCFSUVSB IPMOTUJDB EP ;FSPFOIUFVT WP B/OPIT THPIOFGRY¥PORUFSN T EF
EFTQFOEFS UFNQP F FTGPSE£P OBOREWPBELER?PFEBJQIB NEFDIFB WM SV P N
FGJDJFOUF F FTDBM+WFM 'J[ \WFBI TSP TF TEBY O PITOIGPSRBM B B MBIV O]
(BVSBW ,VNBS .JTISB DPN P BQPJP ABI3RKIBSIUYBEPBAWVN 'RUTEBBIP E
SB[PBWFMNFOUF CFN FMBCPSBERVFIEY\DPOIBEFFBEEIBOWONBNBB P
5SVTU $/"11 &TUB WFSTYP TFEFSWFV FOTP T0BGBER EPSSINBBTBBFMFSB
WeSJBT DPJTBT NVEBSBN EFTEF B OPTTB 7

" Y« VN BOP B *" FSB VNB DVSJPTDDPBBP KFV R MES ¥ KFFBM DR FKORJ Q
JNQVMTJPOBEPS FN UPEPT PT BTQFUPY ¥EBFOGBFTBJEBPR B R
BUVBMNFOUF " WFSTYP BCPSEB JTTP DPN BMHVOT EFUBM

" /B BMUVSB EB FEJEYP EP OPTTRP GIUWS W B7 F S BB VINBOE PSSR
$POUJOVPVT 5ISFBU &YQPTVSF @GMBB EBFOYQ FPTVI £ ¥ P UB PNSFBA
SFBMJEBEF F VNB OFDFTTJEBEF FNQSFTBSJBM

" &N DPOTPOZ0DJB DPN B UFOE!ODJBMQBSB BT GFMBRIBEPISPE @
EF VNB JOGJOJEBEF EF QSPEVUBS QPSUMBDP BRVDR® FYFPTTUB
WBHBNFOUF BDPQMBEP> EF TFHVSS8OEB FEF] BYM BT B SERT FOVF
EFUBMIF

6NB WF[ RVF GPJ FTDSJUP QPB QBEP QEBISIUP ERPJTFRVEJQ@BOHE EDNP GBS F {
FOHFOIBSJB EFTFOWPMWJINFOUPEF JTRAWVSBICGOR BBY B \EWWFNP MFVT £
EB WIJEBw F JSe BHSBEBS BPT QSPGJTTJPOBJT

"DSFEJUP RVF WPD| BDIBS+ FTUIFVB WBSK\BHEBP QESBP SNGM FWPORNB S
EF BOMJDBUJWPT OVWFN F *" DPN ;FSP 5SVTU

(PTUBSJB EF BHSBEFDFS BPT NFBTVMPOIFS ETF EUDBSWR TBWYW SBSW OFJ
TFV USBCBMIP EJ*SJP F DPNQRBPNBBBETF DFNFPBIAMB FAVY R MN @Q/FS

/IBU /IBUSBK
$&0 F DPGVOEBEPS
"DDV,0OPY



$BQOUVMP
$BQOUVMP
$BQOUVMP
AFDEYP
$BQOUVMP
AFDEYP
AFDEYP
AFDEYP
AFDEYP
AFDEYP
AFDEYP
AFDEYP
AFDEYP
AFDEYP
AFDEYP
AFDEYP
AFDEYP
AFDEYP
AFDEYP
AFDEYP
AFDEYP
AFDEYP
AFDEYP
$BQOUVMP
AFDEYP
AFDEYP
AFDEYP
AFDEYP
AFDEYP
AFDEYP
AFDEYP
$BQOUVMP
$BQOUVMP
$BQOUVMP
$BQOUVMP
AFDEYP
AFDEYP

S%*$ &

*OUSPEVEVYP

0 RVF ¥ ;FSP 5SVTU

1PSRV! ;FSP 5SVTU 1PSRV! BHPSB

AFHVSBOE£B EP ,VCFSOFUFT

$/"11

"41. (FTUYP EB QPTUB/S#F EF TFHVSBOEB EBT BQMJC
$41. (FTUYP EB QPTUVSB EF TFHVSBOE£B OB OVWFN
,41. (FTUYP EB QPTUWSBJEF TFHVSBOEB EP ,VCFS
*&. (FTUYP EF *EFOACFBERFUFF %JSFJUPT EP

$*&. (FTUYP EF %BSGBURWER *OGSBFTUSVUVS

"%3 %FUFDEYP F SFTQPTUB EF BQMJDBE+FT

%3 %FUFDEYP F SFTQPTUB EP ,VCFSOFUFT

$%3 %FUFDEYP F SFTQPTUB OB OVWEFEN

$811 1MBUBGPSNB EFBNMSP ORE WWPWEMN $BSHB EF 5SBC
'BEJHB EF BMFSUBJEBEFSJP 8N P£VYIPDEFFOPYMOFSBCJ
. JUJHBEYP FN MJOIB WT DPSSFEYP Q T BUBRVF
4FHVSBOEB *B$ *OGSBFTUSVUVSB DPNP $ EJHP
(33 (PWFSOBOEB 3JTDP F $POGPSNJEBEF
*OUFHSBEYP FNQSFTBSJBM

*OUFHSBEYP &%3 %FWEFEDEYP F SFTQPTUB EF UFSN
*OUFHSBEVYP 4*&. (FFQOUPTEEF* OGHWSNBEEBT F &W
$BQUVSB GPSFOTF

4JTUFNBT EF FNJTTYP EF CJMIFUFT

$BTPT EF VTP EF $/"11 DPN DPOGJBOEB [FSP
'JSFXBMM EF BQMJDBE+FT

. JDSPTTFHNFOUBEYP

'JSFXBMM EF SFEF

1SPUFEYP EF TFHSFEPT

1SPUFEYP EP BDFTTP e DJ!ODJB EF EBEPT
"UBRVFT DSJQUPHS+GJDPT

.POJUPSJ[BEYP EB JOUFHSJEBEF EPT GJDIFJSPT
.FMIPSFT QS+UJDBT EF TFHVSBOE£B EP ,VCFSOFUFT
$POUSPMBEPSFT PBBEBWNTTYP U POEF FMFT TF FO
AFHVSBOEB FN DBNBEBT

'‘MVYP EF USBCBMIP EF JNQMFNFOUBEVYP

.PEFMPT EF JNQMFNFOUBE£YP OVWFN QJfCMJDB
.PEFMPT EF JNQMFNFOUBE£YP OVWFN QSJWBEB



AFDEYP
$BQOUVMP
$BQOUVMP
$BQOUVMP
$BQOUVMP
$BQOUVMP
$BQOUVMP
$BQOUVMP
$BQOUVMP
$BQOUVMP
$BQOUVMP
$BQOUVMP
$BQOUVMP

*NQMFNFOUBEYP DPN JTPMBNFOUP GOTJDP

* QBSB TFHVSBOEB

1SPUFEYP EF BUJWPT EF CPSEB *P5

1SPUFEYP EF BUJWPT (

1SPUFE£YP EF *"FN THSBREFRMPT EF MJOHVBH
.PEFMBHFN EF BNFBEBT

$5&. HFTUYP DPOU®OVB EB FYQPTJEYP B BNFBEBT
&TUVEPT EF DBTP EF DMJFOUFT
SFDPOIFDIJNFOUPT EF BOBMJTUBT

1BSDFJSPT

%JGFSFODJBJT

$PNQBSBOEP BT FOGBSWBV & EE B WUE SKS BTG B UEFP LV
4PCSF P "DDV,OPY



$'156-0 /530%6...0

0 TFUPS EF TFHVSBOE£B OB OVWPM MWPWNB\E¥DBEBG J CFBAURIMABANYHO |
TFHNFOUBEB OBT TFHVJOUFT GBTFT

%FTDSJ¥P

'BTF * APMVE+FT C-TJDBT EF $41. $MPNEOW DR\ JB Z ULY
EF 4FHVSBOEB OB /VWFN

'‘BTF 1SPEVUPT FTQFDOGJDPT $41. PYFIOU BIMP Y M BB
(PWFSOBODF 3JTL BOE $PNQMJBODF

'‘BTF 1SPEVUPT QPOUVBJT BWBOEBEPTRANFSBOR 8 EFBYA
BTTPDJBEPT BP ,VCFSOFUFT ,*&&OVIFEPONRGUT
F,41. ,VCFSOFUFT 4FDVSJUZ 1PTUVSF .BOBHF

'‘BTF %FWJEP BP BVNFOUP EPT DVTUBTEPFTFUWPEHGB §
JQMBUBGPSNJ[BEYPw UFN IBWJER VDB NBABBTQ
JOUFHSBEB SFTVMUBOEP OB $/011SBMPINEJI B |

'BTF /B FSB QT 4PMBS8JOET F -PH WBEP HBAWPFSSHBRON)
F QSJWBEBT B BEPUBS VNB QPTHN OB BF'DPEE
DPOGJBOEB [FSP

"T TFE+FT B TFHVJS GPSOFDFNBYNBROIDKNPURF IR EPUFQSOGDBD F
;FSP 5SVTU $/"11 0 DPOIFDIJNFOUP\QEBEN JPICMCSB BOOUWWN QSJWE
BKVEBSs WPD, B FOUFOEFS FFUGJIVRTBGPEBD B D GEPESINBEARTF M BEWS P



$"1<56-0 Q6&t ;&30 3645

;FSP 5SVTU ¥ VN NPEFMP EF TFIRVYSHBO 2B JRWIH BEETPTS/ANITF RYFQWHHE U JW
QBESYP OYP DPOGJ*WFJT JO EEF8YFOEY GUFENF QW ERF GV 6 BWPB B\MFJ
JEFOUJEBEFT EJTQPTJUIJWPTS BBEITWRBBEFDVVEIPHAT EG MDIARBOAEF F
NOOJNP F INQMFNFOUBOEP DPOHBIS RIWEIP BFPF JEFUHYBB QP EBBYUBMT

1PS RVF P ;FSP 5SVTU 8 JNQPSUBOUF

OT NPEFMPT USBEJDJPOBJT EF SFPHKN S BOPBTERPTFGEPH[FN QFB@GNE
JOUFSMJHBEPT F EJTUSJCVOPEPPEHBEFPIPEFUBEBXPPFNVOMUNFRNO EP US|
DSFTDFOUF TPGJTUJDBEYP EBTNBNEBEBD IPITHN E¥UIDBAOG BBBC RSE
JOBEFRVBEB 0 ;FSP 5SVTU BCPRKPBDFPOIIFAJI B P TBK $FE F Wb PNOIEIB O/ E |
NFOUBMJEBEF EF jWFSJGJDBS EFQPJT DPOGJBSw

$PNP 8 RVF P ;FSP 5SVTU 8 BMDBO¥BEP

" JNQMFNFOUBY¥{P EP ;FSP 5SVTU FOWPMWF WYSJPT DPNQPC

(FTU{jP EF JEFOUJEBEF FFPBOUTRPT.SPCVTUPT EF BVURCGRMMPDBEYP
BQFOBT VUJMJ[BEPSFT F EJTQFPS BIPJWPHHDN SH ® U INPNI QBTTH BN B D N

JDSPTTFHNFBUBYPFT TYP EJWJEJEBT FN [PDBTTRFIDFPGFSIPMBERV
HSBOVMBS SFEV[JOEP B TVQFSREWDNFORRF BWBWRRVSFBM MINJUBOEP P

$SIQUPHBRBGBEPT TYP DSIQUPHSBGBERTVANY SERPVARF G EPUBE N
BVUPSJ[BEP F HBSBOUJOEP B DPOGJEFODJBMJEBEF

.POJUPSIJ[B¥iP BPBWIOWWIEBEFT EPT VUIJMIMBE RPOT UPBUIQPHB U JIWPR
QFSNJUJOEP SFTQPTUBT S«QJEBT B BOPNBMJBT EFUFUBEBT

"VUPNB¥iP F PSRBFTUESM® | URIDBT F PT DPOUSPAEWPG PESFN BFBIFG B DIEBF
UPEP P BNCJFOUF EF 5* QPS NF BB £BPB\BBFENBEXYPPFPEBIPBRVEFT B S
BVNFOUBOEP B FGJDJ,ODJB PQFSBDJPOBM

"SRVJUFUVSB ;¥8B BSRVUUFUVSB ;FSP 5SVDBNEROPBUFODMVI PT

1SPWFEPS EF JEFODREBEBEMIER P HFSFODJBNF O/WPPEEFVJE/FG LR
.PUPS EF QPBMRAGJI®BF BQMIDB QPMOUIDBPEEBINVUDVR [BEW I
EJTQPTIJUJWP F EPT SFDVSTPT

"ENJOJTUSBEPS HF®P HBUDBMI[B QPMOUJDBT BP BBFRVRB TR
EF OFH DJPT F OP DFO+*SJP EF BNFBEBT

1POUP EF BOQMJDB¥ P EBQWVI B JITPEMOUEKNOBT EF BDFBTP FN W
BOMIDBEXFT

.POJUPSJ[B¥iP BFEDP"WW FTFF BOBMJTB EBEPT EMB TEHFHMIBEEEB EF
SFTQPOEFS B BNFBEBT



$SPOPHSBNB EF BEP¥iP EP ;FSP 5SVTU

"OP &WFOUP

4BMU[FS F 4DISPFEFS JOUSPEVW¥HIPNNR QBNRW ©OF

,FO 5IPNQTPO QSPGFSJV B QBMIJBESBHB53KN0GJBE
PT EFTBGJPT EB DPNQVUBEYP TFHVSB

OT BMHPSJUNPT 34" F %JGGJF )BBEBWVWBDB JORJ B PHEW
QBSB DPNVOJDBE+FT TFHVSBT

0 +FSJDIP 'PSVN JOUSPEV[ P DPYIPD QB A FEHFV £5-0 £

+P1O0O ,JOEFSWBH EB 'PSSFTUFSSPTFBSIDJUw DV OIH

0O BUBRVF ce DBEFJB EF TVQSJNFORJPITU EBEFPIMAB §
BCPSEBHFN ;FSP 5SVTU

" $*4" FNJUF B %JSFUJWB EF &RFBHOOIBBT GFBR
BSRVJUFUVSBT ;FSP 5SVTU

1SJOD«QJPT EP ;FSP 5SVTU
" SFEF ¥ TFNQSF DPOTJEFSBEB IPTUJM
1SFTVNB RVF PT BHFOUFT EF BNEBEBT Ke FTUYP EFOUSP EB |
" MPDBMJ[BEYP EB SFEF TFHNFODBEYS BOAPOS ITRGHB JNONE- S
S5PEPT PT EJTQPTJUJWPT V UIN¥NPJIBB/ESAII B BENVT YP B \EFPSHEFE
"T QPMOUJDBT EFWFN TFS EJOKBJIP B TOM NDBBIVWD § M BEGW FBV QEBFS (
0 EJTQPTJUJWP Ke OYP ¥ B GSE®GUFJB\BI[BEPSCABEBEWN E B JFHFC
OT DPOUFOUPSFT TFN TFSWJEHMRS FSOB WOP/SFANE B B P J O P W\PS
USBEJDJPOBM

1SJODJQBJT EJGFSFODJBJT

7TFSJGJDB¥iP BPODWPOONSBSIP EPT NPEFMPT EEPTBEEVEBOEBSUGE
DPOUJOVBNFOUF BT JEFOUJEBEEFRTERJT QB INU DBERPTS F TP 1B QBPET:
BOUFT EF DPODFEFS BDFTTP

"DFTTP DPN QSIWIMPHEPRTN O¥Y DPTODFEJEP DP N MBI OV Q 3
HBSBOUJOEP RVF PT VUJMIJ[BERPS8HFTBA BFSNITIGHFVPNOWH® BBIN

JDSPTTFHNFBUBYPFT TYP TFHNFOUBEBT RAWNQ[BIDBFT HF NWSBB T
QPTTOWFM WJPMBEYP F SFEV[JOEP B TVQFSGODJF EF BUBRYV

7JTICIMIJEBEF PCFBOCHFOMIR PGFSFDF WJTJEBRKBE BEFT BOSIB/A)
EJTQPTJUJWPT F SFEFT QFSANILUBER B BNEBEBAF F SFTQPTUE



1PM«UJDBT TFOT«WHFUTQBR DWPIDBAYEP BDFTTP TYPBEXGZINJIDBT
DPOUFYUVBJT DPNP GVOE£xFTE@PTVUIWP FERBS QPIT BV SBJ EPPE

0 ;FSP 5SVTU ¥ VNB NVEBOE£B GVOEBNRCUW BN FMHR B-OLE NFFOJO THPE
NPEFMPT USBEJDJPOBJT EF TFKYSBYCPEE YOPBTVBHP JFOR QT O@N FRIGE
JOUFSMJHBEPT F EJTUSJCVCESFEBHIFNPKH jON BER DP® GNBSBT FNQ S
5SVTU NFMIPSB B QPTUVSB EF TFMVEBIIEEH EREVNBIPBIBBOBTBEFK FEE
POQFSBE£+FT NBJT TFHVSBT F FGJDJFOUFT

1SJODJQBJT DPODMVT3FT

" 1SFTVNB RVF UPEPT PT VUIJMNSBEPSISKFP BPFQRBESMPPD¥PSED
" 7TFSJGJRVF DPOUJOVBNFOURBUEBWOEBEBEFEO BEB T (BH-T D DVDFE S
" *NQMFNFOUF NFDBOJTNPT SPCVTYWPPF EG BSIWRMBEIMPBEYP BVU
" 4FHNFOUF BT SFEFT F MIJNJUPB ®@JBDEHR TS DW NMGBITP QR QISR D
" .POJUPSJ[F F BOBMJTF PT EBERIFE®PCTHNS RC LB QB BORFU U
" "WUPNBUJ[F F PSRVFTUSF QPBVMEBIBE TUP DR 6 I BINNOMFD BEF H F SV

"EPUBS P ;FSP 5SVTU OYP ¥ BQFOBIDBNBENBNQMBNROEBOY¥B DV DION
BT PSHBOJ[BE+FT BCPSEBN B TFHVEEMBOEBJDBERNVG6 ¥ MM ® BCCES QEH F
UFDOPMPHJB QBSB QSPUFHFS EGSDB[NP®UFFDNPROVUEBVETY BNFGESBT
EJHJUBM TFHVSB



$"1<56-0 a326" ;&30 M645 0Rk26" (03"

"T BNFBEBT ce TFHVSBO£B DJCFSOBUNPEDB WRNEBVINFOU BENF BFBE G P
FYBDFSCBEBT QFMP DSFTDINRKIFUFEEBD BFEGCF U &NCTRISE BA'S BIIF ©B
DPOTUBOUFNFOUF EFTEF FOUYRNEBEVYEFBUS0BWMB INBOUTFVOBUMBNF
DICFSO¥UJDB &NCPSB PT BUBR\DHPDIPEMB ESNOEGERF FAH HTUIFEOIBN
SFDFOUFT UPSOBN JNQFSBUJWR R\FH B3 BROSEHBB ;-5 B S:SR/TT WOWJITUB N

TECHNOLOGY

BNN JPMorgan Sees Hacking Attempts on
Bloomberg Systems Double to 45 Billion Per Day
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The Audacious MGM Hack That Brought Chaos to
Las Vegas
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Change Healthcare’s ransomware attack costs
edge toward $1B so far

First glimpse at attack financials reveals huge pain
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BDFTTP BMBSHBEP B UPEPT PT EN EFTUFD W PHMAVDINTFO BP BANNC WH(Q WER
QSFDJTB &TTB QFSNJTTYP FYDBUBRWRB TDEB OB G/NBBUVWBS @ © BJF [E
QSPHSBNBEPS GPSFN DPNQSPNFWHEBDQPEN BIBFBQEPNVBRIM UBS FO DB
QBSB BDFEFS B EBEPT DPOGHHEHRODOBFMEDB UDWNBM GV FEU X SFQISB FEO
MFWBOEP B VNB WIJPMBEYP DBUBMVMWSBGIDIBEF EBEPT F QFOBMJEE

&TUF DFO+SJP EFTUBDB W+SJPT QPOUPT DSOUJDPT

" 1FSNJTT3FT FDPNTRNYWBB GSFRV|ODJB PT WWINBPHE®SFW AV ¥
RVF PT OFDFTTSJPT QBSB SFBNMA(BP EF TYBIWBSHEPTN QDT
WIPMBEP OB QS-UJDB DSJBOEPTCBDLEPPST PDVMUBT QBSB

" 'BMUB EF WJTJCJIJMBIEBREV JH)BBOWMBBEHVSBOE£B U|N ESIFGRIDVWFE B
BCSBOHFOUF F FN UFNQP SFBM WERFERVE N VB~ NOBIDSBIFTPU B \RUN, SH
FYQBOTYP "T BVEJUPSJBT NBOVBSPT FPSBRNESBEBT FQBP Q P!
EFTBUVBMJ[BEBT FN BNCJFOUFT EF OVWFN EJOZNJDPT

" (FTUijP NBOVBM HFSEBS NIVWMPBSFT EF QFSNJTTSHIT BBBOFD FES
OVWFN QPS NFJP EF QSPDFTTPTVNBOGOBIWEM JNQWBIBFO B FUC
IVNBOPT GBMIBT EF TFHVSBO£B F HBSHBMPT PQFSBDJPOBJT

" 1POUPT DFHPT EF BNFBEBN 2 NPEPAUPESBERNFOUP DPOUOOVP EP
EJGODJM EFUFDUBS BUJWJEBHHBB OUREIWMBE FWH JVEGPUIEB R
VNB BNFBE£B JOUFSOB

" $PNQMFYJEBEFT EF BEP®&ISSB JEBEFVUVSBT SFHVMBU™S PRT SJ
(%13 UPSOB TF VNB CBUBMIB EJGEND HF KRMBROE B £ $ JH DSROBRP B
F NVMUBT QFTBEBT

" "ENJOJTUSBEPDPTORPBYMWHTJIJEFOUJGJDBEBT BPEPF DSAQSETT B@!
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JNQFEJS QFSNITT+*FT FYDFTTROMBIEBBFOWVWFNFD BEOEPPYNEBBINEJOIP
NOOJNP F B TFHVSBOEB SFGPSE£BEB OB OVWEN

”

%FUFD¥iP EF QFSNJTBIFFRWIBBITT EWBITFHVSBOEB QPEFN JEFO
QSFDJTYP VTVeSJPT GVOEL£+FFYDFFSWBPTFRRN REFBENITTEVT
$IFHB EF TVQPTJE+FT BQFOBT JOTJHIUT BDJPOWFJT

BFEJNFOTJPOBNFOUP BV UPNBWEHBEWYNFEBY BXK¥TUFT NBOVBJ
BVUPNBUJ[BS P QSPDFTTP EF SEEJNFOSBEP @BPNNF P WS EG DEQI
NOOJNP *TTP HBSBOUF RVF DBEBTJ@FSNJEBERFT UHEHFO RB/ F YXBSHD
SFEV[JOEP TJHOJGJDBUJWBNFOUF B TVB TVQFSGODJF EF BU|
.POJUPSJ[B¥{P EF BNFB¥BT z JHENFPOULEBEEIFB OWYP SIPRIFUSP VB EF
BDFTTP EFUFUBOEP QSPBUJWBNEBT FUBWIWBIEIBNEB-TT EEFF BTCOFETM
QSIWIM¥HJIPT PV DPNQPSUBNFOBP V NBED INEE D R T BBVEF PINT@BINP |
7JTJCIMJIEBEF EF JEFOUJEBEFTWIOWSM O[8W¥P v 00 B XPEER &P
BT TVBT JEFOUJEBEFT F QFSNJTFHRBT B&TTIPFD BIE BB D B NS0 U pPv
FMIJNJOBSe QPOUPT DFHPT F TIERMJIGBEDBRBY BNONSIBPBTDOGNW K
%FUFD¥i{P EF BENJOJTUSBEP SIFEIF @ DYGIUPVIF 8 UFPNBRIBPBNF O |
BMUP SJTDP DPN QSIWIM¥HIFRVMFBMBEP TT FRIVSEB DEBO & PWPH-
BDFTTP EFTOFDFTTSJP F FMIJRTODOFN WFUPSFT EF BUBRVF PD

"P USB[FS FTTFT SFDVSTPT BWBNBBBEBPERB*R."Q B S BOP YO PPDH M
QPTJEYP DPNP B $/"11 ;FSP 5SVTU &BUB BCRBSPOBHON B EPFABSBES C
QSPGJTTJPOBJT EF %FW4FDOQTYB*EBTTFHMIBEEEBSBTPERUEF VN DP
TPCSF PT TFVT BNCJFOUFT EF 8 EW BN OWBIB/BU ISFER/ [PE B PSSIN DEP
JOPWBEYP TFHVSB
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Code Images

Response

ADR

1. Critical Vulnerability Detected in application

YFUFD¥{P F SFTQPTUB EF BQ

dh Infrastructure

Application

Q Scans/Analysis

Runtime Anomaly . Misconfiguration
Detection App Behavior Detection
Findings
Threat Analysis /
Vulnerabilities

« DETECTION: A critical vulnerability was newly discovered in an application which allows remote

command execution from ftmp/ folder

« RESPONSE®: Apply a policy to prevent execution from ftmp/

« RESPONSEZ: Prevent the application from deploying in new env using admission controller.

2. Access to Suspicious IP Detected from Nginx application

+ DETECTION: App behavior module detected suspicious IP

+ BESPONSE?: Enforce network segmentation policies

« RESPONSEZ: Enable full network logging for Nginx application

5. A privileged escalation vulnerability was detected in one of the dependency of the application

+ DETECTION: SAST detected vulnerability in the application dependency

» RESPONSEZ: ...

: Ensure that the application is deployed with AllowPrivilegeEscalation="false flag

"T BQMJIDBE£+FT NPEFSOBT TYRPTONBN APBREE¥N FMPDBFP TNBJIM JRJY QF
USBEJDJPOBM GPDBEB FN EJTFQ®YB UJRMITIF H.WA3 W FTSI N QNOFUTAMERI® S E
OBUJWBT EB OVWFN EFJYBOEP/ MR KEBCUM IPEHBHEHF D EGU'IND P K)YBAVBP \B
BUBRVFT TPGJTUJDBEPT FN UFNQP EF FYFDVEYP

BRVJ RERAFOBBBiP F 3FTQPTUB EFO"QIVMI\D,B¥Y*F TS MPAME "%3 $"%3
VNB TPMVEYP EF TFHVSBOE£B VORRDB BBMF HUMNBQEEBETU B RWIFDB R NRTS
DJDMP EF WJEB EB TVB BQMJDPEN PE JHFPT BE Y cE AFTYFFDW B MRV F NI F D FUNP(
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"SFTQPTUB B BNFBEBT ceT BOQOMJIDBPDOHIT H
NBOVBJT EFNPSBEPT P RVF SFUBSEB B S

$POKVOUP EF GVODJPOBMJEBEFTFEFPNDMDIFWOPSF®BE QB
BVUPNBUJ[BEB

O "DDV,OPY "%3 GPJ EFTFOWPMWIEFPUBBQFFDNQFEBSFBIUBRYPBBE B B C
BCSBOHFOEP TFHVSBOE£B EF UFN@B EF ESBTBAWIP QBERVSBOREE FVE
EF QIJQFMJOF $* $% F TFHVSBOEB OB OVWFN

(% Runtime

« System Calls
« Networking
 File Access

Qs ci/cb

+ laC
+ Image Registries

=4 Workload

= Container Images
= Security Context

[
<>

AccuKnox ADR
Security Capabilities Kubernetes

« KubeAPI

+ Role-Based-
Access-Control

¢ Cloud

« VPCs and Load
Balancing

+ Key and Encryption

1SJODJQBJT SFDVSTPT

" %FUFD¥{P EF BOMJDB¥3FHFPN JGFINQYF FFBRIOJUPSF JOTUBOUB(
,VCFSOFUFT F FN 7.T FN UFNQP EF FYFDVEYP
" 3FTQPTUB QSPBUDWB GBBREBFB¥BPNBUJDBNFOUF BNFBEBT [FSP

BWBOEBEBT

"15T BOUFT RVF FMBT BGFUFN BT TVBT PQFSBE

" "OYMJTF GPSFOPFEUFORBEVOEBEPSNBE+FT EFUBMQBEBTVRNBCSF FV
JOWFTUJHBEYP F SFTPMVEYP NBJT S*QJEBT

" "OYMJTF DPOUFYUVDPW EFFEROEB¥BWFOUPT FN UFNBBB SFBM F °
JEFOUJGJDBS QBES+FT F DBNQBOIBT EF BUBRVF FNFSHFOUF

" $IJDMP EF WJEB BVUPNBUJ[BEMERVIFPQBNBOYBHEFSWFOPT QFS|
BVUPNBUJDBNFOUF BEBQUBOEP TRN®E MVWENEB RVF BT TVBT B
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JODPNVOT EP QSPDFTTP PV
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EF QSJWJM
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JOWFTUJHH GSBHNFOUBEPT

B JODJEFOUFT

JTPMB BVUPNBUJDBNFOUF P
DPNQSPNFUJEP F SFTUSJOHH
BOYMJTF GGFPSTFOOFF SFHJTUPT
DPOUFYUVBJT QBSB VNB JOW
SFGJOBNFOUP EF QPMO©UJDB

O "DDV,OPY "%3 HBSBOUF RVF BT FWBEBIQMR GBPLSHNFE BT 5B R B N GUSF
DPNQJMBEYP BU¥ P UFNQP EF FYBDMEY B BPUW 3W FE FUBBHWSSEPCSABB B
WFSEBEFJSBNFOUF QSPBUJWB *0OWOGCUBLPFNQBFP TFBUBRVFN &7 PEMBM
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TVSHFN FN UFNQP EF FYFDVEYP FRVBOBP BNBTVB WB QK FSBWERT
RVF B EFUFEYP F SFTQPTUB EP PQUFIPOBM TNBHBF TAFP ¥IBBIJIT

1PS RVF B TFHVSBO¥B FTUYUJDB §8 JOTVGJDJFOUF

$POTJEFSF VNB BQMJDBEYP GJOBUOSEBT S ONBWUWERSO BTUFRVF STGVBSE
FN WIJHPS .BT F TF

" 6NB WVMOFSBCJMJEBEF PDVMUBDBGWPF BUJWBEB EVSBOUF B
" 6N VUIJMJI[BEPS DPNQSPNFUJEP BNONUBSFSTDB MBS FRSSBIMN MG U |
" 6N NBMXBSF EPSNFOUF HBOIBS WJEB OVN QPE BUJWP

&TTFT TYP DFOSJPT SFBJT FN RVBJIJDB NFEMEBNY BDF TOMABIBRPGEH FT
UFNQP EF FYFDVEYP UPSOBOEPSIPDNQFBUBNFOBRURI{EBMP P VQL
EBEPT DPOGJEFODJBJT PT QS IMBDEYB JTH O® B BBB B PTFFHIV § B O/A\BB EW JU
DPOWJEB B WIPMBE£+FT EF EBEPBI FDPNFSSEVRENMNPFEDRP GPHTDTBFN
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1SPCMFNB *NQBDUP

1POUPT DFHPT f"NFBEBT OYP EFUFUBEBT UFNQPT EF QF
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SFTQPTUB MFOU "USBTPT EJTQFOEJPTPT BVNFOUP EP JN
JODJEFOUFT

$POUFYUP JOTV|'BEJHB EF BMFSUBT BNFBEBT DS©OUJDBT

-BDVOBT EF DPQqQ .VMUBT EBOPT e SFQVUBEYP FTDSVUO®O

"DDV,0OPY ,%3 DPNP VN FTDVEP ,VCFSOFUFT FN UFNQP
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FMBT PDPSSFN

$FOYSJP JNQFEJS VN BUBRVF EF NPWJNFOUP MBUFSBM
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EF CBODP EF EBEPT DPOGJEFODJBM
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O "DDV,OPY , %3 QFSNJUF MIF QSPWBNE3FOQAB WICNFEBNFMWFHR PHB SBC
B DPOGPSNJEBEF EFTEF P D EJHP BU¥ BP UFNQP EF FYFDVEYP
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NVMUJDMPVE EF VNB PSHBOJ[B£WY BB YT BWE B BBEBM TS B FANFQUAFDUH
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Automatically Generated Hardening Policies Based on Standard Compliance Framework. Our
system has the capability to suggest hardening policies based on common compliance
frameworks such as MITRE, NIST, PCDSS, and CIS.

Using the Policy Editor Tool to Personalize Policy Creation

Ensuring Application Uptime and Zero Trust Posture with Inline Remediation, With a robust,
declarative policy in place, it's possible to execute inline remediation against runtime attacks
like APT vulnerability and log4j. This approach helps to maintain the uptime and zero trust
posture of your applications, ensuring their continued protection.

Isolating Workloads and Restricting Traffic to Prevent Malicious Lateral Movements is
simplified. To prevent malicious lateral movements, it is important to have the ability to
isolate workloads and restrict traffic.
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3FDVSTP
"CPSEBHFN

$PSSF¥iP FN MJOIB
1SPBUJWB

JUJHB¥{iP QT BUBR"
3FBUJWB

‘PDP

1SFWFOELYP EF BNFBE£B
UFNQP SFBM

3FTQPTUB B JODJEFOU

5FNQP

&N UFNQP SFBM EFOU
FYFDVEYP EB BQMJDBE

"Q T B PDPSS|ODJB EF
TFHVSBOEB

4VQFSGODJH

SFEV[JEB QFMB BQMJD
TFHVSBO£B BP OOWFM

*OBMUFSBEB PV QPUF(
BU¥ RVF B DPSSFEYP T

7JTICIMJIEBH

.POJUPSJ[BEYP DPOUO®
PCTFSWBCJMJEBEF EP
BOQMJDBEYP

%FQFOEF EF BOMJTF
JODJEFOUFT

*OUFSSVQEY

.©0JNB DPN P PCKFUJ
QFSUVSCBE+FT OBT P

l1PUFODJBMNFOUF QFS
EFQFOEFOEP EB FYUF(

&GJD*DJB "MUBNFOUF FGJDB[ DP| &GJD+DJB MIJNJUBEB D
DPOIFDJEBT F EFTDPO| FWPMVEYP PV BWBOEB
Let's understand how AccuKnox prevents Remote Code Execution (RCE) Vulnerability with an example to disallow any binary execution
— o x -
- :
b t..'> the | g screen and choose your Ao Confirm a specific policy to apply
=luster and namespace 1 I ands the ;.JI.‘II._.IC-:\. nto pending
o= .
""" R [ sev—a
roval i —
=
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1SJODJQBJT

EJGFSFODJBJT

" DPSSFEYP FN MJOIB TF EJGFSFrRIDJBEFERTUREBEY BPHEF OTBWSBHRE/JD Ef

"CPSEBHFN QBPBRISISWEYP FN MJOIB ¥ QSPBEJWERVIFPBRD BOE
TFKBN FYFDVUBEBT PV DBVTFNFEBBPP FN WF[ EF SFBHJS E

1SPUF¥{P FN UMRBNRQPQ@EF\8 EFOUSP EP UFNQPPEBWVEY¥FD\VEF P
DPSSFEYP FN MJOIB QPEFN EFUFUSBBMNJNUOHRS[BREBEBQF
EBOPT F WIPMBE+FT EF EBEPT



SFEV¥{P EB TVQFSG«®D BR) MB BBEEYPVEF QPMOUJIDBTYPFSFENY S
B TVQFSGODJF EF BUBRVF F WODIUBIPRBPEO BRFEFABFOBBEBE
QSJOD®QJPT EP NPEFMP EF TFHVSBOE£B ;FSP 55VTU

7JTJCIJMJIEBEF F NPOJUPBT [BEVNV HOPFOUEP \DBPISSFEYP BN MJO
DPOU©OVB EP DPNQPSUBNFOUP EFLUFNQ®FBESMN FYFOKE WA B B
SFTQPTUB NBJT FGJDB[FT T BNFBEBT

*OUFSSVQY¥{PBNRPSSBEYP FN MJOIB WJTB OF ¥ B SEBMB [BS B 54
OPSNBJT HBSBOUJOEP B DPOUJ®OIEBPF)JEPB DFER M RS P A

&GJDYDJB DPOUSB BNBPRPYETD GBBEOM REHOPMPHIBT BWBOEBE
BQSFOEJ[BEP EF N RVJOB BT BPQNEERTEER DPSEF FY R JUN HY
BNFBEBT DPOIFDJEBT F EFTDPOIEBJEBE [BO®P ¥ VBIOEBE B Y GOV
BWBOEBEBT "15T

Features (® AccuKNOX Brand A Brand B Brand C Brand X
- Zero Trust Enforcerment + Observability + Add-on Chbservakbility + Add-on Observakbility + Add-on Observability + Add-cn
Design Approach Chservability Enfercement Enforcerment Enforcement Enforcement
- S Post-executionStop Post-executionkill Proc Fost-executicnkill Proc Replaces runC. Shim
Enforcement Method Inline MitigatianAny LSM container from user space from kernel space layer added before runC
Reliability msﬁggfg%gg‘??ispp ! F‘otcntial service I Potential service ! DQIQr_":iaI service _ﬁir;irsl\f:iﬁiliilﬁeﬁi;
keeps working. impact mpact impact s .co'wnti'mc'.s
Policy Creation Auto-discovered policies Auto-discoversd policies - manual rules Pradefined Policies
1
1. AA% st 1B ,-i%-IppN%-1 HB8TkHpH%-1,& , --$ Yneis

1SJODJQBJT DPODMVT3FT

" DPSSFEYP FN MJOIB ¥ VNB BCPSEBRFEBQBPBUSW K e UIFFNHYFS
BQMJIDBEYP EFUFUBOEP F NJUJHBO®EAF BNRBUBR BEN R EQNDQ B SE
BCPSEBHFN SFBUJWB GPDBEB OBFSBEIQPTUB B JODJEFOUFT F

" DPSSFE£YP FN MJOIB ¥ DSVDJBAW QB S5 BW DPFOFSB (BSTPBREB P
NPEFSOBT SFEV[JOEP B TVQFSGRITIMEEBEFBR WP GIJHPSB [BE
DPNQPSUBNFOUP EB BQMJDBEYP

&MB BQSPWFJUB UFDOPMPHJBT BWBBESBEGH JDEBPENRP BF 4N« FF#I1OE
QPMOUJIDBT EF TFHVSBOE£B EFUGABJIBTBFBIOPNBRAVBIBAINK ©F \BU SH

" DPSSFEYP FN MJOIB TF EJGF SBHOMN B) QPBUR W/MBS RDFFSU¥EBPBE
SFEVEYP EB TVQFSGODJF EF PUFRGN QEYPIKNOK JEBEF MEPIDUY O !
BWBO£L£BEBT BMJOIBOEP TF BPTBQ@QEBO,FERJIFSIVER NPEFMP EF

" BEPEYP EF TPMVE£+FT EF DPQBEBYRVVFNBITIPSBI BCRIITBE®PT BV
EBT BNFBEBT DJCFSO¥UJDBT FN FPBEP MV OB FWESP BB KBWNVEN T
FN UFNQP SFBM HBSBOUJOEP BND®INJII]BU EPBE K EB F ORI W X
EBEPT F EBOPT @ SFQVUBEYP



A4FD¥iP 4AFHVSBO¥B *B$ *OGQ@8PFTUSVUVS

0O RVF 8 B TFHVSBO¥B *B$ EB "DDV,OPY

" TFHVSBOE£B *B$ EB "DDV,OPY ¥ WBIBBT® BYE YO GRRVF@TBID B TQE P KB
FYDMVTIJWPT BTTPDJBEPT BP HF$ RO/MNBW RPEPNEFBRIEE SBIETUSV B W
WBSJFEBEF EF GFSSBNFOUBT UYES®BINBUJIHRBS -JUTCEPITSHBBB POHB
NBOUFS B QPTUVSB EF TFHVSBOEBMWEIYBNEFIFOHVSBRNE B VWENBTU
EB "DDV,OPY GPSOFDF VN DPOKVBEIIUP @ & 8BIM™HBHOWRDP N FIrESEBBBNT Q
JOGSBFTUSVUVSB FN OVWFN BPBEBBOUFPOERPR BFUYFOGMH EB M VBEIE BE
EJTQPOJCIMIJEBEF EPT SFDVSTPT

1PS RVF 8 RVF B TFHVSBO¥B *B$ EB "DDV,OPY 8 JNQPSUBOU

"T DPOGJHVSBEL£+*FT JODPSSFUBSJEBMNPEROMPGIDBQISWIPF@UBAHVEB
RVF JOWBTPSFT IBCIJMJEPTPTFRBQMP SIFAN BIOBRUSBP £B PANRQ BPTNF U
TIJTUFNB | NFEJEB RVF BT PSHBOR "B+ BB SE RPNV DBHEHBOWSE [FNBRB $
FN OVWFN QSPUFHFS FTTFT BNCR UPBOB PIFI 60 OEBNTF QBPBEMD & * B¢
¢ TFHVSBO£B DPNP DPOGJHVSBERSBIBE®DESQFOETOBDET TEF DEWPVE
D EJHP NBMJDJPTP " TFHVSBOfLBIBBS[BBE+'PDB,MPF¥FBESKVER BTTHS
DPOGJEFODJBMJEBEF JOUFH®NSEEPH FE B JCRFPSBIKTIWSIEBYSBEPN SV

$PNP P "DDV,OPY BMDBO¥B P *B$

0 "DDV,0OPY *B$ 4FDVSJUZ VUIJMIDB VBIBBECPBEB H)FS\W B RHW 8SB BJTO G ¢
MPOHP EF UPEP P TFV DJDMP EF WJEB

"OYMJTF FTUYUJOBEIFBNEPUBA DPNP $IFDLPW UGKFFIFFUSEHIB
EF D EJHP FN NPEFMPT *B$ EFRCDWHMBERF O EFTTRAHNISB @ &B/ CF
JODPSSFUBT F WIPMBE£+FT EF DPOGPSNJEBEF

SFTUFT EF TFHVSBOFB EBODUNMIDPH TFHVSBOE£B FN (FHNGE FEE S I
EPT SFDVSTPT EB JOGSBFTUSWUNVBS8SEHN XOBPFQSBENMENBGIDMB
BNCJFOUF TFNFMIBOUF BP EF QSPEVEYP

.POJUPSJ[B¥{P F SFHIORUS'SBRPOWYBVHIPNP "84 $MPVEBBBIJM "
$MPVE T OQFSBUJPOT 4VJUF GPESFORPPNUFFINBEPHF B SFBIOREE
WITJCIJMJEBEF FN UFNQP SFBM EBQ PBIMOBIBLHFIOMB BIFOAESBIF

1PM«UJDB DPNP DBEDBFr,QB¥ JOUFHSB P 0QFO PIPRVBIDIZP"HF O L
NFDBOJTNP EF QPMOUJDBT RVF BNURNSBUJPDEBB BR NMFBBSBM® £
QPS NFJP EF QPMOUJDBT EFDMBSBUJWBT

.FOUBMJEBEF EF TFHVSBO¥®P FNDYSORKIQBPAWPHWBS VNB NFOUB
TFHVSBOE£B FN QSJNFJSP MVHBS3JSGEGPBITF & BB OGP TBEF PTVBIC/SIBBRY
EFTFOWPMWINFOUP GPSOFDFOEMP NGPPESRMBET FE F N I WM SBUD\ESBE
SFBMJ[BOEP SFWJT+*FT F BVEJUPSJBT EF TFHVSBO£B SFHVME



Binds

Status PROTOCOL COMMAND BIND PORT ADDRESS COUNT
(2] AF_INET /home/sediment/build/verifier 8100 0.00.0 1
- AF_INET /home/vault/appver 8200 0000 1
- AF_NETLINK | /home/sediment/build/verifier 2

Egress Connections

» Egress Connections

Ingress Connections

Status PROTOCOL COMMAND POD/SVC/1P PORT NAMESPACE LABELS COUNT
a TCP Soin/vault 127.001 8200 179
. TCP Joinfcurl svc/vmservice 8200 msdeploy app=vmservice = 10
1
Ktngprp? >, 3846.0%0$0.1035".&/50 %"3&%&

{ O Some checks were not successful Hide all checks

1 cancelled check
(0] Runtime-risks / Tests (pull_request) Cancelled after 172 Details

° This branch has no conflicts with the base branch

Only those with write access to this repository can merge pull requests
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"SRVJUFUVSB
DEVELOP
Shift-left security to

development stage.

AUDIT 1 3 DEPLOY
Assure application Govern workload
behavior for security policy

L omi
compliance reports k ci [} and config
or post-incident adherence to Org
forensics. security rules.

\ AUTOMATED /

OBSERVE ] RUN
Meniterfor runtime EnforceZero-Trust
anomalies and Policy linked to
integrate with SOC strong identity for
for threat isclation system,network
and response. and data.
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" "DDV,OPY *B$ 4FDVSJUZ VUJMJ B RANB TFMBOUBGIFSEN @ AC5FFU 8§ B I F [

GFSSBNFOUBT %FWO0QT F BNCJAYBFESRN DUAVURNS B YDDUMOUPT TFH
QSJODJQBJT



3FDVSTP %FTDSJ¥iP

(FTUYP EF TFHVSBOf 1MBUBGPSNB DFOUSBMJ[BEB QBSB
WeSIJPT QSPWFEPSFT EF OVWFEN F §

7TFSJGJDBE+FT EF TF| 7TFSJGJDBEL£YP F WBMJEBEYP BVUPN
BVUPNBUJ[BEBT EF *B$ EVSBOUF P EFTFOWPMWJNF

"QMJIJDBEYP EF QPM®| "QMJDBEYP BVUPNBUJ[BEB EF QPM
DPOGPSNJEBEF QPS NFJP EB 1PMO

.POJUPSJ[BEYP DPOY .POJUPSJ[BEYP F SFHJTUP FN UFNC
JOGSBFTUSVUVSB F FWFOUPT EF T

$PMBCPSBEYP F WJT| 'FSSBNFOUBT EF DPMBCPSBE£YP B (
WJTJCIJMJEBEF F B DPNVOJDBEYRP F
EFTFOWPMWJINFOUP

1SJODJQBJT EJGFSFODJBJT
" 4PMVEYP BCSBOHFOUF EF TFHVEBOCEB WBEERE¥B DO GSBRIREFP/B
" *OUFHSBEYP OBUJWB DPN PT F\NJ 6 DIRBIBNGEPOIUBAD% ERWIRT EF
" "QMJIDBEYP BVUPNBUJ[BEB EF QBM®EBRBDBT F WFSJGJDBE£+FT E
" 3FDVSTPT EF NPOJUPSBNFOUP F SFHIJTUSP FN UFNQP SFBM
" (FTUYP DFOUSBMJ[BEB F WJTJEEMJEBEF FN BNCJFOUFT NVML
1SJODJQBJT DPODMVTS3FT

0 "DDV,0OPY *B$ 4FDVSJUZ PGFSFPFOWHFB TP M\BESYEP (BFPROV/FTHURBS FB BI® |
HFSFODJBEB QPS D EJHP "P BREBPWRIDPBSBTRGMEFFTERVIEEOHB E
DPOU©OVP F BQMJDBEYP EF QEM®0JDBI+ AT "B DIV UJRB B ISVEB BT R
HBSBOUJS B DPOGJEFODJBMEBBE FER OBV H SFHFDB/ESH F TE B F QROUIERBIMII
QMBUBGPSNB DFOUSBMJ[BEB WFS8JGBIEEESFENEO UBRVESFB DE B B&/RJS
DBQBDJUB BT PSHBOJ[BE£+FT B BEPBBEBSFRHWNEB O£®D &BBVJBEBEH RB/F
TFHVSBOEB FN TVBT QS<UJDBT EF *B$

4FD¥iP (3$ (PWFSOBO¥B 3JTDP F $POGP

" "DDV,OPY GPSOFDF VNB QMBUBGP S3NH B $FBHOPHFORIFNEEBRPW F(SO E
EFGJOJS F BQMJDBS QPMOUJBBEIEBI BHVBBGCPSNNPBHBRFSBMBP RE
OVWFN ,VCFSOFUFT F DBSHBT HFNYV®BCIBINPIIPBE ¥ B E DFPJPUCSEPIM P B RN
CBTFBEB FN SJTDP HBSBOUJOBPVSRE FABDAFGEBBNRAKBEFIHJIJUBM

0 RVF § JTTP

" QMBUBGPSNB (3% EB "DDV,0OPY ¥ VINBEBPQB/IN B BCESBO BF PSHBS
HPWFSOBOEB HFSJS SJTDPT FBIBSBWBJJIO BSBFOGPBNVEBHBEFH FAY B



VNB QMBUBGPSNB VOJGJDBEB QBFBVEB®E®BISNP BRUWHRIBBSSQP B@PJ
DPOGPSNJEBEF F DPSSJHJS QRPBUIMIENBEGFUOF WIPMBE+FT F WV MC

1PS RVF 8 JINQPSUBOUF

/IP QBOPSBNB EJHJUBM BUVBM BT P IBDBEIMBEQRBF EC BNFBUBN ®¥NT
SFHYVMBNFOUBSFT F NBOEBUPT ERFBBOKBPWRIPDBEOEB" GBEBJSBS SN TNDE
DPOGPSNJEBEF QPEF SFTVMUBSMFNOEROQ F R B MOIIEIEEETF A SEBIVD B DIF) ¢
JOUFSSVQE+FT PQFSBDJPOBJT " SBEBBEBTGHTS KBTHM@IP, D PEFPS® DR
BCSBOHFOUF RVF TINQMJGJDB & BS/REPWNBOEPB PP B JJ DPDEHR TOPYTP EDFP (
WIPMBE+FT EF TFHVSBOEB

$PNP JTTP 8 GFJUP
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%FGJOJ¥{P F BQMJDBBTPPEHR®MBEABBTQPEFN EFBYCB® £
DPN CBTF FN QBES+FT EP TFUPS1$'P% 44Y F NSBMP /4% F*B'Q N
FN UPEB B TVB JOGSBFTUSVUVSB F BQMJDBE+FT

(FTUijP EB QPTUVSB EB OVWBNQMEBBGERENBRUFSINJUF B NP (
BWBMJBEYP DPOU©OVBT EB QPTE\OSBNER TEMVSBOSB PFCEBR
EF USBCBMIP HBSBOUJOEP B DPIWGEBSBNWNJEBEF DPN BT QP M«

1MBUBGPSNB EF QSPUF¥;P EF PRSHBTLEF DIS\BOPMIBROBOOU
NPOJUPSJ[BEYP F QSPUFEYP FN BINMNQPE PXW O\ SBFDES BB
BNFBEBT WVMOFSBCJMJEBEFT F WIJPMBE£+FT EF QPMOUJDE
$PSSF¥iP BVUPNBUJ[BEB F QSJPSHEBXBCBAFS8EB BIS JPISTI

F SITDPT DPN CBTF FN GBUPSRKIMPBRBE AWIEBERE FPVER §NEWF
FYFDVEYP &MB BVUPNBUJ[B PT QEPRVFBBTBEE FOIPQ 8P £IYPOF



SFMBU+SJPT F BVEJUPEBJBD \BOPBOMFOBRIBFMBU SJPT EFUBN
USJMIBT EF BVEJUPSJB F EBERISBBOFBERF TOFRSN\NRIOWT O EPNR
SFBMJ[FN BO*MJTFT EF DBVTB SBJ]|

.VMUJMPDBY¥|P"RQBBBBGPSNB TVQPSUB NVMUBBP®EAYP DF
GVOE£+FT 3#"$ F JTPMBNFOUP PRSHBOTFFNISFOBMFHBEHBHUEE
FRVIJQBT F QSPKFUPT

"SRVJUFUVSB
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" QMBUBGPSNB "DDV,OPY (3% TFHVRVKNB BSRBVJURFBLR $BDB O S1P OHH- ¢
HFTUYP EF SJTDPT F DPOGPSNQHEBEFE BB SRIOLFIQESE DPIND\PRON-

*OUFHSBY¥{P F EFTDPCBS'WDD BVMJPNYBEFBEFTDPCSJS F JOUFH!
JOGSBFTUSVUVSBT BQMJDBE+*xFFTRUBBEMBD FEFE B S\BNCE K PPT OB S
CBTF

OCTFSWBCIJMJEBERQNMBOBSEPGBNB NPOJUPSB F BWEBMYES BE® £BJ) E
BNCIJFOUFT EF OVWFN DMVTUBFGHEMMC AESFOAUFRDAUB B DB KRKNBM KV F
EBT QPMOUJIJDBT EFGJOJEBT

"QMJIDB¥iP F DPNSEBHF OB QPTUVSB EF TFHV PEG £BOMIDBSW E
QPMOUJDBT QPS NFJP EF WSFRIP EFERPT+ FOIPAPPBPDIFSGGBSBNE W
BVUPN.-UJDB EF WIJPMBE+FT



SFMBU+SJPT BOYMJFRQIVMB BR¥GBPSR8IJBFSB SFMBU SERD BIOSBRBO
F NBOU¥N USJMIBT EF BVEJUPSJBIJEBEB W BB M IE-S 8 PGIIT E F

5BCFMB 1MBUBGPSNB "DDV,OPY (3%

3FDVSTP %FTDSJ¥|P

%FGJOJEYP F BQMJD| %FGJOB F BQMJRVF QPMO©UJDBSY +FH
EP TFUPS

(FTUYP EB QPTUVSB| .POJUPSJ[BEYP F BWBMJBEYP DPOR
,VCFSOFUFT OVWFN F EP ,VCFSOFUFT

1MBUBGPSNB EF QSH .POJUPSJ[BEYP F QSPUFEYP FN UF]
usBCBMIP OB OVWFN USBCBMIP OB OVWFN

$PSSFEYP BVUPNBUJ "VUPNBUJ[F QSPDFTTPT EF DPSSF{
DPOGPSNFT

1SJPSJ[BEYP CBTFBH 1SJPSJ[F WVMOFSBCJMJEBEFTPFNH]
FYQPTJEYP EB SFEF F FYQMPSBCJN

3FMBU SJPT F BVEJU (FSF SFMBU SJPT EFUBMIBEPT EFUI
F EBEPT GPSFOTFT

.WVMUJMPDBEYP F 3#"| 4VQPSUF QBSB NVMUJUFOBODZ DP
GVO£+FT F JTPMBNFOUP PSHBOJ[B

SLOW paced, PROCESS MANUAL process of
driven, POINT in time Compliance

Continuous and

Real-Time Adaptive A
Automated Compliance

Monitoring

SILOED and FRAGMENTED G R C TRIAGE of Alerts dilute the
approach to GRC - focus into high severity issues

Integrated, Correlated
and Connected

Proactive Remediation
and Zero False Positives

COMPLEX environment having MultiTenant,
Multi-Cloud and RBAC control

Multi-Cloud, Hybrid-
Cloud and On-Prem
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1SJODJQBJT EJGFSFODJBJT

1IMBUBGPSNB EF TFHVSBO¥B EFFBNQ MJDB¥3FBS P BB YWBVY,EBYOY¥
DPOTUSVOEP DPN CBTF OVN NPEFWF @F DIFFOHE/F RGPRI FESP BXV
BOMJDBE+FT F DBSHBT EF USBCBMIP OBUJWBT EB OVWEFN

"MUJNPT QBESSFT $*4 #FODMBXB B%.BWBMJBE+FT EB "DDV,0O
#FODINBSLT F PT SFRVJTJUPT $.S$BBDRG G B ENEIFEB RB $BBSE &P G
BVEJUPSJBT

*OPWB¥:FT TFNJOBJT EP 43* 4UBOBPBEWBOIPYB 3 EFTTFODIWNRM W
DPN P 43* F JODPSQPSB JOWFOA+HNVIBRNEBBEHA BFPROIGFBG U FCEHFN
BOPNBMJBT F QSPWFOJ|ODJB EF EBEPT

OCTFSWBCJIJMJEBEF F BQMJDBY¥ (PVMBRIBFBESNBFWURMLI[B B UFDO
#FSLFMFZ 1BDLFU 'IMUFS QBSBGJPCFOIWBCECIMEBEBEEB TFEFQMR

$PSSF¥iP QSPBUJWB F BIW\P,OPRPYI{BEIRP SIJ[B PT SITIPATERF BVUF
DPSSFEYP SFEV[JOEP P SIJTDBfEFD¥F DPOGPBONLIBEBEF F WJF

4VQPSUF QBSB OVWFN NBMUMBWEGP SNBST¥QPSUB BNCBFPBUFT
I©CSJEB CFN DPNP JNQMFNFOUBQXEFOLBPBEIT YWBEB GUIDEP
DPOTJTUFOUFT FN UPEB B JOG/BFTUSVUVSB EF 5* EB PSHBO

1SJODJQBJT DPODMVT3FT

" "DDV,OPY GPSOFDF VNB QMBUBGP S 8BHRW BSICSBOMABF CHHS RBE
HBSBOUJS B DPOGPSNJEBEF FNFOWS\BFONBMVFC ESBGEUBTPROB BB H |

" QMBUBGPSNB PGFSFDF NVMUJSHABBY Y FCBOTF@ESPANP 5 3D § TF
USBOTGPSNBEYP EJHJUBM TFHVSB F FN DPOGPSNJEBEF

" "DDV,OPY BVUPNBUJ[B B BQMJDBGBYP BP @QUWPME®WR FBE DP SIPO
SJTDP EF OYP DPOGPSNJEBEF F WIJPMBE£+FT EF TFHVSBOEB

" QMBUBGPSNB BQSPWFJUB UFDOPOWHOBIFIOPMNBIEOREBIIBTEB®D BN
PCTFSWBCJMJEBEF F BQMJDBEYP FGJDJFOUFT F TFHVSBT

$PN P TFV TVQPSUF QBSB OVWFAPNTW®ES N MBF FVNBC H PE\B- SBD B
SJTDPT F DPOGPSNJEBEF DPOUVYBBFEORUBET EN \UNE B BHBMG SBIY
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FTDBMBCJMJEBEF BDFTTP S.QFHFS BPYPEGESG FEIR/B IDPSN PO B $
TFHVSBOEB

1SJODJQBJT DPODMVTS3FT

" 0 "DDV,OPY &0EQPJOU %FUFDUJRB Q@PEFIFITBPDAMV &YV E¥
UFSNJOBJT RVF PGFSFDF NPOJROSBEBEEP BRPRZBIVEB SEDWI
S QJEB B JODJEFOUFT

" &MF SFTPMWF BT MIJNJUBE£+FT EBOBNFEJBBHBEB T OBV QB 6 WB
WIJTJCIMIJEBEF BCSBOHFOUF DBB8BIJQYFBGSBEB B BNFSBE B3N I

" " BSRVJUFUVSB SPCVTUB EP "DDV,EFYERB®BRBT CCHBN MBESE\FB [OFED E
NFDBOJTNPT EF BO-MJTF DPNQPBWHEB B~FO P B ™ U [BAEBV SJPINBE
PSHBOJ[BE+FT TF EFGFOEBN DPOUSBBBNFBE£BT BWBOE£BEBT

" $PN PT TFVT SFDVSTPT BWBOBBEPT'BFDEJGPYF&W 3 BDIF QBYCDIN
TFHVSBOEB B TF BOUFDJQBSFN cc TBBAUSBUBEIYPJEFSIGVUIJIBB
NJOJNJ[BOEP P JNQBDUP EPT JODJEFOUFT EF TFHVSBOE£B
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DPNP 4QMVOL &-, 3TZTMPH WNUQPBEFNBOMBMNBEPISSTPUBSNEHITUPT
VTBOEP B PQEYP EF JOUFHSBE£YP 4R .DBOBM JMBHB BFPIIBTT GHFESHNB N |
GFSSBNFOUBT 4*&. F EF FNJTTYBTEAT I PMIF'@E TS MOFPMNEFBB QMIV GIM B T L
+JSB

*OUFHSB¥iP DPN 4QMVOL

Apps Browse more apps
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0O "DDV,0OPY JOUFHSB TF DPN P 4GMBOEF VRE WFEEHSPBERNBURGF
WJITVBMJI[BS EBEPT HFSBEPT QP S WFRRAMMP BT DO B RV NPIOIB LB @
QBSB QSPCMFNBT DPNP DPOGEFVEBHAYEBAUOBD ESSFUBNHOBFTQBSB
JOUFHSBEYP FOWPMWF B DPOGJHWSBENXPPESP ¥&IM VOB B EVUIF @ WFRD B
OFDFTTSJPT 6NB WF[ DPOGJHVSBWFJIJBBSPBHBCIBEUPT QPEVNTH
WJITVBMJI[BEYP EP 4QMVOL QBSBTPEBFASHUIBOBBI EBP QBBVJSPEPT I

"QMJDB¥iP "DDV,OPY 4QMVOL

"M¥N EB JOUFHSBE£YP B "DDV,OV®I|PEFBFDEFEVPNREGMIPDBOE VP SIWE
QBJO¥JT DPOGJHVS*WFJT QBSBFEBMF,YCEFEB G NUFAN QP USF B I3 MR\D B M)/
SBTUSFBNFOUP EF BMFSUBT FNDWPAN QPWSABM B NCPEEG-B/IPJIE B E FE B E FGI.
FN WeSIJPT QBSZNFUSPT 0 QSPD\FP TBIEF APY UBNB/AYLP FEOPVE MMWID B
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0O "DDV,OPY QPEF TFS JOUFHSBEPNBIRJIJOBPPRVIIMPV PEHBDOJ[@BESFT
QPEFSPTPT SFDVSTPT EF NPPHTU FESBNHO UR GUFHSBANFPP SEFRWIFS VN
"84 F VNB DIBWF TFDSFUB "84 " IFBGGR HH\BIBRANMP EG VBMMF\S B BO PANI Q F
HSBWJEBEF EP HBUJMIP F TFMFDDBOBE EF84MOYVMPSBEFPDODRAMPHT
FODBNJOIBEPT QBSB P $MPVES8BUBIUDRNPCBA®G QB \GSB-RB/ | OP IBPER
DPNQBSBOEP PT MPHT FN UFNQP SFBM DPN PT HBUJMIPT DSJBEP

*OUFHSB¥iP DPN P 3TZTMPH

1BSB PSHBOJ[BE£+FT RVF VUIMFBWNYP EFSSWIHEIFY BTZPMPB\QBPB IR
JOUFHSBEYP EFEJDBEB " JOUFW$BEF¥R SNVRODRIP OBINFFOSMWJIE F BB
FTQFD©GJDBT JODMVJOEP P WGPEOODNNFROEBEB RBP OWPBNF BBQPTEF U
6%1 O6NB WF[ DPOGJHVSBEP P "DDSFORYUPPIEEIJSCGWBBE BUWH BB TE
QFSNJUJOEP B HFTUYP F BO*MJTF DFOUSBMJ[BEBT EPT SFHJTUPT

*OUFHSB¥{P EP 3TZTMPH 'FFEFS

O "DDV,OPY UBNC¥N TVQPSUB P FBOGBNWOSBRTF EFHF LWEIFO P I TBAPSBIWE 1
3TZTMPH 'FFEFS &TUB JOUFHSBSYMHPGAFRSIFEF @8 PPFEABRNQU®I E
VN EFTJHO NPEVMBS 0T QS¥ $ERY BITJAUMIP HOPN ¥ ¥ RDWNE TFE FWB D P (
IPTU *1 OYNFSP EB QPSUB F UaJQP E'FDPSBEIHV/SBEN PSEOWRMWFEF B
EF BNCJFOUF RVF EFUFSNJOBN FFOWNRQRPSHBABO QP SB\PJ URFKCEHHS R F (
SFHIJTUPT F BMFSUBT QBSB P TFSWJEPS 3TZTMPH



*OUFHSB¥iP DPN P "[VSF 4FOUJOFM

0 "DDV,OPY JOUFHSB TF DPN P ¥ PV&F&4 FOBWIGWEV E B NOB/ WEMN VEEB . J D S
EF JOUFHSBEYP FOWPMWF UFSQ/QN KNGIP ANV EPD'YYSFP-ERJOV'SF 4F
PSHBOJ[BE+FT QPEFN DPOGJHV SBRUBMIFIFOBSBE ¥ P &PFSTO LLDPAINFE P F
63- EP XFCIPPL OPNF EP HSVQPT® WHEW B E§ TEMB 8§ BVDPUFHYPIYP FO
UFTUF QBSB WFSJGJDBS B GVODJPOBMJEBEF

*OUFHSB¥iP DPN P "[VSF 4FOUJOFM 'FFEFS

"M¥N EB JOUFHSBE£YP EJSFUB PIBNPOUPPEFTSRPIUB P F@IVENSIBT
BUSBWY¥T EP TFSWJEP 'FFEFSFANOFYFDVEPY PMPFOMN TRFSBMEDUFH S
"QQT QBSB DSJBS GMVYPT EF USBQB\SIBEP BAVIUFONEUSFHBERATUFTX6 eI P[]
DPOGJHVSBEYP FOWPMWF B EFRVEFIDPP EFPWB SIJPWFQ D BE\R) B NBOIF@
SFHJTUPT QBSB P "[VSF 4FOUJOFM

*OUFHSB¥iP EP ,VCF"SNPS 4QMVOL

0 "DDV,OPY UBNC¥N PGFSFDF VNEP JOOFHSMBES FF PFEQNMBER. FOBQ M
4QMVOL GPSOFDF SFMBU SIJPPOBRVMIBWHFM BBISB B M FERIBIOF MNQWISN
, VCFSOFUFT &TUB JOUFHSBE£YP PERSFOFNGVOPIPOBMFSRBAT DPE
BDFTTP F WJTVBMJ[BEYP EF EBERT FPBl TBQ B OFINE B\ S BFPFT @IMWEB S|
JOTUBMBEYP FOWPMWF QS¥ SFROBUFOPOPINP'NFBMAS BIMSWUBE F/ CVC
DPN VNB JNQMFNFOUBEYP 4QMVOL BUJWB

AFD¥iP $BQUVSB GPSFOTF

0O "DDV,OPY ¥ VNB TPMVEYP SPCVIBBTHFEF-B?PORGCGHR FSFFO-RNVFFBQR
NPOJUPSJ[BEYP DPOU©®OVB F BQWIDBEMP G F SOAADE UIM®@ A SENFB £\ € !
UFNQP SFBM F VNB USJMIB EF BWEWE §J8JQ B3 B £XYEPF @ B BANJMEEEBYTP B
BNCIJFOUFT ,VCFSOFUFT

O RVF 8 P "DDV,OPY 'PSFOTJDT

O "DDV,OPY 'PSFOTJDT ¥ VN DPNQRPIOFOWHAFSBEOSBCHEPTUFEPHR B B JO
"DDV,OPY 1FSNJUF T FRVIJQBATRPOERS B OEBIEFFWHFIIEHB I FHY !
,VCFSOFUFT GPSOFDFOEP SFBVEUBFPSEBUBWMVMBERP, DDUSIMGP B EFTF’

1PS RVF P "DDV,OPY 'PSFOTJDT 8 JNQPSUBOUF

/P DFO+«SJP BUVBM EF BNFBEBT FN TS QQQIEBI FRB/N M ¥ S YPS BE UR $YHBE OQ
JODJEFOUFT EF TFHVSBOE£B ORWHKFRNVD BINCV FORM TPSBO JWPT EBT O
DSVDJBM BP QFSNJUJS RVF BT FRVJQBT EF TFHVSBOEB

*EFOUJGJDBS F JOWFTUJHBS WUPMBE+FT EF TFHVSBOEB QSP
%FUFSNJOFN P ?NCJUP F P JNQBDUP EF VN JODJEFOUF

3FVOJS QSPWBT GPSFOTFT QBSH B/IFHEBIJNTF EB DBVTB SBJ[ F Q
*NQMFNFOUBS NFEJEBT DPSSFUJWBAOREFBRBEBP NJBSERSPU
"QSFOEBN DPN PT JODJEFOUFT ETRUVEBWSBEB EFNFIVHFP SB D 48



$PNP 8 RVF P "DDV,OPY 'PSFOTJDT 8 SFBMJ[BEP

O "DDV,OPY 'PSFOTJDT BQSPWBIUBFWBFE GPBOEDFB BNOQMSUF G
SFTQPTUB B JODJEFOUFT

.POJUPSJ[B¥iP PPOD¥OOBY NPOJUPSJ[B DP O UJWDRMBMNIF (BBUHS P HE
SFHJTUPT F BDJPOBOEP BMFSUBJU@GB SBY RWBRN R ¥+ 5TBRR \Q PEV/B

SFHJTUP BHBFIESBFFHRTUPT EF WeSJPT QBEHBRPUPE RRPPODVNSI UH
EFUFDUBS EFTWJPT EP DPNQPSRBNFWREPT PV OFFN B £F T) @ E JDBH

"QMJIDB¥{P EFOQPSWOWIDIEPITT EF BQMJDBEYP EF RWY R&B IJDBHJIER
BUJWJEBEFT OYP BVUPSJ[BEBT ORISPBDFAOPYR¥P BV BFEH B
QSPDFTTPT TFKBN EFUFDUBEBT F SFHJTUBEBT

"OYMJTF G'ROSBFMDJITFUBT EF TFHVSBOE£B P VBROBMIUIBMPTUBAHGPU
FPT BMFSUBT BDJPOBEPT QBSEREBEFSNJGBBBS MBTUBOITNP EP J
F BWBMJBS P JNQBDUP QPUFODJBM OB TFHVSBOEB EP DMVTLU

SFTQPTUB B JODPNEEBUFTOB BO*MJTF GPSFOTIFOVBFARVBGBEB BM I
JTPMBS QPET DPNQSPNFUJEPT£B (MOWDIFBT 5T BB DI & FWERFS DFIE
QBSB VN FTUBEP TFHVSP

"SRVIJUFUVSB
"BSRVJUFUVSB EP "DDV,OPY 'PGBOETIDPINDPOFIOTWHT GPSIIOPRAYBIT

,VCF"SNFSl TITUFNB EF BQMJDBEL£YP EF NFOYSBHE B BR) WIDOMBS !
DPOUJOVBNFOUF QPMO©UJDBT EF TFHVSBOE£B EFOUSP EP DMV

"HSFHB¥{P E¥NMPHTUFNB DFOUSBMJ[BEP BFFBBSNBBEYP MFHVF
PT QPET EP DMVTUFS

.PUPS EF BOYMIMV¥ QPBF®AFP NPUPS EF BO+*MSFHJTRSPHOB H S
DPSSFMBDJPOB FWFOUPT F GPB®E DO WO GPBENEELLF F BSFTRNW B

(FTU{P EF BWNJUBUFNB BCSBOHFOUF EF BRTEN R ENQBPMESRINB
RVBJTRVFS WIJPMBE£+*FT EF QPHMRURWDWBEBFVORPUIWNEBEST TVTQ

+EVMP EF SFTQPTUB M NTEVNEF EFETDBEP RVF GBDEMIUBTB£ ¢
DPNP JTPMBS QPET DPNQSPNFWSE®OEB BPQYMIPW 5 SQUFSDOFPTE E B G
FTUBEP TFHVSP

5BCFMB 1SJODJQBJT SFDVSTPT GPSFOTFT EP "DDV,0OPY

3FDVSTP %FTDSJ¥P

.POJUPSJ[BEYP EF BDF 3FHJTUPT F BMFSUBT QBSB UFBR BUGW
FN UPEP P DMVTUFS

.POJUPSJ[BEYP EB BUJ| .POJUPSJ[B F SFHJTUB MJHBSEBP EIF 3
EF SFEF

.POJUPSJ[BEYP EF QSH 3FHJTUPT F BMFSUBT QBSB FYFDRE PH/
FYFDVEYP EF DPNBOEPT EFOUSP EPT (




3FDVSTP %FTDSJ¥iP

3FHJTUP EF BVEJUPY 'PSOFDF VNB USJMIB EF BVEJUPBHE
EFOUSP EP DMVTUFS QBSB BOMJT

(FSB BMFSUBT FN UFNQP SFBM @BS
PV BUJWIJEBEFT TVTQFJUBT

"MFSUBT FN UFNQP 9

Process forensics

Get granular details of all the
executed processes within
the target workloads.

Syscall forensics

Get granular details of all the
security sensitive system
calls within the target
workloads.

=
|: =
=
File forensics

Get granular details of all the
accessed files within the
target workloads.

L- | |
Sensitive Asset
audit

Audit any (read/write)
accesses to sensitive
assels.

£

Network forensics

Get granular details of all the
network accesses within the
target workloads.
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1SsJODJQBJT EJGFSFODJBJT EP "DDV,OPY 'PSFOTJDT

.POJUPSIJ[B¥iP BCPSBO@DHWFORB¥ 'PSFOTJDT GPSOFDEPNPDRETUPF B
GJDIFJSPT BUJWJEBEF EF SFORUSPFEFDD/MY PUFRB Q SWOFSOFU R
WIJTJCIMIJEBEF DPNQMFUB EF QPUFODJBJT BNFBEBT e TFHVS

3FHJTUP BHBPFHBEFFHBS SFHIJTUPT EF DPDEROFYT 'REPEOTEHD D KB
VNB WJTYP DFOUSBMJ[BEB EF UPEBDEVJBE G\PJIEBEIFF FQBFB NA

*OUFHSBY¥{P EB BQMJDBYOUFHOBENR DIPBNTPT SFDVEPPT EF B
,VCF"SNPS HBSBOUF RVF RVBJTRVF& BN QWBPEBENFOUF EFUF!
GPSOFDFOEP FWJE,ODJBT GPSFOTFT WBMJPTBT

"MFSUBT FN UPNQBPMFESBIMT FN UFNQP SFBM RH\ENEO £BI RVTFQPT
SBQJEBNFOUF B QPTTOWFJT JOEDEF ®UFNQBMD U P HYRBBREB J BNM (

BFDVSTPT EF SFTQPTRBMBODYOOBEFREFOTIDT PGFEFPHTRPDVYS”
JODJEFOUFT QFSNJUJOEP RMWFFBITOQPREVIJQ PN EFPNFHUMEPO LB QT
TFHVSBOEB PV SFWFSUBN PT QPEPr BGFUBEPT QBSB VN FTUB

1SJODJQBJT DPODMVT3FT

" 0 "DDV,OPY 'PSFOTJDT ¥ VNB TP MAEE FPBQPM FBP TGB° QBG BF TER
FN BNCJFOUFT ,VCFSOFUFT

" &MF GPSOFDF JOGPSNBE£+FT EFUBVWINBEBSINBIBFISR BV ENJB B
JEFOUJGJDBEYP QSPBUJWB F NJUJHBEYP EF BNFBEBT & TF

" " TPMVEYP BQSPWFJUB B NPOJUPGPM@Y PDBA ORJ ® CBWB1 JB LBRY
EFUFUBS F JOWFTUJHBS JODJEFOUFT EF TFHVSBOEB

" 0 "DDV,OPY 'PSFOTJDT QFSNJURERWGFBMJIFRN BXBMEFFTFGNS
BCSBOHFOUFT EFUFSNJOFN P FAODPDRF BNQIFQIBDWH NE N B.
BEFRVBEBT

" $PN B TVB BSRVJUFUVSB SPCVTRIBDD ¥ JGHYS FROSRFIBTIDINQPS
PSHBOJ[BE+FT NFMIPSFN B TVB RPQRPUEBNESBOP ENE FIEGVD
EF TFHVSBOE£B OPT TFVT BNCJFOUFT OBUJWPT EB OVWFN



AFD¥iP 4JTUFNBT EF FNJTTijP EF CIMIFUF

O RVF 8 P "DDV,OPY 5JDLFUJOH

0 "DDV,OPY 5JDLFUJOH ¥ VN SABBSYP RVYEGHRIBIDPN TOTWANBT E
QPQVMBSFT QFSNJUJOEP RVF BUSPDHBOP[EBE+iFFSB\EY PNBRJ C[FNI PU
EF TFHVSBO£B F EFTDPCFSUBT EPN'OWMYGOPB P&GEMB/ VP EFHSS8BYBM
F NFMIPSB B DPMBCPSBEYP FOUSSBITQERWRBICEFFSFARVBBBEBLIP $
QFSNJUF P SBTUSFBNFOUP F B QFTBNMEMEY\PTBP EPFS BCQMBIBE GFPNS NB !

1PS RVF P "DDV,OPY 5JDLFUJOH 8 JNQPSUBOUF

" JOUFHSBEYP EF CIMIFUFT ¥ DSVDJBM QPS WeSJBT SB[+FT

(FTUijP FGJDJFOUF EF HBSBEFEDM\UFPINBUJDBNFOUFBJUEEFUT QB
TFHVSBOE£B P "DDV,OPY 5JDLFUBDH HBESB Q8 P QRYWBNFD U6 DUES
NJOJNJ[BOEP P SJTDP EF JHOPSBS QSPCMFNBT DS©OUJDPT

'MVYP EF USBCBMIPBDIFOOUFSESBEBE®MPN PT TITUGNBNJBF RMFL
FRVIJQBT EF TFHVSBO£B USBCBHKVYFNOE W N8B BINKDIFOIUE BB E JB
DPOUFYUP F BYVNFOUBOEP B QSPEVUJWJEBEF

.FMIPS DPMBBPBB¥FPASBELYP EP 5JDLFUJOH GBDUMI BB ¥RB JHA
TFHVSBOEB F PVUSBT QBSUFT JOUFSHEVMI@EDB E FDEPWNIPF © YP3/BAEJ
GPSOFDFOEP VNB QMBUBGPSNB DREBS SBWHIB EBTOBFR B FSBVISBJ

3FHJTUP EF BVEJUP®JBUR BIFAMBIUHESBEPT QFMP UPDEFOPY GP
BVEJUPSJB BCSBOHFOUF QFSNPOJWESH R \DP 8 & PSSNHIEEBH B AN
TFHVSBO£B F PT SFRVJTJUPT SFHVMBNFOUBSFT

$BQBDJEBEF EF DSJBS VN ,OJDP SUBIPO TQPBVEIE BV B S JBATDPTHI
TFHVSBOE£B FN UPEBT BT GFSSBNMOUBN OWNGYO BORE R BD UKU BB
SVOEP EP GMVYP EF USBCBMIP

"USJCVIJ¥|P EF 4RFES BPUFIBBBUSIJCVIEYP EJOZNBIPB+EEBJJDLF!
NFMIPSBOEP B BVUPNBEYP EP GMVYP EF USBCBMIP %FW4FDO

MName Type

TESTLOCALZ Finding

CSPMTEST Caontrol

LOCAL-VS Finding

o|/olo)lo

VulnLocal Finding



KtnsphH@ Ae, . 0%&-088&5*$,&54

Ticket Template

* This Is sample test ticket template

Static template: &

Ktnspr@ B e, 1&340/"-*;" . +0& $3*"..+06&/ 0704 .0%&-04%&5*$,&54

$PNP 8 RVF P "DDV,OPY 5JDLFUJOH § SFBMJ[BEP

0O "DDV,OPY PGFSFDF JOUFHSBAWVP DN BENF- SIMTFIUATU DYV BB FFT

$POOFDU8JTF 'SFTI4FSWJDF EMBOWRED EBEX PO GQPSPNDEEMNPOUF FOW
3FVOJS QS8 SBRVYFBIBPIDSFEFODJBJT 63-T B B UBNMFHSBELYFD
TIJTUFNB EF CIMIFUFT FTDPMIJEP

$POGIJHVEOB¥PMBUBGPSNB "DDV,OPY OBWFHB/GBEUY¥ B TTHFMKPJ
TIJTUFNB EF FNJTTYP EF CIMIFUFEFEFOBKRBBEBEL£Y®TOE B FPTIT EFIF
JOUFHSBEYP 63- EP TFSWIDFDEFWETORNF EF VUIJMJ[BEPS F



$POGJHVSBY|PEP UDPIF&®IHVSBS B JOUFHSBENPV SBIS WU K BB
EF UJDLFUT FTQFDJGJDBOEPHBFNMPNFBEB YO CFGOIRPNWEFBEN R SP K
P UJQP EF QSPCMFNB F P NBQFBNFOUP EF QSJPSJEBEFT

$POGJHVSB¥P EIPEBAUMNMIPT VUIJMJ[BEPSFTRBHEFIS DBP Q8 3B VH
BVUPNBUJDBNFOUF UJDLFUT OPPNIJTBFNB R BIJDESEUATIPUEHL
HSBWJEBEF PV GSFRV,0ODJB EB BNFBEB

IJTQPTJI¥3FT EF FNJTTijP EF CIMIFUFT EB "DDV,0OPY

*OUFHSB¥iP DBNDPD¥JSBY JOUFHSB TF DPN YUJMHBRFSND L5BFDEF E
OPUJGJDBE£+FT EF BMFSUB EP "B D&TOBYJOB FHS/EETY P BBOY/WBTNEB J{B ¢
EF UJDLFUT EP +JSB DPN CBTFHOWSBOEEK VYT TBFFO8SBTCBMIP EF

1S8§ SFRVJTIJUPT
" 63- EP TJUF +JSB
" & NBJIJM
" *% EP VUIJMJ[BEPS
" 5PLFO EB "1* HFSBEWPRPOB OBSUISGSMEBFITIBO DPN NBGBHRF QSP
" $IBWF EP QSPKFUP
&UBQBT EF JOUFHSBY¥|P
"DFEB ¢ TEDEMBEBY{PWVEOPBDBYTOPY F TFMFDJPOF P TWQBSBE
$MIRVIFER®DIMPEDF-DUPSwWw F TFMFDJPOF j4FSWJEPS +JSBw

*OTJSB PT EFUBMIFT EB JOUFHSBE¥PSWINDF BBFTO UMRNSBEF¥PV L
SPLFO TFDSFUP "1*

$MIRVUBDPFOE EF UJFLGEBSEFEBIJSBEFUBMIFT EF DSBGEYRVSB
NPEFMP QBESYP OPNF EP QSPBRNF® UPIQP @EIJPSBEBIENB NB

(VBSEF B DPOGJHVSBEYP



https://id.atlassian.com/manage-profile/security/api-tokens

© ACCUKNOX

_—
V' Jira

Help (3)
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*OUFHSB¥i{P DPN $POOFDUS8JTF

0O "DDV,OPY QPEF TFS JOUFHSBPEBRWP ®0FRFDWIBMIMBEPSFNISBDFCI
EP "DDV,OPY FN TVB DPOUB $P OEDADRMNSBUB[B& P T@SPOFAH 8BEF M FSB
$POOFDU8JTF DPN CBTF OPT GHEFN YU EFFOSYBFECBMIP EF TFHVSBO

1S8 SFRVJTJUPT

" 63- EP 4FSWJDF %FTL

" *% EB FNQSFTB

" $IBWF QYCMJIDB

" $IBWF QSJWBEB

" *% EP DMJFOUEBURCUJEBWRNMPOQFS DPOOFDUXJTF DPN $MJF
&UBQBT EF JOUFHSB¥ ;P

"DFEB e TFDE£YP j*OUFHSBEYP EFJPBGPBRITWABSBEPS, (3R . TF

$MIRVF FN j"EJDJPOBS DPOFDUPSWwW F TFMFDJPOF j$POOFDUS8

*OTJSB PT EFUBMIFT EB JOUFHSBE4RPS VOPINF %EBTLO W% HESEB E WP
QICcMJIDB DIBWF QSJWBEB F *% EP DMJFOUF

$MJRVF OP CBDLFOE EF UJDLBUATERPFYBMOFD EFIDP GCGGPSYOBE
DPOGJHVSBEYP NPEFMP QBESYRBERBSFOBP BR @S EFSQBRPEMN
(VBSEF B DPOGJHVSBEYP

$POGIJHVSF PT HBUJMIPT EF BMFBUBJQPBSB OPUJGJIJDBE+FT EF
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*OUFHSB¥iP DPN P 'SFTI4FSWJDF

0O "DDV,OPY JOUFHSB TF DPN P ROHTHTFYWJIM F[BEPSHIUSPEPCBN OIF
"DDV,OPY OBT TVBT DPOUBT 'SFTPMBSWBDF RSTRIBFJOP FEFSBE 3 B £\
QSPCMFNBw EP 'SFTI4AFSWJDF DPNEBFHWOPEOGBI VWRT EFOUSEFBCBM

1S8 SFRVJTJUPT
" %PNOOJP EB FNQSFTB
" & NBJM
" $IBWF "1* TFDSFUB
&UBQBT EF JOUFHSB¥ ;P
"DFEB e TFDEYP j*OUFHSBEYP HFIPBGPBRITWQBSBEPS, (3R . TF
$MIRVF FN j"EJDJPOBS DPOFWUPEwW F TFMFDJPOF jJ'SFTI4FS

*OTJSB PT EFUBMIFT EB JOUFHSEEYPP NOPOFPEE NBUMHESMB &R |
TFDSFUB "1*

$MIJRVF OP CBDLFOE EF UJDIEBUFTERBFSBWIFASEWRI DP GGAPIYSBE
DPOGJHVSBEYP NPEFMP QBESYP EFIQPIPSJEBEEMFNB NBQFI

(VBSEF B DPOGJHVSBEYP
$POGJIJHVSF PT HBUJMIPT EF BMEBEWIPBSB OPUJGJIJDBE£+FT EF
*OUFHSB¥iP DPN P 4FSWJDF/PX

0 "DDV,OPY QPEF TFS JOUFHSBEP BN HPIWIDFP B EPSFNISEBEDOFCBI
EP "DDV,OPY FN TVB DPOUB EP 4BWPMNB/PX B&H TBSPOBFMAB EFY AFS
4FSWJIDF/PX DPN CBTF OPT GMVKFPITHFQWBTCBMIP EF TFHVSBOEB

1S8 SFRVJTJUPT
" 63- EB JOTUzZODJB



" IPNF EF VUJMJ[BEPS EB JOTUZODJB
" 4FOIB EB JOTUzODJB
&UBQBT EF JOUFHSBY¥|P
"DFEB ¢ TEDEMBEBY¥Y{PWVEOPBDBYTOPY F TFMFDJPOF P TFQBSBE
$MIRVIFEER®JP OBS W FOTFOMUHES WO BAF / P X

*OTJSB PT EFUBMIFT EB JOUFHSBENY®PT UWFONDR E E B QlFSMNIIBDEY P >
VUIJMIJ[BEPS EB JOTUZODJB TFOIB TFDSFUB EB JOTUzODJB

$MIJRVF OP CBDLFOE EF UJDLAUTEFRIBMSMTIEF/PRGGGRASOBELRI
DPOGJHVSBEYP NPEFMP QBESYP EFIQPIPSJEBEEMFNB NBQFI

(VBSEF B DPOGJHVSBEYP
$POGJIJHVSF HBUJMIPT EF BMFBAPBXQBSB OPUJGJDBE£+FT EP 4F
.PEFMP EF UJDLFU

0O "DDV,OPY PGFSFDF B PQEYP HF+DSBBSFNBPBMO B BT (B M FFTWDRP C F ¢
BUIJWPT FTQFDOGJDPT F SFTEMUBIERPUJBVF MBEPSFEVEBHFNT UEFIESS €
TFHVJOEP FTUBT FUBQBT

IBWFHVF BUY B TFDEYP .PEFMP EF UJDLFU
$MJIRVF OB PQEVYP j"EJDJPOBS NPEFMPw
1SFFODIB PT EFUBMIFT OFDFTTRPSFPDMDRMP PNOjRWESEMB S EFH
NPEFMP EF CIJMIFUF
1SJODJQBJT DPODMVTS3FT

" 0 "DDV,OPY 5JDLFUJOH QFSNJUM VINB UPNEBTH E B £YJFD RF BT RF
BVUPNBUJ[BOEP P QSPDFTTP EF M BYBEYPBE FF UBEIDILTFRCFSRIN

" &TTB JOUFHSBEYP TINQMJGJDB WFNFBEBBIBRNMBICP 6-£YOF
QMBUBGPSNB DFOUSBMJ[BEB QBSBFSIVEB®EBS F HFSFODJB

" 0 "DDV,OPY PGFSFDF JOUFHSBEYPTDIPANS WIDE- BRIGOWDIDEIF]
QS¥ SFRVJTJUPT F FUBQBT EFDBEGBGUHMEBEEP FTQFDO©GJD!

" 0T VUIJMI[BEPSFT QPEFN DSJIJBMNBEPN PFT CEFFO GJIMLVFSBTS QHBSU
HFSBS UJDLFUT BVUPNBUJDBNMP@WBRHMDAPN CBTF FN DSJU¥SJ|

" " JOUFHSBEYP EF FNJTTYP EF EMNSIFUEN IR FEBVA PISBI WIB®M B Y
QSPEVUJWJEBEF F GBDJMJUB VNRB/ NEBIMPESF DTFFMIE SBOEBYP A-
JOUFSFTTBEBT
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AFD¥iP ‘'JSFXBMM EF BQMJDB¥3FT

0 GISFXBMM EF BQMJDBE£+FT "DDBB D Y ¥S\BN DHPINJ PNOFORSFOW T LEEFMI
PGFSFDFOEP QSPUFEYP SPCVTUB QBSB- NC-GEBPBUSV&MEBETFGBODEH
EF BNFBEBT DJCFSO¥UJDBT QFPHBEHBOHPOEBRPEBTDPPGBIRNBEBEBJID
SFHVMBNFOUBSFT

O RVF 8 P GJSFXBMM EF BQMJDB¥3FT "DDV,0OPY

0 GIJSFXBMM EF BQMJDBE£+FT "UBBQOEBYBY ¥BIGHIFFOMME QS FEKKFUBHE B
XFC DPOUSB W+SJBT BNFBE£BT DJCPSCPYUJDBUF DPREPQIDIKAEYPLEFF
OYP BVUPSJ[BEP &MF FNQSFHB B¥DRONQBSUBNFOLBERBF ®IPWNPSBE ¢
US.GFHP QBSB EFUFDUBS F NOQWIBEBBMSJTDPT QPUFODJBJT FN UF

1PS RVF 8 JINQPSUBOUF

0 GISFXBMM EF BQMJDBE£+FT ¥ DBUEFBBI BR) QP BOBPSHNBXELHT B8 W H
QSJODJQBJT QBSB BUBRVFT DJTIHG,OWYWJIDEJP MID B N QOMIF NFSFXB3 M J
QPEFN GPSUBMFDFS BT TVBTFEFEBEABTF NBCGWHD BSIWUFMBEEBEREE

$PNP JTTP 8 GFJUP

O "DDV,OPY "QQMJDBUJPO "JSFXBWMMI QWP BNFAORFEPTVRNBVECRPPGKBH F
RVF JODMVJ

" 'JMUSBHFN EFVYBNBFBHP P US.GFHP EF FOU SBNEB MOBROIRPE MV
*1 EF PSJHFN F 63-T QBSB CMPRVFBS BUJWJEBEFT TVTQF.

" 3FHSBT EF TFENGBOX¥BYP EF SFHSBT QBSBNDBBEHGSBNBEP B
VUIJMJ[BEPS HFPMPDBMJ[BEYRIDU DBEFAFISBTIQFDOGJIDPT

" -IJNJUB¥iP EMIJNBIYBBS P OfNFSP EF TPMPEFRIBBE{FS RNEG UASP \
EFUFSNJOBEP QFSOPEP EF UFNQP BB 3B SFWIUAPB ShIPUBRVFT

" (FTUijP EFEFIWOOHVJS FOUSF US*GFHIRBIWNBEGP TMG B ®B INNJRJ.
BNFBEBT EF TQBN

" 1SPUF¥P DPOUSBIPUEPA F NJUJHBS QBES+*FT E¥NUSFGMHE FB
JOJOUFSSVQUP QBSB VUIJMIJ[BEPSFT MFHOUJNPT

" $SIJQUPHSBGJED8JQBHMHSBGBS EBEPT DPOGJEFOPIBE D FBIE &
FTQIJPOBHFN

"SRVJUFUVSB

"BSRVJUFUVSB EP "DDV,0OPY "QQIMIDBURKNO 'JSFXBMMJOH DPO

* $PNQPOFOUFT QBRIOMY EEIJEIMUSBHFN EF USMB FEHP MNR UPBE
UBYB TJTUFNB EF HFTUYP EF WCMHBE YN EV MPUPR EFN FEWN PF
44- 5-4



" 1POUPT EF JOUFPMSBX¥$B JOUFHSBEYP QFSGFRNHBSBON B VIUSH
QSPUFEL£YP DPOUSB %%P4 F TPMVE+FT EF TFHVSBOEB EF UF

" &TDBMBCIMSIEWBEWFBEP QBSB FTDBMBS IPSJFMH®UBIFNOWRI B |
OFDFTTJEBEFT EF TFHVSBOEB FN FWPMVEYP

3FDVSTPT EP "QQMJDBUJPO 'JSFXBMMJOH

3FDVSTP %FTDSJ¥iP

'JMUSBHFN EF USGH &YBNJOB P US GFHP EF FOUSBEBJQ
DPN CBTF OPT FOEFSFEPT *1 EF PS

3FHSBT EF TFHVSBO| %FGJOF SFHSBT QBSB DPOUSPMBB
VUIJMJ[BEPS HFPMPDBMJ[BEYBJIEW"
)551

-JNJUBEYP EF UBYB | -JNJUB P OfNFSP EF TPMJDJUBGB FH
EFOUSP EF VN EFUFSNJOBEP QFSO©
BUBRVFT %P4

(FTUYP EF CPUT %JTUJOHVF FOUSF US*GFHP IFNB[G
QBSB NJUJHBS BNFBEBT EF TQBN

1SPUFEYP DPOUSB % %FUFUB F NJUJHB QBES+FT EF US-
TFSWJIEP JOJOUFSSVQUP QBSB VU]

$SIJQUPHSBGJB 44- 5 $SJQUPHSBGB EBEPT DPOGJEF®DJ
JOUFSDFE£YP F B FTQJPOBHFN




Web Application Firewalling (WAF)

A WAF protects web applications by targeting HTTP traffic. This differs from a standard firewall, which provides a barrier between
external and internal network traffic. A WAF sits between external users and web applications to analyze all HTTP communication.
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1SJODJQBJT EJGFSFODJBJT

”

0 GISFXBMM EF BQMJDBE£+FBEWBDYBEBY ¥BJBIQ B/ LTEEBG BINEIF
EFUFUBS F NJUJHBS BNFBEBT FNFSHFOUFT FN UFNQP SFBN

&MIFF JOUFHSB QFSGFJUBNFOUF BNROWLEETS QMBIWOEGFPRWB B F
PSHBOJ[BE+FT DSJFN VN FDPTPJTUFNB EF TFHVSBOEB IPM¢

&TDBMBCJMJEBEF QSPKFUBEP QBB FYTDBRKQESDBEJIPRD UBM
BDPNPEBS P US*GFHP DSFTDFOBE FNBFVOFNDVAY B EBFEN D ENQ
EFTFNQFOIP

4FHVJOEP EJSFUSJ[FT DPNP )*1P'SHBB-EPMEEBIS BKVEEREB
SFHVMBNFOGBBOFDFOEP TFHVSBOEB BCSBWMHFEBBDRBBBPBQ

1SJODJQBJT DPODMVTS3FT

0 "DDV,0OPY "QQMJDBUJPO '"JSFXBNBVILOBH P¥R B PTTFBVIR ¥ ¥ PP & F STHHHF  (
BQMIJDBE£+FT XFC DPOUSB VNB BNQMB BI@ SBWERJ B B & BEBOOD DBGH SEOW
DPNQPSUBNFOUBM F GJMUSBHMBOJOBEEM ITHE PEFNEG PLES,ENM HPF B B F
WIPMBE£+FT EF EBEPT F NBOUFS$P DPOGIHFS/NJEBEV¥ SSTFPHVEMB NOO BB .
FTDBMBCJMJEBEF P "DDV,OPY DRE@MIDBBEBMOQBS B XBIMVHBIOIHB¥ BF F-
TVB QPTUVSB EF TFHVSBO£B DJCN DPYUNUDBOOF BWEN\N PYPFERNIPKES



AFD¥iP .JDSPTTFHNFOUB¥;P

" NJDSPTFHNFOUBEYP ¥ VNB FTUBSB Q¥HIBBERVIFFNVEBROE®B ER SFEF
PT SIJTDPT DIJCFSO¥UJDPT BIEFEBNEHR BNFOOGIFBIFNBOVPSVEBFEHA P M
VNB WJTYP HFSBM EB NJDSPTFHNFOBB KR MIANBF ONNBE S Bz BB R/ JNF
EJGFSFODJBJT F DPODMVT+FT SFTVNJEBT

0O RVF 8 B NJDSPTFHNFOUBY¥;P

" NJDSPTFHNFOUBEYP ¥ VNB BCP REFHENVEE FT FINBSBOEB AV TSHRHENFF
JTPMBEPT QFSNJUJOEP RVF BTPRBHBROMPBHESBDO VNI BB CIFPMCFISEFBR VMR-
"P DPOUSSJP EBT NFEJEBT USBERWDBPERBAOEFN BHFVSBOGEBBHFEFF@
NJDSPTFHNFOUBEYP DPODFOUSBMIFP ANV BSPMIHEES PBIBBIVWEFE VB

1PS RVF B NJDSPTFHNFOUB¥{P 8 JNQPSUBOUF

" NJDSPTFHNFOUBELYP ¥ DSVDJBM RS8R BFBBIICSESI BA WS BNDIABB B PETF
TFHVSBO£B USBEJDJPOBJT CBTHEBEHEBWIGKR \QBFISIONN WP O'P B IBESE B
BQMJIDBEYP B NJDSPTFHNFOUBEMPNISEBVPR BIAWQRSCO®MP MBEF BRINB R
B WITIJICIMJEBEF F P DPOUSPNP BEESEBHBS - FAQABI SMEFO&LF W
OVWFN POEF DBSHBT EF USBCBMWIIJEY®AENBIDBY JH BI$ RNVFEIEWBV SBA

$PNP 8 RVF B NJDSPTFHNFOUB¥{P §8 SFBMJ[BEB

" NJDSPTFHNFOUBEYP ¥ OPSNBMNFROWAFHJB @ MEFFNE BB E B G/JTBIXEBP QU
QPMOUJDBT EF TFHVSBO£B BQMJDBEBQD SCPPNE ODIWBFSVBEBYD BB H BP E§H B
DSJBS TPCSFQPTJE£+FT EF SFEFGWH B UV B @ MI\DB N FFIHING- OUBNWPH B F B
QPMOUJDBT QSFEFGJOJEBT OBEP THGNK BFD\WPN D@ DDBSFPINPPEBF&RE F
DPOFY+FT BVUPSJ[BEBT TFKBN QFSNJUJEBT

"SRVJUFUVSB
" BSRVJUFUVSB EF NJDSPTFHNFOOUBZYPTDP®IWDUEBREN US!T DPNQ
$POUSPMBEHSF DPPSEFOB QPMOUJDBT F DPOGJHVSBE+FT EF

1POUPT EF BAQNQMEN{POUBEPT DPNP BHFOBRFRTWEHRS URPBUXBPH H
EB SFEF QBSB BQMJDBS QPMOUJDBT EF TFHVSBOEB

.PUPS EF QPBMR&JIODBF BQMJIDB QP M®UJDBBITF EFP D PRFRYR W PUPH
F OBT QPMOUJDBT EF TFHVSBOEB

$PNQPOFOUF %FTDSJ¥|P

$POUSPMBEPS (FTUYP DFOUSBMJ[BEB EF QPM©OUJ

1POUPT EF BOMJDBE| "HFOUFT PV EJTQPTJUJIJWPT WJISUV

.PUPS EF QPMOUJDB| %FGJOF F BQMJDB QPMOUJDBT EF




1SJODJQBJT EJGFSFODJBJT
" " NJDSPTFHNFOUBEYP QFSNJUF FPWFOBTIPESIHEP JIBHY BB GE&E
EF USBCBMIP QSPQPSDJPOBOBPWIN@FPHORUEPMHFFEHFISBOV MBS

" "P JTPMBS DBSHBT EF USBCBMIP F S8RENM[DB IARIF BCKDIE PHT
P JIJNQBDUP EPT BUBRVFT DJCFSO¥UJDPT

" " NJDSPTFHNFOUBEYP BEBQUB TKE BTBENC BROMIDB £4+F F FIEN- [-F
NVEBOE£B HBSBOUJOEP QSPUFE£YP B¥PUOOVB DPOUSB BNF

" " NJDSPTFHNFOUBEYP GPSOFDF JDQGBE&SBE T FHF EFV-BNFIHBFE BT
GMVYPT EF DPNVOJDBEYP 'BDJMJRBUB BFUFEYPFPR BNFBEE

1SJODJQBJT DPODMVT3FT

" " NJDSPTFHNFOUBEYP NFMIPSB B JGGESBBDUYSVEB/SE BN BIFF B
JTPMBEPT

" 3FEV[ B TVQFSGODJF EF BUBRVEP TMBNBDB PUNRFWJ S PGS O F DVt
TPCSF P US.GFHP EF SFEF

" " IJNQMFNFOUBEYP FOWPMWF UTFDHO/PS\BRHEBBF H%T UY P MDGFLOIUDS

” 0T QSJODJQBJT CFOFGODJPTICEBSRYE NDPHAE \NBYIPP £ RMJSJIT DK
BEBQUBCJMJEBEF EJOZNJDB B BNCJFOUFT FN DPOTUBOUF

" "T PSHBOJ[BE£+FT EFWFN DPOTJEF SAB\S BP N QPOFTCFHN B 0 E BY
FTUSBU¥HJB EF DIJCFSTFHVSBOEBF@BBB NPEFSFOBFIHFSFN D

AFD¥iP ‘'JSFXBMM EF SFEF

0 GIJSFXBMM EF SFEF ¥ VNB NFEDE® LESP MBHF B0 65 DS B JBMUBSBE
EF OVWFN QFSNJUJOEP B DPNVO RVEIBPPBRIPSIURBEBPFBRYBDIBE
BUBRVFT CBTFBEPT OB SFEF

0 RVF 8
0 GISFXBMM EF SFEF ¥ VN NFDBBOQPWROEHBDIBFIHE 5E BDAPEBUR Y M B &M JBDL
GJMUSBOEP P US*GFHP EF SFEFEBFN &MBA B FWBSERSB VR SAESEDY

QBTTBHFN EP US*GFHP MFH®©U BNR PGNIBRE\PFB® ENFB R JDIFGTPHP QS PU
OB OVWFN DPOUSB BNFBEBT QPUFODJBJT

1PS RVF 8 JINQPSUBOUF

0 GJSFXBMM EF SFEF ¥ FTTFODUWBME® BB\BNG SIPQF & fG PIPH VNP NG WH

.BOU¥N FOUJEBEFT OYP BVUPSJ[BRBWGPBMBBHE BE FVIBP HRESP MBRQ
JNQFEJOEP P BDFTTP OYP BVUPSJ[BEP

$POUSPMB P US*GFHP EF FOUSBEHEFBOMEWIDBA EC®BHF FGB M WBSFBICE
QFSNJUJOEP P US*GFHP BVUPSBNEBEBTCMPRVFBOEP QPUFOD

(FSF P US*GFHP EF TBOEB JNEYXFYER) GEPEBEOUHEUWVJIJWBITUERBFY QB
EFOUSP EB TVB SFEF



&MF JNQFEF BUBRVFT CBTFBEPT WOFBOSBEB WIBANPFBWBRYFH V6 B
EF JOWBTYP SFDPOIFDFOEP F ENIBRMPEOGEPTQBES+FT EF US-

$PNP JTTP 8 GFJUP

""DDV,OPY PGFSFDF TPMVE+FFBMQOERREBBHEHHT GISFXBMM EEFNE O U
EF OVWFN &TTBT TPMVE£+FT DEN GICHE X BN VCSPIN B SPECYTRIIP DB UJYV

3FDVSTPT SPCVTUBT"EBVGOPHXBEBMSFDF SFDVSTPHAQPEDREPPBR
HFSFODJBNFOUP HSBOVMBS EPFVSBNEBPOLF HFFUGBWEBEN TBOE

SFDVSTPT OBVWYFRT EB TPMVE+FT TYP BEBQUBEB BBE JIFORR]
OVWFN HBSBOUJOEP JOUFHSBEMP"Q'PDWVEOPE PEFIFNR AG® MV
SFEF EF QPOUB RVF DPNCJOBNSIPOVGHE B IWSPICE B UPVMTWIFRNN 3B !
OvODB DPNQSPNFUB P DPOUSPMP

"SRVJUFUVSB

" BSRVJUFUVSB EB TPMVEYP EF GRS RSENKM UBE B FEESBBT' DO UG RS |
BNCIJFOUFT EF OVWFN GPSOFDFOWAWBNE PBNBMBWEFFMT RHWES BOR Bl
VN DPOTPMF EF HFSFODJBNFQUBY OFOQOERBMAIJIJBBFHGSBS ¥ RBIVAWT "EJT
OVWFN QBSB QSPWJTJPOBNFOUP F DPOGJHVSBEYP BVUPNBUJ[BEF

7TBOUBHFOT EP GJSFXBMM EF SFEF

#FOFG«DJPT %FTDSJ¥|P

.JUJHBEYP EF BUBRW "T GIJSFXBMMT EF SFEF EFUFUBNEF
US*GFHP QSPWFOJFOUFT EF WQRBIB
EPT BUBRVFT %%%P4 F NFMIPSBOESH
OB OVWFN

1SFWFOEL£YP EF JOGF| "P CMPRVFBS US*GFHP TVTQFJUBTF
PT GIJISFXBMMT EF SFEF BUVBN DIBN
DPOUSB JOGFE£+£FT QPS NBMXBSF

#MPRVFJP EF UFOUB| OT GJSFXBMMT JNQFEFN P BDFTTIP
BVUPSJ[BEP EF GPSEB CSVUB F UFOUBUJWBJOIET
SJTDP EF WIPMBE£+FT EF EBEPT OY

1SJODJQBJT EJGFSFODJBJT

"T TPMVE+FT EF GIJSFXBMM ERUSEBF EBQPDYGODP B NFYPUB SPKFB BN
PGFSFDFOEP JOUFHSBEYP QFSSGIFPIU B F EEFFHANSBROXEIR SEE€B MUP B F'DWY
GPSOFDF TPMVEXFT EF GJSFXMBBEWP Q PYB7B 6 $SFONUFFUBMWP HEBISTB QU J (
QBSB TvB JOGSBFTUSVUVSB EF OVWFN F BQMJDBUJWPT BTTPDJB|

1SJODJQBJT DPODMVTS3FT

" 0 GIJSFXBMM EF SFEF ¥ VNB NFBIEGUSKP NIBHV §8B5®E BHIPSKE B JB
TFV BNCJFOUF EF OVWFN JNQFEFOEFGF BDFFOHEP DN ® US\BUB!
OB SFEF




" " "DDV,OPY PGFSFDF TPMVE£+FFBMWBPE®BBE EIF GRISHB XBBNMCM F
DPNCJOBOEP SFDVSTPT SPCVTOBUJBNPG JEE XOBWAM D NB SB DI\
FEFTFNQFOIP JEFBM

" "T TPMVE+xFT EB "DDV,OPY GPSOFDOPNUBP®RISFPEFP SEBO VWA
%%P4 QSFWJIOFN JOGFE£+FT QPSVRBNEXBBSEFFA TMORF FRIBWPS
QSPUFELEYP BCSBOHFOUF QBSB B DWBNFOIGSBFTUSVUVSB F B

" " BSRVJUFUVSB GPJ QSPKFUBEB RBBBTJI&HEFKHIBEN P QPRI
DBNBEB EF TFHVSBO£B SPCVTUB F FTDBMWFM

" "T TPMVE£+*FT EF GIJSFXBMM EFJYUBBNF-BEBNODNVQOFY BN OV M
BUFOEFN B BNCJFOUFT MPDBJT JOPMBERP Q PRUF.£E B SECIS B!
DFO*SJPT EF JNQMFNFOUBEYP
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AFD¥iP 1SPUF¥iP EF TFHSFEPT

" "DDV,OPY GPSOFDF VNB TPMV£ WP SFPIC E F U QBSBP @ TPANFH P S) BIFI
$ZCFS"SL $POKVS JNQFEJOEP B R\DFTEF GBP BPNIESHBERME BUIM
QMBUBGPSNB EF QSPUFE£YP EF BOQMJPBOXETHOMB BLWB U FEBQG SR B\ |
TFHVSBOE£B HSBOVMBSFT SFTWSBEO$RT [BPEIGRITEIFO B JBUTTUF NBBAD B P

0 RVF § QSPUFHFS P HFTUPS EF TFHSFEPT

1SPUFHFS P HFTUPS EF TFHEFEPIPYFGEFSFFTEPBSFUBM P D F 8HHPE JISJ FU
BSNB[FOBS JOGPSNBE£+FT DPOGJEBWPTDBJIT FDPWWPS®@BE MB\W S B E RJB TE
PSHBOJ[BEYP &TTFT HFTUPSFTSEF7BVHVAFEPA $RERE"BL)BPIAENS T
DSOUJDPT RVF HBSBOUFN B DPEGIEF®DPRB WMWPEBEIFEFODJIJBUFHPIEE



DPNQSPNFUJEPT FMFT QPEFN QJBSBPIOWB TPREGUPPICEF FFONU SBBEBTF
DSIQUPHSBGBSFN EBEPT MFWBOEP+BTBEBHRBEIPEF SBOTPNXBSF F

1PS RVF 8 INQPSUBOUF QSPUFHFS P 4FDSFUT .BOBHFS

1SPUFHFS EBEPT DPIOGBEBRSBBJIEF TFHSFEPT BSINB SRR BTH
DPNP DIBWFT EF DSJQUPHSBG3B6NB QNBFMB D %P EFOIDNFEN T JHR
FYQPTJEYP EF EBEPT DPOGJE F BRI E FDBPNNBEPBFUFROE F B FIS
EFTTFT TFHSFEPT

1SFWFOJS BUBRVFT EF $BAQDRWXBRSSF PCUJWFS B DSHTEHPT B PMWNF H
QPEFSs DSIQUPHSBGBS PT TFHHEREFP EB PSBEFOHBEYPF BE¥F JIN IS
GJOBODFJSPT F PQFSBDJPOBJT TIHOJGJDBUJWPT

.BOUFS B DPOGJEFODJBMJEBEB®UB S BUFPMGGHEBE®GDIBMJIEBEF
TFHSFEPT ¥ FTTFODJBM QBSB NS8®EFSVBERPSUBOB[BESBM4EH
DPNQSPNFUJEPT QPEFN MFWBS BFBDEFT EBEPYIPBRVUBSP[BEGDY
TFHVSBOEB

$POGPSNJEBEF F SFRVJTJUWPIUSFHMWBPNSFOUBSFHAVMBNFOUPT
F)*1"" FYJHFN NFEJEBT SJHPSPOREN BBGBISP UFHIFG VE BERPT P
TFHVSP EF TFHSFEPT 1SPUHRBFS&RPIT BXAGEB BIBESPHSFOIEBELEEFT
SFRVJTJUPT

$PNP 8 RVF B QSPUF¥;P EP 4FDSFUT .BOBHFS 8§ SFBMJ[BEB I

0 "DDV,OPY GPSOFDF VNB TPMYV £ YIP HBECTS BRCSHFH OUFF TFBHSSE- ISP UB-QIG K
,VCF"SNPS VNB QMBUBGPSNB EF (EBPOVEWAN E E/BIQIM EIFBB *EJH® BBJC
QSJODJQBJT FUBQBT FOWPMW JEBTSG BPQJSPRIN fPY PDDR/T OPRT UG B MV A

.POJUPSIJ[B¥iP PPOD¥OOBY NPOJUPSJ[B DPOUJGVEB REBBOW B EBIE
EFOUSP EPT DMVTUFST ,VCFBOPUFDURSIFMVEI® BPOPSTFQP EB G-B
WIJTIJCIMJIEBEF TPCSF QPUFODJBJT BNFBEBT e TFHVSBOEB

"OYMJTF DPNQPBUBAFOSMNBAS FNQSFHB U¥DOJDBTUBMWBMEBEBT
JODMVJOEP BQSFOEJ[BEP EF N\BRNTBR"QBSB TEFFBDRUGODBS B
FN TFV DPNQPSUBNFOUP FN WFOQEFGEVIEBOGJIBS BQFOBT FN BT

"QMJDB¥{P EF RPDIRVJDBYT QFSNJUF B DSJBE YIPFA\BIBWHBBEEB
RVF SFTUSJOHFN P BDFTTP BNB BE\F) G UDT FIURS®TO W B NT WEBPN TB TRV
F SFHVMBN B DPNVOJDBEYP EF SFEFTHBEBYUPSHPBEFF BQFT
TFHSFEPT

-JTUB EF QFSNJTTxFT EF QSPBFMIPUBP EVWCOEFSNB S TEWVQ PESRU Q
RVF BQFOBT CJOSJPT DPOIFDBERFIT OB P GGEE W PYT DIFFGKWBNO RJYPF
JNQFEJOEP RVF QSPDFTTPT OYPFBVNPISFHBEEBPTBDFTTFN PV B

$PSSFEYP FN MJOIB BP EFUFUBSOWNDB B NFFBPB \P,\D RWJ BN E £Y PO
BVUPNBUJDBNFOUF BE£+FT EF DPFCBEBGELY B PD BPBRST ANYBEM IDRIWH
EF SFEF PV JTPMBS QPET DPNQIIRNPOBIEPHE QRSP IUFBT-ORE E BPOPF
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namespace: conjur
pod/conjur-oss

container/conjur-nginx
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other workloads process &= i i
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container/conjur-oss.
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© AccuKnox pod/conjur-oss
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process g3
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" TPMVEYP "DDV,OPY QBSB QSPBHBBFE& T Y DPPRODUIBEPESE DER CBTF

DPNQPOFOUFT BSRVJUFU°OJDPT

,VCF"SNRSIB QMBUBGPSNB EF QSPUF£YP &EF BIQNEFDBfEFTPOBCL
RVF GPSOFDF NPOJUPSJ[BEYP DP 6 BFOWVE TBO &R BR BB NBPSRI

DMVTUFST ,VCFSOFUFT

1IMBUBGPSNB 4BBYNBMWBBEBEGPSNB CBTFBEB OB OWIBEN R V¥F
NPOJUPSJ[BEYP EF JNQMFNFOUBEBRMVYTEBPFSWICF"SNPS FN WeSJI

.PUPS EF BOYMJTF DPMNN\QPBN@ROGUOBWM RVF VUJMJ[B B@SFOEJ
U¥DOJDBT BWBOELEBEBT QBSB JEFPQDERDB B NRBEBIEBE FBINEO FK

.BOBHFS



(FTU{P EF QPMI«UJDBANB DFOUSBMJ[BEP ERJFTBFP BENJION DI
EFGJOJS F BQMJDBS QPMOUJIFHU EFOHRIBVE BOFHE THPS BBO ¥ MBS V£
DPNVOJDBEYP EF SFEF

"MFSUB F SFTQPTUBNBNJEDNPFRWFHFSB BMFSUBT BRUBENQ PF
WIPMBE+FT EF QPMOUJIDBT QBFSNDUECGCBPRNVNBE BEIXIRP EFBDPIE

*OUFHSB¥iP DPN HFTUPSSFODBFEOHFHIOBEFHSB TF DPNWVBIJFIS F
DPNP P )BTIJ$PSQ 7BVMU F P $2CEQEMALUIPDBRVESF GPSOEFBG OE
SFDVSTPT EF NPOJUPSJ[BEYP BEBQUBEPT B FTTFT TJTUFNBT

3FDVSTP %FTDSJ¥iP

.POJUPSJ[BEYP DPOY .POJUPSJ[BEYP DPOU©®OVB EBT DB
(FTUPS EF 4FHSFEPT EFOUSP EPT
"O-MJTF DPNQPSUBN| 5¥DOJDBT BWBOEL£BEBT EF BOMJTF
BUJWJEBEFT BO NBMBT F QPUFODJ
"QMJIJDBEYP HSBOVMH "QMJDBEYP EF QPMOUJDBT EF OFHY
BDFTTP B FYFDVEYP EF QSPDFTTP
-JTUB EF QFSNJTTxF 1FSNJUJS RVF BQFOBT CJO-*SJPBIND
FYFDVUBEPT OPT QPET PV DPOUFO
$PSSFEYP FN MJOIB | "£+FT BVUPN<UJDBT EF DPOUF O £B/fH
PV WIPMBE+FT EF QPMOUJDBT
*OUFHSBEYP QFSGFJ *OUFHSBEYP DPN HFSFODJBEPSHFT
)BTIJ$PSQ 7BVMU F $ZCFS"SL $POK

1SsJODJQBJT EJGFSFODJBJT EP "DDV,OPY QBSB QSPUFHFS H

"QMJDBY¥{P HSBOVMBS' EBVQ® M WQMBNJUF B DSJBE¥PTFHS\BIXE
BMUBNFOUF HSBOVMBSFT HBSB®IBEPF RYHF TBBNF BB FEFSP® DT
EP TIJTUFNB EF GJDIFJSPT FPFYRSPWES EOPPSHEIDBIRNFO OB JD

$PSSF¥i{P FNDROORB TFVT SFDVSTPT EF IDPYSQPEF BN OIU B3 BF
BNFBEBT BVUPNBUJDBNFOUF FN WPNO@BR TS F BMS PFOUNF HFBOERPP PE B E
TFHSFEPT DPOUSB BUBRVFT EF $BP TOPNPXB 8 B APS/J (BECPUBU JWB®

*OUFHSB¥P PFBEOGNJOBY JOUFHSB TF QFSEFXRHRMBNFOYFEPHNQIR
DPNP )BTIJ$PSQ 7BVMU F $ZCFSMELWUSPBKEF THH\OCSHTLBE P TR
EF NPOJUPSBNFOUP BEBQUBEPT B FTTFT TJTUFNBT

"OYMJTF DPNQPSUBRNVFQOOMBMFNQSFHB U¥DOJDBT UBBMEFQABAMT |
JODMVJOEP BQSFOEJ[BHFN BVUBK WWBIMBB TQB BB\ EFLB5T B BRQ
EP 4FDSFUT .BOBHFS NFMIPSBOEBP B QPTUVSB HFSBM EF TFF

(FTU{P DFOUSBBQINMEREBRGPSNB 4BB4 "DDV, 0P YUW P SIDF®FSBWVE [BJ
DPOGJHVSBS NPOJUPSJ[BS B BFQMIPRBE Q MWE/JT UFBT ETFJNOHAI
HFTUPSFT EF TFHSFEPT FN FTDBMB



1SJODJQBJT DPODMVT3FT

" 1SPUFHFS PT 4FDSFUT .BOBHFBT BRGEIBEBM QBIB QSP WK
SBOTPNXBSF NBOUFS B DPOGJHBGBDBMSEB D 6 BPSNUEBE
SFRVJTJUPT SFHVMBNFOUBSFT

" " "DDV,OPY GPSOFDF VNB TPMV£PHR BESSPUWTF ORFGBYEFESE QBQ
,VCF"SNPS VNB QMBUBGPSNB EF (EBPOWEWFN E 5/BIQIM EFBB *E
BCFSUP

" "T QSJODJQBJT GVODJPOBMJEB&E®GVBIOBDOAWRHN MNP RPNQPSUBR
HSBOVMBS EF QPMOUJDBT M3BEB Y- FNSMDOTH FFTIBWFPSH £
HFTUPSFT EF TFHSFEPT QPQVMBSFT

" " BSRVJUFUVSB EB TPMVEYP DPEQBENBE4BB 4 \EGBF"BNY 30 BY
NFDBOJTNP EF BO*MJTF DPNQPSYBNF®TUBEV B HBRAVIFUSYLPB E FF QR
JOUFHSBEYP DPN HFTUPSFT EF TFHSFEPT

" " "DDV,OPY EJGFSFODJB TF BUSBWM®EBDBQ MDP B S¥PEYHPSBIO
QFSGFJUB BO+MJTF DPNQPSUBNFOWEMDEWRGBBEBBE BB QB

" "P QSPUFHFS PT HFTUPSFT EFBTFPISHEGTI[BPAFB QIPEV N RS F
EBEPT DPOGJEFODJBJT IJNQFEBBWFBIERTSBIPNEREBSP FJNeE
QPTUVSB EF TFHVSBOE£B SPCVTUBTOPT TFVT BNCJFOUFT |V

AFD¥iP 1SPUF¥;P EP BDFTTP z DJ"ODJB EI

""DDV,OPY GPSOFDF TPMVE£+FT EE JAFHVB ©Y¥ 68 Z3SFFGV TRUBFTC © B 5 B HE
DPOUSB VNB WBSJFEBEF EF BNFB@BP T JOANWWIROEP BODRFEFFOEP BR
BQSPWFJUBS P ,VCF"SNPS B "DBRYYMBYS PIEFSFDF SDPEAYSFP MNP BISN Q
EF EFGFTB QSFWFOUJWB QBSBEFSPLPWES8 BEF EBEABT EF USBCBM

0 RVF 8§ JTTP

" TPMVEYP EF TFHVSBO£B +VQZURSPREEBGERBLQBES BDOYRPOFW P DB ¢
DJ|ODJB EF EBEPT FN FYFDVE£Y PG®G 8 S®BNFAOUFEB QP QVCGMRL Q B\BBDP N
BOMJTF EF EBEPT &MB FNQSFHBERF WER'HSINBEFSNB UFDSBP BI@MJIE
TFHVSBO£B SFGJOBEBT F NJUJHBS BNFBEBT QPUFODJBJT

1PS RVF JTTP 8 JINQPSUBOUF

"T DBSHBT EF USBCBMIP EF DJ,Q\0RNB EEFFEPB ElPHOCREF IO DB B WTF A~ O W\
UPSOBOEP BT BMWPT QSJODJQBIFHE 8 B +B/EZRNFIST/ BUEEPBOEXTUMBPT
BDFTTP OYP BVUPSJ[BEP WJPMESHPT NBEBEPATP FYFBMWBMH ZB Sk
DPOGJEFODJBMJEBEF EF JOGPSNBE+FT WBMJPTBT

$PNP JTTP 8 GFJUP

0 "DDV,OPY HBSBOUF B TFHVSBBEBfEEFRFWNBUBBNCUGCEBLPR BEUNFE
NPOJUPSJ[BEYP FN UFNQP SFBMBEFDOPORJ BRPWEFUBBFA TV GFSBAV



QPEFN EFGJOJS QPMOUJDBT EEFITFABNF S B/QULSIBM QBEP ST USSR OU S 8 MBH
JNQFEJS P BDFTTP OYP BVUPSIJIBERBB SFDVSTPT DSOUJDPT EP T

k8s

ns: jupyter-cust3

T | Remote command injecti

ns: jupyter-cust2
T2 Unauthorized access to remote trusted entity
ns: kube-system

ns: ju pyter-custl T3 Unauthorized access to another Jupyter user pod in the same ns

T4 Control/Beacon via remote C&C server

hub-instance jupyter-user3 T Unauthorized access to another customer’s pods via ns escape

o ) other namespaces T6 | Data Exfiltration through malicious resources
jupyter-user.

continuous-img-puller
T7 | Supply Chain Attacks

o Jupytet-jovyan
proxy-instance r I T8 MITM attack for connections to remote external trusted entities
user-scheduler = I . @ s
data T Assets
Al | Sensitive Provider Data Asset
= | ™ IR A2 Local trusted certificate bundles
A\ . T Trusted-Entity gy A3 Local file systemn
12! (=)
(x=2)
C&C Server
1
an$b|;|A ?e, 785038 46&".&"..."41"3" $1:5&3 /05&#00,4& $"3("4%&53"#"-)0 %&$*"/S$*" %&%" %04

"SRVJUFUVSB

" BSRVJUFUVSB EP "DDV,0OPY JCGOFHEE RV PANTRHEBN HS/TQ AMUFFS /P
JNOQMFNFOUBOEP NFEJEBT EF TPR\FOBIIPLE RIWVEBURP P E@WWHW 8P OF
BUVB DPNP QPOUP EF BQMJDBE£¥PBEMIBBUEBOEBM @O UE B D EGFUBFRIE
DPOUSB BNFBEBT

.FEJEB EF TFHVSB(Q %FTDSJ¥{P

$POUSPMP HSBOVMB| $POUSPMP EF BDFTTP SFGJOBEP T

1SPUFEYP FN UFNQP| .POJUPSJ[BEYP DPOU©®OVB F NFDB(

$POGJHVSBEYP G+DJ| 1PMOUJDBT EF TFHVSBOE£B G «[3BHEP

SFTUSJEYP EF DBNJ({Q 3FTUSJEYP EP BDFTTP B DBNJOI®TS

1SPJCJS OPWPT CJO| *NQFEJS B DSJBEYP EF OPWPTTCJO

3FTVMUBEPT EB BQM .PEFMP EF BNFBEB EF FYFNQMP F (
QSPUFEYP

) -n jupyter-get service proxy-public
NAME TYPE CLUSTER-IP | EXTERNAL-IP PORT(S)
proxy-public LoadBalancer 10.20.7.3 34.28.237.173 80:30420/TCP

) -n jupyter—-customer2 get service proxy-public
NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S)
proxy—-public LoadBalancer 10.20.6.248 34.41.137.29 | 80:31066/TCP
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e File Edit View Run Kernel Tabs Setlings Help
+ & A Consale 2 x
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F Q,
n B/ Pythen 3.11.6 (main, Nov 21 2023, 18:43:93) [GCC 18,
Type 'copyright’, ‘credits’ or 'license’ for more in
— Name - Last Modified IPython B.18.1 -- &n enhanced Interactive Python. Ty
I lost+found 8 hours ago
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$POUSPMP HSBOVMBS F SEFTUGF¥SNES QBSNOUF RVF PTEENI®GITU
EF FYFDVEYP QFSNJUJEPT QPSBSBFEDOFS JPVITEFMRISPMEC JOV QZUF!
SFTUSJOHF P BDFTTP OYP BVURSUBER BILJONSJRPTEPRPSW V VDTS EC ]

1SPJCJ¥{P EF OPWPIVCBFOYNBE8BQMIDB SFHSBTVOBBSE JOFEHIPISFBI L
DBNJOIPT FTQFDOGJDPT &TTB NBNUEBR KISPBETDWHBOJNRQJFEFTRAMFFURSY
NBOUFOEP B JOUFHSJEBEF EP TJTUFNB

&GJDYDJB EBREFWAUNIEB BNFBEBT EF BNPT USSR FT Q8 BN DPINET FAWPF |
DPOUSB WeSJPT WFUPSFT EF BBFNRVEQRAOB B B £APAVTOBRN DB S JHBESEBTO U
BNCJFOUF EP +VQZUFS /PUFCPPL

7JTIJCIMIEBEF BQSIJNPSBEB P EVWUFYS R PES- SSANHRB¥BSIB B BUJWJEBEF
FODBNJOIB QBSB B QMBUBGPSNB "DP W OPHN QN8 BSEBB B 6 «IMRN @ MHFIUB E
FOUFOEFS PT WFUPSFT EF BUBRB/F FNVBASYUBM B OB EFGAEEP+ EF BRI
BJOEB NBJT P EJBHO TUJDP EF SBBS®PEABMFNBT F B QPTUVSB EF TFHY\

4FHVSBO¥B QSFWFOUOWBDNTS NPGSBHIAVDI[B -4.T F FAASFYNFOQRSIBY B
DPOUS+SJP EB BCPSEBHFN OYP RSNWHFOB NB HPBEK B SBH MO O B UFP
TFHVSBOEB ;FSP 5SVTU DPN SFWJTWEFEPNPSJIWN [BEPBO UPNR B 6 EF
,VCFSOFUFT TVQFSJPS



apiversion: security.kubearmor.com/vi - Unauthorized executables are prohibited from running.

ﬁz:;ai:t,’ep‘mwpc’hcy « Executables from undesired paths are also not permitted.

name: protect-jupyter - Writing to binary folders is not allowed.
+ Users can still access their data folders for reading/writing.

namespace: jupyter
spec:
selector:
matchLabels:
app: jupyterhub
component: singleuser-server
file:
matchDirectories:
- dir: /
recursive: true
= dirT 7usr/localy/bin/
recursive: true
readonly: true
- dir: /bin/
recursive: true
readonly: true
process:
matchDirectories:
- dir: /usr/local/bin/
recursive: true

Only read access allowed to /usr/local/bin/ and /bin/ folders

- dir: /bin/ i " . . .
it e e |Execution allowed only from /usr/local/bin/ and /bin/ folders, execution from every
b 'other path is denied.
KtngspHAB ., 183.%44°888&13*7%-1(*04/*.04 $0. #"48&/04 13*/$<1*04&30 3B645

1SJODJQBJT DPODMVT3FT

" " "DDV,OPY PGFSFDF TPMVE£+FT EFUBEBVSGBEB BN GS BFROOHIFFFOTU
IPUFCPPL BCPSEBOEP PT EFTB@MWIP EFIJDPTOEBE BB EHBEP T

" "P IJNQMFNFOUBS NFEJEBT EF TPHVEB GDEF TOIPFWEBDOQV W B SH T
HBSBOUF B DPOGJEFODJBMJEBHK E FIOBREMHTS DEPEEFI E FEOIO ILBRIO

" 0 NPOJUPSBNFOUP FN UFNQP SHBMQRS PBUNMIPETOQFS RT LEHN E\
S QJEB B JODJEFOUFT EF TFHVIBBEBBAEDINIJUBOBEPBR UNQ

" " JOUFHSBEYP DPN P ,VCF"SNPS PGES$FB® MSHIBEYTPP E FB QSH R
GPSUBMFDFOEP B QSPUFE£YP DPROMNSEBY BNFBEBN@MEREOYB L
/IPUFCPPL

AFD¥iP "UBRVFT DSJQUPHSYGJDPT

0O RVF 8§ DSIQUPKBDLJOH

+« SFQBSPV RVF P TFV DPNQVUBRBMNSF GUB EFP RYEC DRI PEOBBUNBUT RV¥E
GB[FS NBJT CBSVMIP PV RVF B BYB BPGPOWRB JOF-FRMUBJWFHB E & TUFN
DSZQUPKBDLJOH

$SZQUPKBDLJOH ¥ P VTP OYP BYRPSH [BE P E\P PNEG B UBFE P NQB\5 B
VNB GPSNB EJHJUBM EF EJOIFJSIRVJWPIMBDPNSNBNDGFIRURMFEVTQ PTF
EP TFV TJTUFNB QBSB SFTPMWFBYRS$ PCCAVDARNE P SNP T FQIB 8 BDHPHSIB B NQ
&TTF QSPDFTTP ¥ BMUBNFOUFFJGAODBOJTWER AFOQ F BEFF BFGTHHINBS-FRDJIP F |
TFV EJTQPTJUJIWP



1PS RVF EFWF QSFPDVQBS TF

0 DSZQUPKBDLJOH OYP ¥ BQFOBTROUB RR\BFBRFBEB NPHEHG J G FIDEWJ
EF OVWFN

”

%FHSBEB¥{P EP EFFTNBQIXBISF EF DSZQUPKBDLIJ®OMFDREO TH N |
NFN SJB UPSOBOEP BT TVBT BQHEPDBIEMHFANB N EFT MNFQR®ITP
BUSBQBMIBS GMVYPT EF USBCBNW [BE®SIJDPT F B FYQFSJ|

"VNFOUP EPT DVTUPF EFBEGBMIRIBYUSB RVF P TFV TJTUFNB
DSIJQUPNPFEBT TF USBEV[ FN BFIO &B T FETF DR\MTRUPSTI @ PEEE-ENF BN
SBQJEBNFOUF FTQFDJBMNFOUFQMB®B B BLOFSTFFB TOVRW- N S B (

3JTDPT EF TFRAVNSEBWO¥BSF EF DSZQUPKBDLJOB QPE&EF FV¥ B SHNT
BUBRVFT OT IBDLFST QPEFN VTe«INB CDIBNWP QBNS B PCWH & B BE
F SPVCBS EBEPT DPOGJEFODJBBMPV JNQMBOUBS NBMXBSF

$PNCBUF BP DSZQUPKBDLJOH DPN "DDV,0OPY F ,VCF"SNPS

"HPSB RVF FOUFOEFNPT PT QFSCBPOUEFA EFZQUWRKE D WIBINP FN BQM |
"DDV,OPY DPN ,VCF"SNPS MJEB DPNBREVBBDEPNNFB I B V OD'FBIOONS P HEYF DF
TFHVSBOEB USBCBMIBOEP QFSGFEBOBREDRWPDPN T, DR TSINFSST J, N (
DPOUFOUPSFT RVF FYFDVUBN BQMJDBE+FT

0 ,VCF"SNPS BUVB DPNP P FYFDYVUFY P WFBBFOP FECGBOF UEFT &I
WeSJBT GVODJPOBMJEBEFT JNQPSUBOUFT

"QMJIDB¥iP EF QPM«UJINBHECGFTPFHVEBO¥BPS DPNP VN TFHV
EF SFHSBT 7PD} EFGJOF QPMOBYDB P E¥CIHHSWPBOEB EOPM'IL
DMVTUFST &TTBT QPMOUJBEIMQP BB IWSHFT QPECFNIGSBHRSVDP
TPGUXBSFT DPOIFDJEPT EF DBEZR ONRPBBVYUO BIFBEPQE ESIFD W ¢

.POJUPSIJ[B¥iP FN UBNQPPSPBWIN HVBSEB WIJHJMBOUF P ,V(
DPOTUBOUFNFOUF B BUJWJEBENG@PSTUBW FOTUWPHNBVH KD FENMITHDTI
JOEJDBS $SZQUPKBDLJOH *TTWPS3IGCBNFN ERBEFEEFF TQFICDFNVE
FN FYFDVEYP PV UFOUBUJWBT EF BDFTTP B SFDVSTPT SFT

*TPMBNFOUP F DP PURTY PSS NPS EFUFUBS VN TQFBF NB FDWN K
SBQJEBNFOUF QBSB JNQFEJS RVF FFT @BM B OB F5F M\SIZSBJIP R
BNCJFOUF EF OVWFN *TTP QFSBPPSSRYWPAWSP D] PUPNFURKNBJE
DPNQSPNFUFS UPEP P DMVTUFS

0O "DDV,OPY DPN ,VCF"SNPS WBJ BMSRTEPH BFGBTR TNBRSB GGYPTIOFDF
EF TFHVSBO¥B BCSBOHFOUF

4FHVSBO¥B ;FPA NPEFMPT EF TFHVSBO£B UBSREQSIWOEIH I
JOFSFOUFT 0 "DDV,0OPY TFHVF VOB BYERN EBAHOAN N FGEPPHRIVTT
UFN BDFTTP JOFSFOUF 5VEP B RPETREP EFSQBRVTYR FEDI
TIHOJGJDBUJWBNFOUF NBJT EUEEBIVMNQBWYBI O F IBLIMUEBE |
OP TFV TJTUFNB



JUJIJHB¥{P QSBWHDRAOWSSIJP EBT NFEJEBT EF RVHVEN GBAB B
BDPOUFEB P ,VCF"SNPS BEPUB VNBFBUOBSEBHRR MNGSPBLBRWE
FMF QPEF CMPRVFBS BUJWJEBENMBT \PDPRISHEN BOUBTBRPBE
SFEV[ TIHOJGJDBUJWBNFOUFEHIBBTIEHF DS VGORBRDWIBHC FI

$POUSPMP HSBDXDWBBY QFSNJUF MIF VN B RO B SSPTMPB QIVIDIBE
QPEFN GB[FS EFOUSP EPT TPWODWYET RYF 3PEB SHOGIFN 8 !
FTQFDOGJDPT QFSNJUJOEP MBP MBE BQUBGBE TONBPEJIEBE BEHF
FTQFDO©GJDBT

&YFNQMPDV,OPY FN BEYP DPOUSB P DSZQUPKBDLJOH
7TBNPT DPOTJEFSBS VN DFOSJP BN RMFHVWUWFOBN XBFS B CE3F-J M8 B8 8 RX
0 BUBRMWNBMXBSF UFOUB TFS FYFDWBEP OVN O EFOUSP EP

*OUFSWFO¥P EP OVOUE'BTSMNPS FRVIQBEP DPN BGIXPINEGUT IJOMB T
"DDV,OPY EFUFUB B BQMJDBE£YPYOYPUBWHEBPSJ[BEB RVF UFOUI

"QMJIDB¥iP EBOQNRRKEKUSBBS JEFOUJGJDB B BQMBOBEDNJFEDB FENP V
DSZQUPKBDLJOH DPN CBTF OBT EFGJOJE+FT EB QPMOUJDB

#MPRVFJP EPOBUVBRVYFNPS CMPRVFJB B FYFDVE¥EF HFR\BMXES
SFDVSTPT EP TFV TJTUFNB

"MFSUB F JOWIFTWDHWBX¥RKF FNJUF VN BMFSUB DPPHNMSBO BB HIP @S
UFOUBUJWB EF BUBRVF *TTP QPSNIHEBYR BF JQORMHTUN HBTE X BN
1SJODJQBJT EJGFSFODJBJT

"P DPOUSSJP EBT TPMVEXFT QPQRDIG@GIDVIFEBCPSHEHBIBEOEGF WPPTD B
BCPSEBHFN IPMO©TUJDB DPNCJ®BOHEP BQBENB £XNPUEN QP E&B VDB T
JTPMBNFOUP QBSB DPNCBUFS P DSZQUPKBDLJOH F PVUSBT BNFB:

”

4FHVSBO¥B ;FS8PBEP\SEBHFN ;FSP 5SVTU NJOBNSHBVH PVIIAE
EF BDFTTP OYP BVUPSJ[BEP UPBPBOEB BRONBBHBWBTBE® P

JUJIJHB¥iP QSBWFOWRRNBFBS QSPBUJWBNFOUFNPBIWNIEBERF R
P NBMXBSF EF DSZQUPKBDLIJROHOTRIJBOEPMFT BB TPV DFPIUK

$POUSPMP HBSBBYBBSEBEF EF EFGJOJS QPM®NIUWDB M IBE-F BTHEH
TVBT EFGFTBT BP TFV BNCJFOUGGHP ROV V&AN - NBRBVFINDMB =+ ©
CMPRVFJB B FYFDVEYP EF TPGURBBRUBN O B SIRFEF PR O IS
NBMJDJPTBT DPNVNFOUF BTTPDJBEBRT B BNB RKBWVSTS BN HIOS B
SFDPOIFDIJNFOUP DPNP NBTTDBO S[HSESCI OF © B BRY F'IMAY E JE
QBTUB UNQ VNB U«-UJDB DPNVNVQBEBPFES N DBSBBENCQHMT
BT TVBT DBSHBT NBMJDJPTBT



Do not allow writes in
system's binaries folder

Preemptive
Mitigation

ktnsphACe, H#-0268%0%&89&$65-7&BM$I*50U" 3" . *5%("...013&7&/5*7"

Prevent execution of
hinaries from fmpd

Prevenl execution of
standard miners [maonera, dera)

Prevent execulion of
fingarprinting, scanning toals —

Prevent execution of
packagement management tools

Do not allow
time sync from within container

)
K 1°TA,ADe,$0.#"5" 7364 ".&"..."4%&$3:150+"$,*/($0. "410-<5*$"4." .- %" "$$6, /09

I1POUPT QSJODJQBJT

0 DSZQUPKBDLJOH SFQSFTFOUBTVBIBCBROBHE EFHOV B FINB INBMBDE@ BI
TFHVSBOEB QSPBUJWB F FN DBNBHEBEF VGPPENGPEGEINBY JB BB OFVT, O !
GPSOFDF VNB CBTF QPEFSPTB QRYHF HEFEVEBOMBT¥ WANQSPDHATE|
DPNCJOBS FTTBT TPMVE+FT DPBITBEDNRR | FVEFD | QSR BB DBSII BEE TMNSBI (@
SPCVTUB RVF QSPUFHF TFV BNJJEP DS EQ UPKE PN JDAHOR $IB BBEBGBN |
TFVT BQMJDBUJWPT DS©OUJDPT

AFD¥iP .POJUPSJ[B¥iP EB TOUFHSJEBEF E

0 NPOJUPSBNFOUP EB JOUFHSJ¥ BIEFFBEE BBISREBWPTG S B.F TWRS/QUR/ S B
FNQSFTBSJBM 4FKB QBSB EFUFBUBFHBMBREBLPHTSNBIVR SPIPTTBD P K
PV 409 PV PCUFS WIJTJCIMJEBEEMIBOYMBES BF GFSNQBSBEBNBDUP
VN NFSDBEP DSFTDFOUF EF GFEBBNBCEBU M RPBSBDNB OT IFPEB NDF O L
BSRVIWPT DPNP TBCFS RVBMEBFMBH BNEOEFBe T OFDFTTIJEBEFT

/B TVB FTT|ODJB P '*. DPOTJTUB VAN § FBEBBESPR/MNQYFS B B O FBEB T
F DPOGJHVSBE£+FT EP TJTUFNBER PEFWHR SVWH BEYP EBS 5@V FOREEB E

(BSBOUJS B DPOGPSNJEBEF DPN ORSINBT DPNP 1$* %44 (%13
*EFOUJGJIDBS BNFBEBT JOUFSOBFUPRTNBM XBBEFFRBF NPEJGJR
.BOUFS USJMIBT EF BVEJUPSJB QBSB JOWFTUJHBE£+FT GPSFO



%FUFUBS WVMOFSBCIJMJEBEFEEBEGBBHEMSBTBUSBWY¥T EB EFU
"WVNFOUBS B WJTJCJMJEBEF EPTOBNGCUWONFTUPF QSPEVEYP F |
"T GFSSBNFOUBT '*. NPEFSOBT P8HMSBDRN BIESUFE TOBNU UW R D
DFOUSBMJ[BEPT F SFDVSTPT EFPDPB SPEVH GVQP-NBAUIJ[ BFRBR WUl
EF TFHVSBOEB ;FSP 5SVTU

"DDV,OPY '*.
*EFBM QBSBFOUFT ,VCFSOFUFT F NJWBRTTFSWJEPT OBUJWPT EB (

""DDV,OPY PGFBMNMFE WPNB. ;FSPMBOEPUF#1' QBSB WIJTJCIJMJIEBEF QS
LFSOFM $POTUSVOEB TPCSF VRBQF BES VFIWFDB/ £ PP FEB TWPSMFDF
BMFSUBT FN UFNQP SFBM QBSBFBIMBINGBEQEB F TOPPOQWFOFEB[B8HEPITF

1SJODJQBJT SFDVSTPT
" 7FSJGJDBEYP EB JOUFHSJEBEV¥TBRERBHHFISPT FN UFNQP SFE
" *OUFHSBEYP QFSGFJUB DPN -JOVY F ,VCFSOFUFT
" *EFBM QBSB BNCJFOUFT $* $% F %FW4FDOQT
"', QBSB QMBUBGPSNBT OBUJWBT (BB OVWFN DPNP "84 "[VSF

1PS RVF TF BEATTUFBEDMBPMWIEP FTQFDJGJDBWR@BF (PB'SBD U VONPFN VR K
FWPMVEYP EBT TPMVE+FT '*. NPEFSOBT

$BTP EF VTP NPOJUPSBNFOUP EBRNMOUFHOSBEBEWIEN BY% RO\BISFPNFUE

1BSB QSPUFHFS EJSFU SJPTOBS®RUDG@IDEPISPTTUEN B PO \CIB £ Y F
NPEJGJDBE£+FT OYP BVUPSJ[BEBJO UiBSSIHEBEEEPPBTRTUBEGCBMIEBEF

Confirmation

Are ol sure yau want to sove thesa palicles?

B Activate Palicies

MNote : After saving, policies will be saved in an inactive state.
Flagse check the "Activate Policies” option to activata tham.

————
[ Cancel | Confirm
% ot
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KBs v VMCluste.., x w N ek f Warkloads v
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’ Search

e’

All (1) Discovered (0) Hardening (0) Custom (1)
()]
|:| Policy Name Category Status Clusters Namespace
®
block-pkg-mgmt-tools (v2} Custom s

@ D e HubeArmor Host Applied 23 days ago 8:Acte VCHIgter
o

&UBQBT EF JINQMFNFOUB¥{P QPM&UJIDB EF IPTU EP ,VCF"SNP
'"HILQLU R GHVWBQRVAWLIWHKD( ..SHOR QRPH GR KRVW GD 90 Gt

'HILQD GLUHWYULRWVRBQRWRUHGFROWPLQKRYV FRR.IBGEHQFLDLV FR
%00 .-% $)860.-%'% WWF QR PRGR VRPHQWH OHLWXUD

$SOLTXH D VHIXLQWH SROtWLFD

+$ -.$*)a . 0-%/4°&0 -(*-7 * (%17
&$) a 0 -(*- *./ *'$ 4

(/ /| a

) (a#.+g $' g )/ "-$/4g *)$/*-$)"
.+ $18 *a

A )Oa

(/7 # ".a

&0 -) /| . $*%#*./1) (a ,1(g) (

"- 1% a ;

(). " (a *(+-*(I1$( )/~ $)/ "-% *1$ #H $-* [ *
1%/ =

-,081*a

(/7 # $- /*-% .a
g $-a % . $) %o
- )'4a /-0
- 0-.%$1*a 1 - $-*
g $-a %O0.-% $)%o
- )'4a /-0
- 0-.%$1*a 1 - $-*



g $-a %0.-%"'$ %o
()t $/0-al- $-
- 0-.%$1*a 1 - $-*

g $-a %0.-%o. $)%o
<() " $/0-a 1 - @ $-%
- 0-.%$1*a 1 - $-*

g $-a %o $)%o
(Y U $/0-al -  $-*
- 0-.%$1*a 1 - $-*

g $-a %o **/ %o
() " $/0-al- $-*
- 0-.%$1*a 1 - $-*

*a '*,0 -

&DUUHJXH H DWLYH D SROtWLFD XMAORQIMQERDBH SODWDIRUP|

SFTVMUBEP FTQFSBEP

" "T NPEJGJDBE£+FT OYP BVUPSJ[BEBFNNGNQPF$3EBMTYP CMPR
» 0T BMFSUBT TYP SFHJTUBEPT FOGUPBN[BR/EIYRWBJITDOP,QBYOFM

-

% cd /sbin
% sudo touch file

touch: cannot touch 'file': Permission denied

? m

m August 20, 2024 o IGH2 2 herer sRconds aga =

Detected and preventod compromise t File integrity
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&YFNQMP EF DFOYSJP

4F VN TDSJQU NBMJDJPTP UROBBBPNIPESGG MP K \PF BIEB OQBFJU S W B (
6N BMFSUB ¥ HFSBEP JOTUBOUBOFBNFOUF F FOWJBEP QBSB P QB

7TFSJGJDB¥;P

" 5FOUF DSJBS PV NPEJGJDBS RUFGBJIJEFRFJIJSP OVN EJSFU SJP QS
" $POGJSNF TF B HSBWBEYP GPJ TMPRVFBEBSE BB FVEPBWIUWBWHEH E



$"1¢56-0 Fe5+$"B&S0.&/I%" %" &4 &(63"/..."%0

, 6#&3/&5&4

"TFHVSBOE£B EP ,VCFSOFUFT SIGEBNBEBE TQBSBUJBBUHFHREEE DM
BQMIJDBE£+FT FYFDVUBEBT OFMFIBFQPITEBBWFTTREB R RKBIBD FH MBVWM - (
,VCFSOFUFT TF UPSOPV P QBESYPFEBPEBIFAODRURSBSKEB B PSROBIS BBT
GVOEBNFOUBM QBSB PSHBOJ[BE+xFT EF UPEPT PT UBNBOIPT

1PS RVF B TFHVSBO¥B EP ,VCFSOFUFT 8 JNQPSUBOUF

0 ,VCFSOFUFT GPSOFDF VNB QMBUBB® SRRBN¥OJGR DB K5 BF GBS I NB(@
DPOUFOUPSFT FN BNCJFOUFT EB W\BVUNSHAEBCEIDENIDBFEBPBVOGFSO
DBSHBT EF USBCBMIP F JOGSBFIUQ$YRE\EBOFWP F CETRIIBB@GU P TN ¥ E BITH
QSPUFHFS P ,VCFSOFUFT QPEHR MWBUBSDB WMPOTFRV|ODJBT HSBWF

" "QMJIDBExXFT F EBEPT DPNQSPNFUJEPT
" .PWJIJNFOUP MBUFSBM EF BNFBEBT QFMP DMVTUFS
" "UBRVFT EF OFHBEYP EF TFSWJEP %P4
" 7JPMBE+FT EF DPOGPSNJEBEF
" %BOPT e SFQVUBEYP F QFSEBT GJOBODFJSBT
$PNP 8 RVF B TFHVSBO¥B EP ,VCFSOFUFT 8 BMDBO¥BEB

" TFHVSBOE£B EP ,VCFSOFUFT ¥ BMBEYPBEMB BRIS\BSMPTT ERF TN Bl \DPB\
GFSSBNFOUBT EF UFSDFJSPT FRFTNEBMTPONTOPY B QSBPTW F JTUBMME £2S P
,VCF"SNPS RVF GPSOFDF NJWBIRBENFEV¥MPMIDFBT ANNXNRBILGRIEP -JO
NBMJDJPTBT EFOUSP EPT DMVTUFST EP ,VCFSOFUFT

$SIJB¥iP EF JINBHFOT EF DPOUFOUPSFT QFRVFOBT

*NBHFOT EF DPOUFOUPSFT NFBRIBRIVE !SFEVBIEBQFSER INBJERF GJC
FYFDVUBS NFMIPSBOEP P EFTFNB¥SBM® £5 SBIMJEB HDAVOVITEF D P BU F
VTBOEP JNBHFOT CBTF MFWFT F PEFRQIEQOEEB D JBESB DPP QRO E BUHT
VNB JNBHFN CBTF NOOJNB DPNP 'FVON GFS PICAVIYT P \E B DBU 8 B WIFE TFIN
DSJBS JNBHFOT NFOPSFT F PUJNJ[BEBT

$POUSPMP EF BDFTTP CBTFBEP FN GVO¥3FT 3#"$

0 3#"$ ¥ VN SFDVSTP EP ,VCFSOFUFBRWVRETSUFANESE DPPHNFCB BB OBT G\
HSVQPT JOEJWJEVBJT TFHNJPBERRPOGINPIOD @QYIPEEPTQS BWIFBJIBE +
TYP EFGJOJEBT QBSB DPODFEFSPQF SINSNQRTF P ¥ TDPFRDWEBRST) B B TT B SWT.
TFQBSBEBT QBSB EFTFOWPMWF BENIDO JAFOSBGE PRSP E FE B NoWFWAEGET |
QFSNIJTT+*FT NOOJNBT OFDFTT«SJBT
4PMJDJUB¥3FT F MINJUFT EF SFDVSTPT

"T TPMIJDJUBE+FT F MINJUFT@EFES FDPV SMCHSKOBFIBFD UFMNORB/N BPOFTTF
DPNQVUBEYP OFDFTT+SJPT $16 FENFDP®JIB/NAI I BEFON SNOF EXYDAIT T
EFTFTUBCJMJ[BS P DMVTUFSFDVSPRTIDOMPBEIRFFIBINBEPTP OBT F
,VCFSOFUFT BHFOEB PT QPET D@PWFAIBTPPECIJOBFDNEIP JUBEREGH OF |



BQSPQSJBEPT DPN CBTF OPT SFRV3TB UEFIT ERQEFONB DESFBM FBB\E JHU
SFDVSTPT

&ODFSSBNFOUP FGIJDJFOUF EF QPET

O FODFSSBNFOUP BEFRVBEP EPT QFKBW FODE 35 BRE/B-T BHF BEQRVEINDE £
DPSSVQEYP EF EBEPT F QFSNJUJFOEPVBMBOBLLRET P T \PBQFBSB £AFSB 8
,VCFSOFUFT GPSOFDF QFSOPEPF ERHBBS|GCDIBSEBESBF QBSB8SEBBIFJ
PSEFOBEP EPT QPET $POGJHVGEBEPHRSO@PER T &P A3 0PA B PB E R Q
QSF4UPQ QBSB MJEBS DPN UBSFEGUFEERMIRBE[B BOUFT EP FODF

OCUFO¥iP EF BUVBMJ[B¥3FT

.BOUFS PT DPNQPOFOUFT F BQW[BEBE+xDP MR TVCESDIFFUFE FB UNHBWS E
DSvDJBM QBSB NJUJHBS WVMOFSBUCHMIODFBHFT A BQFSEBTBDR 6 M-I |
QPS NFJP EF VQHSBEFT EF WF YTUYSB £YPUDA FJNBA FIGH ESBOFEHBI FUS F
BUVBMJ[BE+FT BVUPNBUJ[BEBT QBYBFSPNQFOD HFOWFT JG BRWHR 3B £HAF
FN CVTDB EF WWMOFSBCJMJEBENEBUFT EF JNQMBOU+ MBT FN Q

&TQB¥PT EF OPNFT F SxUVMPT

OT OBNFTQBDFT GPSOFDFN JTP VEBRINORUOSLPP ENF M BIDIPMRY T B H 8 FEIPU B/BCYFPS
STUVMPT QFSNJUFN B PSHBOJ[BENVIPEFPP SIFS¥SDRBNGED OB NFEI@B B €
EFGJOJEPT OPT NBOJGFTUPT ERPERNT RBCGBUFFOUSPHEFNEFFEBD¥TTP
NPOJUPSBNFOUP $SJF OBNFTQBBR T JFOQESB BEPPIS FBYFB\ @ MPF EFT B |
QSPEVEYP F VTF STUVMPT QBSB BHSVQBS F GIJMUSBS SFDVSTPT

3FHJTUPT EF BVEJUPSJB

OT SFHJTUPT EF BVEJUPSJB GFEBJFBB NWIN BEHD FUPWEFOUBAVIT EEER U .
QFSNJUJOEP P NPOJUPSBNFOUEECGUIFFHN SBOMBBJ SBRQ FETFUB PBO G® B
GPSOFDF SFDVSTPT EF BVEJUPSOSPEOGOHMVEHBBEPTBSBE QPEHEFNUBBS
)BCIMJUF F DPOGJHVSF P SFBISTRO/YFBR BV ERMMRABOUESB DBRR WS (
DSJBEYP NPEJGJDBEYP FYDMVTYM@FIBBDES TEFRAWSBROBUBSBE+FT Ol

B3FHSBT EF BGJOJEBEF O+ QPE

"T SFHSBT EF BGJOJEBEF DPOUBPWBER BMHEFOERNFOURPTQ D DBNPI
DSJU¥SJPT QFSNJUJOEP VNBPNFVIF8 WRINMQUBPEEF EPMRVSSEDOESBT "T
O  F EF QPE TYP FTQFDJGJDBEBTPOBRTFIQFODRBRT BOHEFEEHF EP QPET
6TF B BGJOJEBEF EF O QBSB BHPOEBIQEPET HN° D HFDIBNS BEXHRS/H P.
BGJOJEBEF EF QPE QBSB DP NBEN BMJI BEEF BV SR OBEPS B @PEN FCOPE\WM @
DBSBDUFS©TUJDBT PV SFRVJTJUPT EF TFHVSBOEB

4POEBT WJUBMJEBEF F QSPOUJE P

"T TPOEBT EF BUJWJEBEF F QS PHOSUEBEF BKB ERN @GPIOBESBR UHBESF K
FYFDVEYP OPT QPET EP ,VCFSOREWRTFD'UBNP DE BN DFP 8U FW UPBEEJO
FORVBOUP BT TPOEBT EF QSPOUWJEY FF EFU QSR OWBPNQBF B N5 PP DA
TPOEBT EF BUJWJEBEF QBSB SKRBJJBJBROEBD LEFOQPBE U JEFYN Q@B
CBMBODFBNFOUP EF DBSHB BU¥PRBBTFTUFKBN UPUBMNFOUF PQFS



%JGFSFODJBJT JNQPSUBOUFT

"T TPMVE+FT EB "DDV,OPY JODM\BINPEP B GQSHTHIB W B JIPA EIGFSF
QBSB B TFHVSBOE£B EP ,VCFSOFUFT

”

JUJHB¥{P FNPMYCIMB'SNPS PGFSFDF SFDVSQPSNER NOBBHB £
QSFWFOELYP FN UFNQP SFBM EF BNFGEB® da) OB H \EFEOQETP FEV
,VCFSOFUFT

.*EVMPT EF TFHVSBO¥B -JOVY PINCVMISNPBEIRNQMJIGJIDB B
EPT -4.T GBDJMJUBOEP P HFSFOOUBRBO WEF A BHFGQ B OB B £F/N
USBCBMIP F BNCJFOUFT

1SFFODIJNFOUP EBT MBDVOBT EBPP DQPREEU,VYCUHP SENFP $ FCGHS/FSHBADDH
MBDVOBT FOUSF P #1' -4. F P DEOOBY UW PE E PT FHVESOEBFH P
QSFWJTJCIMJIEBEF F TINQMJGHEIOBOEPVYR/DPPNQBUJCIMJIEBE

BFTUSJ¥3FT EF DPNR) PNSUBSANPEIPBOQMIDB SFTUSJEBHTEREF DF
USBCBMIP JNQFEJOEP BUJWIJEBEFBENBEMEBDAOBTEBTEP BAAFTTUC

$PNQBUJCJIJMJEBEF DPB WNYBNBEFVYWPBPOV,0PY TYP QSPKFU
QFSGFJUBNFOUF FN BNCJFOUFT H&G8IHPIIO E FD P NHW 8BIBEB O
DPOTJTUFOUFT FN EJWFSTBT JNQMFNFOUBE£+*FT EP ,VCFSO

$POKVOUPT EF SFHSBT (3R SIFINAFFORIIBEIYP 3#"$ EB "DDV,0OPY
SFHSBT SJHPSPTBT EF (PWFSOB®£BHBIBDWF JO&POR\PS R JEB
QFSNJTT+FT EFOUSP EP DMV TAUFGP,S/CIFSBEEHFUB P NF PUF® B K SE|
BT QPMOUJDBT PSHBOJ[BDJPOBJT

"T TPMVE+FT EB "DDV,OPY JODKWWPORFRCB"SOIPBSH SPSYPFEPNQSPDV S
BEJDJPOBJT F TINQMJGJDBN P HFCF®OBBNTF GUNPBRE JFHWYWEB OZ 6 SB
$PN NJUJHBEYP FN MJOIB -4.TEFJNRPNMQBSDBEFDUPFFWDPIEKFDUPT
SIJHPSPTPT B "DDV,OPY QFSNJUIFBRVFESEFB PISWMBOB OBER BN RQEBABM ce
DPOGPSNJEBEF F NBOUFOIBN VNBFQBFUMS E JBNFFBHIBY SIBNGENBFINF O U

1SJODJQBJT DPODMVT3FT

”

"EPUF VNB FTUSBU¥HJB EF TFHVSEO £ B CBOCRSBMOREB0EP (BBISB
QS-UJDBT F GFSSBNFOUBT FTQFDJBMJ[BEBT DPNP P ,VCF"

"WBMJF F BUVBMJ[F SFHVMBSNFOWVE BSOFR QP QBBBBTE FN B
EBT BNFBEBT F WWMOFSBCJMJEBEFT FN FWPMVEYP

1SPNPWB VNB DVMUVSB EF DPOTEENP FIBUSF BHF HRVRS\BIGXET FE
EFTFOWPMWINFOUP PQFSBE£+FDBTTEHRVISFBVYEE QBE B MHB BB
OP ,VCFSOFUFT

"QSPWFJUF B FYQFSJ|ODJB F BDIFIPMIVEFFD PGORSSIB PE BE BDIP Q|
QBSB TINQMJGJDBS F PUINJ[ESF BOHFRHTFIY N EG UTFFOE/FS B OEBOE
SFEV[JOEP PT SJTDPT



$1¢56-0 B530-"%03&PH&" % .*44+0 0/%&&-&44&

&/$"*9".

OT DPOUSPMBEPSFT EF BENJTTYPPT W NSIOGREAS@B 8BNEQ BIOD BIS PQ!
F WBMJEBS BMUFSBS TPMJDJUBE+EMETF BEORWFPUBENOKFCIEBLEEQH
EF TFHVSBOE£B DPOGPSNJEBEF F HBWHNRWEQNLFE EB L YPF DV SD PO LB
DPNQMFNFOUBN P 3#"$ F GPSOFBFNSUBDFPOR Y BRIV JSELYIR EEPSED\
DPNP P ,VCF"SNPS EFTDPCSFN P DFNQUSN@GMN EGUPY EBVEQRIQBEE A
BENJTTYP QSFDJTBT

O RVF TiP DPOUSPMBEPSFT EF BENJTT ;P

$POUSPMBEPSFT EF BENJTTYP FYWBMWVEBNGT EQDVYREFBORBEE U R B
SFDVSTPT EVSBOUF PQFSBE£+FTTEF RIBE BRI VBUVBRNPBHBRFLFFQI
TENzOUJDBT TPCSF PT SFDVSTBIEPQUFH BMVTRMFT TFKBN QFSTJ

OT DPOUSPMBEPSFT EF BENJTTY PPV IRMWF] [B/NP XOBEOM RIEIBID EF BN JR V|
TPMJIDJUBE+FT EF BENJTTYP QBIFP 5 BUWIBIMPII BRBVFFT FFIMUINPI B BTEFST D ¢
TPMJIDJUBE+FT PT DPOUSPMBBEP®BIS BPFT BPEONKIFIUN P EXP E F R \JDOTTRJF b
QFSTPOBMJ[BEBT RVF NFDBOJTN®YPUBBEIPHNVEBIIW IEBNSP P 3#"$

1PS RVF PT DPOUSPMBEPSFT EF BENJTTiP TiP JNQPSUBOUF

kube-apiserver

Admission Control

Mutating Validating
Admission Admission
Webhooks Webhooks

External
Admission
Controller

Server

KtnspHAE -, T*4+04* . 1-*'*$"%%0$0/530-"%03%&"%.*44+0
&NCPSB P 3#"$ GPSOFE£B DPOUS‘PSS/I'IPP]TEEFBB"D_FTFIVIFFI@(Y@FJIRI'QSFF[SFT

TPCSF P DPOUFYEP SFBM EPPSROV3AO® UWRSPMBEPSBTTESE BENBETYP «
WBMJEBOEP P DPOUFTEP TVCTBB®BOWMWWH EFTBECKBURMPHEF SFDVS



"MHVOT DBTPT EF VTP JNQPSUBOUFT JODMVEFEFN

" (BSBOUJS SFTUSJE£+FT EF SFDBSTPT MJINJUFT EF $16 NFN
" 1FSNJUJS BQFOBT JNBHFOT EF DPOUFOUPSFT DPOGJWFJT
" &YJHJS DPOUFYUPT EF TFHVSBOSBUFNBDBME 5B DIFNSPAYPP S
" "QMJIDBEYP EF QPMOUJDBT OPJDSBITGEF S EFFFGUBBEB TBOELI
" 7TBMJEBS B SPUVMBHFN BOPUBE+FT BEFRVBEBT EPT SFDVS
" .VUBEYP EF SFDVSTPT BUSBWY¥OUEBSFOKIFEMP EBODOJEFDBST

/P HFSBM PT DPOUSPMBEPSFT FEIF BBFENPWFSFOB P E B8 FDFRAWEPQ U B/PN
EFDMBSBEP EP DMVTUFS NFMIRFPEOUEES B BFOTEH VWS BOWB NFFODRIEG G 3

$PNP PT DPOUSPMBEPSFT EF BENJTT{P TiP SFBMJ[BEPT

OT DPOUSPMBEPSFT EF BENJTTYEF YBMMNEBWEOFHOEBEPTTIRO@SFRFRP
.VUBUJOH"ENJTTJPOSFCIPPLT &SOFUHFANYPBEGYVISVSBEPA QESB DIB
IPTQFEBEPT GPSB EP DMVTUFSUBEXFICEFPEFVSFDYFFCER BEMJDTYVYP
SFDVSTP QSPQPTUP F QPEFN BEXBAIJQPMEe BIBETI D e IJHRN EBEF 0
QPEFN BEJDJPOBMNFOUF NPEJPIBBY BT EBSBRBJBEBBEFT EP PCK

OT DPNQPOFOUFT QSJODJQBJT TjP

LVCF BQJTELWPOUFOE QBSB PQFSBE+FT EF SFDVSTPT OP ,V(

8FCIPPLT EF BE$SIBOGJHVSF PT SFDVSTPT 7BMJEBUJOH"ENJTT
.VUBUJOH"ENJTTJPOS8BFCIPPLT

$POUSPMBEPS EF BENJINMUKRP PYUFSWPEPS XFCIPPLMEABIND RV E |
BENJTTYP

2VBOEP VNB PQFSBE£YP EF SFDVWSIWFS TFPYM DIVIUBB EB XAF C MMPAL B @FT B
FOWJBOEP TPMJDJUBE+FT EF SFDWOQUYBPEVFBEE S JEH BFE NQJ TFBRV BERVB |
SFMBEYP T TVBT QPMOUJDBTBESIBTOPPEF DPN PT SFTVMUBEPT

5BCFMB $POUSPMFT EF BENJTT{P F POEF FMFT TF FODBJYB

HRE?~.T", &, E}. -} eT,-/E,}-2 "7sT, 0¢} oT, },}-2 e T,

~T. ¢ «}7,

/[LPLWHV GH UH
5HILVWR GH LP
&ROWH[WRV GH
SROtWLFDV GH
,OMHomR 6LGHH
&TUB UBCFMB NPTUSB FYFNQMPABGEGEPQRN®IP PLB TEFNEEWINAQY B BERB




1SJODJQBJT EJGFSFODJBJT

&NCPSB PT DPOUSPMBEPSFT EF BE@EBETPYPEF QFSW® B NDBF D\OSJTHHTS B
OYP ¥ UBSFGB USJWJBM

" %FTDPCSJS QPMOUJDBT BEFRVBEBTBMMN CBIFPOP DPNQPS
" .JOJNJ[BS JOUFSSVQE£+FT DBV TBEBHA )FFTUQPWMIGMBIDBT FYDF
" (FSFODJBS P DJDMP EF WIJEBEBT QEMRPWBDBT BUVBMJ[BS

'FSSBNFOUBT EF TFHVSBO£B FN UFNGR FES RYHEFWEBRVEBS PGP SWOF
EBT BQMJIJDBE+FT F HFSBOEP Q MW®& QFPSRIB HF BEMN PTITFRS W BEPS WBISF
USBCBMIP EF QS¥ QSPEVEYP BUBBMSTEHS GUCFESN PIS/ BRF BNVJWH E B
QPMOUJDBT DPN P NOOJNP EF QSIWIM¥HIPT

$PN VN GMVYP EF USBCBMIP HSBEEMBU@PE/FONBDBU FFS B[@M Y P B £\ EE
DPOUSPMP EF BENJTTYP B QP TUFNBB EFBNHOMSBNEB I@BBE B B MF

1SJODJQBJT DPODMVT3FT
" 0T DPOUSPMBEPSFT EF BENJTTY F STPOEMN BEBM CTWPIDBA P
EVSBOUF PQFSBE£+FT EF DSJBEYP BUVBMJ[BEYP FMJIJNJOBEY

" &MFT VUIJMJ[BN 7BMJEBUJOH"ENJJITTUOPROBFFI PPPRLOTF DY OB HHC
DIBNBS NPUPSFT EF QPMOUJDBT FYUFSOPT

" OT DPOUSPMBEPSFT EF BENJTTYPFENSBOBRBNQSR B HPWIRMSE |
DPNQMENFOUB PT DPOUSPMPT EF BDFTTP EP 3#"$

" " TVB JOUFHSBEYP SFRVFS B DPNR BRMIDBE EPP @PNE)PESEB!
F NOOJIJNBT

" 'FSSBNFOUBT DPNP P ,VCF"SNPS BYMJBPBBXPO@BBBTIEDMNE
BENJTTYP DPN CBTF OBT BUJWJEBEFT PCTFSWBEBT

OT DPOUSPMBEPSFT EF BENJTTVYW®JRWBUIBEN WPSEN EBPSSFUSEP GEFF
VN NFDBOJTNP QPEFSPTP QBSB NFMIEBBBE BPT PHO/SIBMEBFF R \DEPODE
QSVE!ODJB

(®) ACCUKNOX

Linux Security Modules Process Evenits

@ @ a’ File Events Discovery
Engine

AppArmor SELinux BPF LSM

Network Events elemetry

Allow-Policy / Hardening Palicy

VL) [VAML) [ AW

KtnsprB<e, "1-%$"..+06&10-<5*$"&5&-&.&53*'$0. "$$6,/09
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" "DDV,OPY PGFSFDF VNB TPMYV £ Y\P BEONSEBBEBHF Q B & BE B QI'\F HDYEBB+J-ETB CH
DPNCJOBOEP (FSFODJBNFOUP EB 1P$WV.SB1NMB YBIBWVSBIBEBFOIBS PUWF
5SBCBMIP OB /VWFN $811 F 4FHVESBROEBBHFN@GWIWBEIBT DSBINBEB T
F DPOGPSNJEBEF EF QPOUB B B EG UBQ NN DJEPEP P EIFJTEW PP EDF BVIHEP E

Aagentless : : Multi-Cloud Security and Compliance Posture Discovery, and
(g:SPM Basic Security protection through the use of native APls
(Cloud Security Posture
Management) Application Security  App Security from Code to Run
Container Forensics eBPF (Extended Berkeley Packet Filter) based Observability with Auto-Discovery
Lightweight Industry and Auditing of App Behavior at process-level granularity
Standard (eBPF)
Sensor Agent Comply with NSA Kubernetes Hardening Guide.
Application Firewall
cwpp Workload Micro-segmentation
CEOUd‘ Workload Hardening, Zero - Kernel Hardening to defend against zero-day attacks.
Protection Platform Trust Security Use eBRF for observability and LSMs [Linux Security Modules) to

rmaove from observability [(audit) to enforcement (block) mode

k i°tAE,B=e, &/23(*"%&$41. $81113"48&(63"/..."&. $"."%"4
O RVF 8 JTTP

" TFHVSBOE£B FN DBNBEBT EB "DDV, BPN¥ M &NBJDBMAMF B EFSEBHW S¢
TFHVSBO£B EF BQMJDBE+FT OBUUSBUVEBBODWENB T EFMYVIBEPRPMIEG C
WeSJPT DPNQPOFOUFT EF TFHVSKGSB® £B PENFP BN@ W.JDIBEIAFF TEBISB G
TFHVSBOE£B VOJGJDBEB F BCSBOHFOUF

1PS RVF JTTP 8 JNQPSUBOUF

/B FSB BUVBM OBUJWB EB OVWFBIT BPBOGMIDBE :FVTWAHTQT F BNTUFD
NBOUFS VNB QPTUVSB EF TFHVSECGELEBFENOBOEBFON BPBNBEBT EHEH FL
RVF B TFHVSBO£B TFKB BCPSEBEBSBRTWEABJIVBB BBHNBEBD®WHHM EB
VNB TPMVEYP EF TFHVSBO£B SPCVTUB F BCSBOHFOUF

$PNP JTTP 8§ GFJUP

" TFHVSBOE£B FN DBNBEBT EB "DDV,GISB &Y B VEB @£ 8 EBTBUFSBOWJ FB
DBEB VN BCPSEBOEP VN BTQFUP FTQFD©®©GJDP EB TFHVSBOEB

(FTUi{P EB QPTUVSB EF TFHVSB®¥BFOBPONWQPON O$4AL GPSOFDF
DPOUSPMP TPCSF B QPTUVSB ERERFFHBFIBLEB E E B GOG/SBAN WSV
GPSOFDFEPSFT EF OVWFEN "KOWEBGBHMIBE+FTIDBBSPS BPGEBET HW
SJTDPT QPUFODJBJT EF TFHVSBOEB

1MBUBGPSNB EFD@SHBR¥XSBEEFMIP OB OVVWHN (BBQEOUF $811

DPODFOUSB TF FN QSPUFHFS DB HBTO B F QUSBSCHBIMFPDMB/ TOW/REH
GPSOFDF SFDVSTPT DPNP NJDS EPFHNFORN FY 8 J SPPXSBMW EFJ Bl
QSPUFHFS BT DBSHBT EF USBCBBREFTDPOUSB BNFBEBT F WVM



AFHVSBO¥B EF BFQMEFDBRENRIPOFOUF BCPSEB BT NBBPRMPVEMB DM
WJEB EB BQMJDBEYP EFTEF P D EOBDRBUYS BEDUPOBM EFBEYFHL
FTU.UJDB EF DEJHP UFTUFT EDBZNRIDP%"EF TFTFBVSBQSPB WEFE I
FN UFNQP EF FYFDVEYP 3"41

"SRVJUFUVSB

" BSRVJUFUVSB EF TFHVSBO£B FN PNBN\BSBFPTEBP'RQNOFOY BP RVFT |
DPOKVOUP QBSB GPSOFDFS VNB TPMVEYP EF TFHVSBOE£B BCSBOH

$41. FTUF DPNQPOFOUF JOUFHSBPBROPPNEPBFI*EFOBVWWR TQE
BWBMJBS B QPTUVSB EF TFHVSBNXPEBIBEPTBE BPOYITPOV EBFOWW F
JODPSSFUBT WJIPMBE£+FT EERFNMOWIBBIBF 6 PBOMFFD RCUEF GEF D
DPSSFEYP

$811 0 DPNQPOFOUF $811 JODMVJ ¥N BHFORVFFTEFOOPEIEBTBEB
EF UFMFNFUSJB EB DBSHB EF DBBE B\ PS RIMFH ICPC OB DYP S ISIP\E
LFSOFM F GIJSFXBMM EF BQMID BEBCIBRIBS BN 8FNROHPFESFBAYD B!

4FHVSBO¥B EF BFQM¥FDBRENRIPOFOUF JODMVJ GHSERS BNBOWIRIP Q ®
3"41 *OUFHSB TF DPN P DIDMBFREERMTESB UEXBEFT AW MYBINBF €
WVMOFSBCJMJEBEFT EF TFHV ESBOEQ MBIDBIPOMHP EP DIJDMP EF

$POTPMF EF HFTU{PODPOVSBRMI[BEBOFDF VN DPOVYFMB BFH-SmBI
UPEPT PT DPNQPOFOUFT EF TRHESB®EB HEGES 8l JU BE® BB WBAPSTI ML
TFHVSBO£B QPMOUJDBT F JQBIOFMIFT B QBSUJS EF VN T10J|

5BCFMB 4VJUF $/"11 FNQSFTBSJBM

$PNQPOFOUF EF TH %FTDSJ¥;P

(FTUYP EB QPTUVSB| %FTDPCFSUB BWBMJBEYP F NPOBB
OVWEN $41. TFHVSBOEB OB OVWEN FN WeSJPT (

1MBUBGPSNB EF QSH 1SPUFEYP FN UFNQP EF FYFDVEYP
useBCcBMIP OB OVWFN OVWFN JODMVJOEP NJDSPTFHNREBEO
F GIJSFXBMM EF BQMJDBE+FT

4FHVSBOE£B EF BQMJ| *EFOUJGJDBEYP F NJUJHBEYP BFBW
MPOHP EP DJDMP EF WJEB EBBEEQM
UFNQP EF FYFDVEYP

Code-to-Cloud Risk Visibility,
Prioritization and Remediation

@ K8 J7 ;J.«. 1‘3 Transport Layer Security

@ Network Microsegmentation

AccuKnox Built Runtime

@ACCUKNOX Security Engine
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%JGFSFODJBJT

$41. TFN BHPOWFNQPOFOUF $41. EB "DDV,OPYFOYPRPOVEPIBT[BLB
OBUJWBT EPT GPSOFDFEPSFT BRFfBGVBVRW TQBSEB BENBTVRIHB\ES B OfF-
OFDFTTJEBEF EF BHFOUFT PV JOGSBFTUSVUVSB BEJDJPOBJT

$811 CBTFBEP FN B/PNQPOFOUF $811 VUJMJ[B BUUBMOFB PH#AB
FTUFOEJEB GPSOFDFOEP NPOJBPESBEBMIP @SPDFEY B AEFFDE
TPCSFDBSHB EPT BHFOUFT USBEJDJPOBJT

$POTPMF EF HFTUQPDWP@IJEPMMBEF HFTUYP VOJGJDBE&FPD P BQBEIMV
QBSB HFSJS F NPOJUPSJ[BS BOQFTIO/SBEE® UFH V¥ SBWEBP TQP M
TFHVSBOEB TIJNQMJGJIJDBOEP BT PQFSBE£+*FT EF TFHVSBOEB
4VQPSUF QBSB WYSPBIMVEOWRVEDTTFHVSBOEB FN DBNBPHBT EB "I

GPSOFDFEPSFT EF OVWFEN QFSINBER BP OFHMSBIOERBT H- N FBONGF
NVMUJDMPVE

Application

* Least permissive Secrets/Vault access
+ Least permissive data access
+ Application Hardening and Monitoring

Transport

+ Secure Service endpoints
+ Appropriate TLS configuration
+ Appropriate certificate configuration

Network

+ Microsegmentation
+ Ingress/Egress Access Controll
+ Process based network control

System

Multi Layer Zero Trust

+ Process Whitelisting
* Yolume mount point access whitelisting
* Kernel access control

k 1°T/AE,B?e, "326*58563%&4&(63"/...".6-5*$"."%"4 ;&30 3645



1SJODJQBJT DPODMVT3FT

"TFHVSBOE£B FN DBNBEBT EB "DDV,OHPWSBGE 8 FEOESBNBI H® MK
BT QSFPDVQBE£+FT EF TFHVSBOBUBHEFBMIBFBBEQMIUBYSBT DE

$PNCJOB DPNQPOFOUFT $41. $811TFQBSHVISBOEB UEIS BTG M YIS
DPOGPSNJEBEF EF QPOUB B QPEDOBBNFNDBR¥EP P DIDMP EF W

" TPMVEYP VUIJMJ[B $41. TFN BHFGUWN B 8OR OCCTBPTVFEB EF FINF TR
QBSB PQFSBE£+FT EF TFHVSBO£L£B FGJDJFOUFT F DFOUSBMJ|

" TFHVSBOEB FN DBNBEBT EB "DDVDOVFPWEVQFSUNBUNEFP- DRI
DPOGPSNJEBEF DPOTJTUFOUFT MWMINDWHPNEOUBE+FT I1©CS.

"P BCPSEBS B TFHVSBOE£B FN UPEBETB®ZBDBIN BXEBBNB BB T FEMBV £l
BKVEB BT PSHBOJ[BE+FT B BMDBOEBWYBVN B QIBTQNB® UEF QIE-S
BOMJIJDBE+FT OBUJWBT EB OVWEFEN
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" "DDV,OPY UFN VNB EBT PQf£+FTFFRP WNQ ™M ERFDRIBEY PBN B DE EME P
OFDFTTJEBEFT EF JOGSBFTUSVWWSIBQ VM3 DAET UT-K\B FiN RIERISABESE B8 BP
NVMUJOVWFN B "DDV,OPY UFN P RVF QSFDJTB

$FOYSJPT EF JNQMFNFOUBY¥;P

J)«CSJEP NVMOQHEPWHFKB BNCJFOUFT I©OCSJIJRPM®& UWN\DNBUJDMPVH\
DPOTJTUFOUFT FN UPEB B TVB JOGSBFTUSVUVSB EJWFSTJGJ

-PDBM DFOUSPESFPEBEBTPT SFDVSTPT EP TPV BFOVSPFPETF EHBE
TFHVSBO£E£B SPCVTUPT EB "DDV,OPY

IVWEN Q, CMVYWBOT QICMJIJDBT DPNP BT RPWF (BVF 8 MFPOMBINYV @ B D
TPMVE+FT EF TFHVSBO£B BCSBOHFOUFT EB "DDV,OPY

IVWEN QSJO\BWBN QSIJWBEB JODMVJOER BNEOHOWFTIJIITPHE B
TFHVSBO£B QFSTPOBMJ[BEBT EB "DDV,OPY

$BSHBT EF USBCBNMBSIEBTQPOUBBCBMIP EF QPO UBVEB®E B W QE
QSPUFELEYP EF BNCJFOUFT EF *P5 F DPNQVUBEYP EF QPOUB

$BSHBT EF USBOBMBBHBT EF USBCBMIP ( BQW®FO/PNIQBEBB YR
DBSHBT EF USBCBMIP DPN UFDORMFHTBH Y SBOESEBTEWVH T VER
FNFSHFOUF

4VQPSUF WFSTYUJM QBSB DBSHBT EF USBCBMIP

=« $BSHBT EF USBCBMIP PSRVFTWSBEBT SN ¥ G RITFMNUFOTU B E
,VCFSOFUFT %BFNPO4FU QSPQPSDBHROQBBIEFPPBBBQMIW B K YPP
,VCF"SNPS1PMJDZ DPNP EP O ,VCF"SNPS)PTU1PMJDZ

>«$BSHBT EF USBCBMIP 1B&BSFBFHWBMEF USBCBMIP FYFDVUB
N RVJOBT WJSUVBJT PV TFSWJIEPRBER TBS B NNFMBWF APU B C
TZTUFNE HBSBOUJOEP VNB DPCFSUVSB EF TFHVSBOE£B BCS¢S

" WBOUBHFN EB "DDV,0OPY

" "SRVJUFUVSBE GMFYKW RNWEVMBS EP "DDV,OPNSQGF3UNBUFNV NE
EJWFSTPT BNCJFOUFT EF JOGMBBBUSFVQSIWBEBTEU® \DWFIEOQ
JNQMFNFOUBE+FT EF QPOUB (

" 1PTUVSB EF TFHVSBOW¥BODFOTBTVWINE QPTUVSB EF TFHVSBOf
JOGSBFTUSVUVSB JOEFQFOENGOBBEYPR FT ¥ € K\BIEFOMA PR/ JB
USBCBMIP

" 4PMV¥:FT QSFQBSBEBI SPRIFBI PPERBIVBIPV,OPY JODMVI TVQF
USBCBMIP FNFSHFOUFT DPNP *P3 & EHKNTF JO VWBTSWBINUWIOOEFT
FTUFKBN QSFQBSBEPT QBSB P GVUVSP

'BDJMJEBEF EF JINQPMGSFDEUBHRPEF JNQMFNFOUBEYPNTQUNNIGVWDBI BB E
JNQMFNFOUBEYP EF NFEJEBT EFJODEHVE D®BSEH B CTPBOSBHFBTU FV B S FFER/
TFHVSBO£B G5BNC¥N GB[FNPT B MINQF[B F DVJEBNPT EB EFTBUJW



]/6[ SaaS - On-prem

« w/Internet
» Air-Gapped*

Agentless with SaaS Scanners Lightweight Agents on the cluster
Cloud Account 1
On-prem SaaS scan KBs Cluster
Ausat Type X Asgat Type ¥ On-prem SaaS reports
reports
Scanners Workloads

deploy End
ngine

¥ Cloud Account 1
Agentless with local scanners
Asset Type X Asset Typa ¥

reports
On-prem SaaS

Aszet 2 Aaszet N

deploy scanners Scanners

K 1°TA,B@-*, t50%048&".1-&.&/5"..+0461035"%04&-0 "$$6, /09 &5&313*48&3/"11

AFD¥iP .PEFMPT EF JNQMFNFBUB¥;P [/VW

"84

" JOUFHSBEYP EB "84 SFRVFS B D8JBBYPTEFURK B/TU BMUFBIEBS QBSB
VUIJMIJ[BEPS P BDFTTP EF MFJUVSB BQSPQSJBEP

&UBQBWFHVF BU¥ *". 6UJMI[BEPSBITMIBNEPRSWVH FN "EJDJPOBS V
Managament (AM)
Users (1) i Z B m
@

Usér name Groups Last actvity MFA Fassword a8 ACTvE ksy ape



&UBQBPSOFEB VN OPNF EF VUIMJ[BEBS QBSB JEFOUJGJDBS P VU.

User details

User name

sample-usal

[ Provide user access to the AWS Management Console - optional
scoess b 3 perzan it a best practice [ by manage their sccess in 1AM dentity Cente

@ If you are creating programmatic access through access keys or service-specific credentials for AWS CodeCommit or Amazon Keyspaces, you tan generate them after you create this IAM user, Learn maore [
Cancel Next

&UBQBB UFMB %FGJOJS QFSNJTT=*FT
B 4FMFDJPOF j"OFYBS QPM©OUJDBT EJSFUBNFOUFw
C 1FTRVJTF jBFBEOOMZw GJIMBESF GRDLYP EP|"83BCBIFIPW F TFMF

Permissions options

A L5t b Groug (- B
Permissions policies (1/1116! o) Croate poll
or by T
a x m, t 1 @
[ Policy name [% a| ¥ v | 1
= B ™ RoacOnl i

D 1FTRVJTF j4FDVSJUZ"VEFUQFKEBMBSF QPO AYIQEP jUBSBICBMIPwW F
Snaiolonai il NN EARTITD

Filter by Type

Q security ¥ | | AWS managed - job function ¥ | 1match 1 o]
[} Policy name [4 " Type v Attached entities v
(O] SecurityAudit AWS managed - job function o |

» Set permissions boundary - optional

IBTTBPODMVB B DSJBEYP EP VUJM ¥\ DRSS BEM IR DS IFP BV D UBM FBEP ¢
TFDSFUB OB HVJB $SFEFODJBJT BPFQBROVYB'EBVQBBEB TFSFN VTBE



Permissions Groups Tags Security cradentials Accuss Advisor

Console sign-in

Enable console access

Console sign-in link

[ hteps://BE4516920010.5lgnin aws amazon.com/fconsale

Mot enabled

Multi-factor authentication (MFA) (0}

ity el you

urm of B MFA devic

Assign MFA device

Device typa Identifier Certifications Created on

No MFA devices. Assign an MEZ

o impr

urity of your AWS environment

Assign MFA device

Access keys

Mo access keys

As 3 best practice, avoid using long-tarm credentials ke access keys. Instead, use tools which provide short term credentials. Learn mere [

Create access key

"[VSF

1BSB B JOUFHSBEYP EP "[VSF WOFPFTDPIIPFEFISIEDBBTYNSBF BRI L
BQMJIDBEYP B QBSUJS EP QPSUBM EP "[VSF

IBTTP'DFEB BP TFV QPSUBM EP "[BMEBQMSPBYSFTQP B8GEBIMUPT

P App registrations

A
All Services (34) Documentation (99+) Resources (0) Resource Groups (0) Marketplace (0)
Azure Active Directory (0)
Services See
u

App registrations L App proxy

@ App Services <> Function App

wvent Grid Partner Registrations @ Application gateways

» App Configuration QO Application groups

Documentation

Registering applications ALM Accelerator App Registrations - considerations when designi...

Implement app registration - Training Share gallery images using an app registration - Azure Virtual Ma...

Remove limits on creating app registrations - Microsoft Entra Tutorial: Register a Single-page application with the Microsoft ide...

Register your app with the Azure AD v2.0 endpoint - Microsoft Gr... Configure required Azure AD Graph permissions for an app regist...

® continue searching in Azure Active Directory

Searching sl subs




I1BTTP'"RVJ DMJRVF FN /PWP SFHJTUP

Home >

App registrations =

A

Mew registration @ Endpoints //@” Troubleshooting '\_:' Refresh  ~ Download [ Preview faatures (0? Got feedback?

0 Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will ¢
and Microsoft Graph. Learn more

All applications  Owned applications Deleted applications

P Start typing a display name or application (client) 1D to filter these r... +? Add filters

7 applications found
Display name T
|

I1BTTP%, VN OPNF BP TFV BQMJDBUQWFPT MMNQOFR T ¥ THBFEIPT I© PW R K F C
P SFTUP NBOUFOIB BT DPOGJHVSBE+FT QBESYP

Hame > App registrations

Register an application

“ Mame

The user-Tacing dlisplay rerme for Uiis apalication (s can be hanged lalen).

|_accukrion-may-2023

Supported acount lypes

& saphaston of access this APIT

Mutitenart] ard parana Micrasolt amounts ie.g. Skyps, Xbax

Rediract URI {opticnal)

Wl retum the authentication respansa ta this LIR) s4ter sus
changed later, bt 3 value 5 required for most authanticat

s sutherticsting the usar, Froviding ths now is optional and it car be

select a platfarm “

Aggster 81 E0P YOUTE warkng on her, Integrate gallery aops and othar apes from outside your arganzaton by agding fram Crtenprise &)

gree to the Wicresal Flatform Policies o

I1BTTP"HPSB RVF P TFV BQMJDBUJWR BUJWSJI B BP * % BEVPWEJ B Y FEFF
OFDFTT*SJPT QBSB B JOUFHSBE£¥B CPM'IRIVFLPN Y"EB B J PR BN VIN- B ¥



IBTTP$MIRVF FN /PWP TFHSFEP EP BEDNMBB6G W+ PNBMIEBEF QBEB PC
WBMPS TFDSFUP (VBSEF FTUF SV¥BMMDF TFSSPUR B P Bl WDBN-CM\B IY

Accuknox-may-2023 | Certificates & secrets

Certificates & secrets
I Token configuratior Certificates (0] Client secrots (1)  Federated credentials (0

that the application uses 1o prove its identity when requesting a token. Also can be referred to as applicabon password,

aw chent secret
B Owners Drescription Expires Value Cople scret ID
&. Roles and administrators may-2023 3/8/2025 Xdeq- |_:'.] Teisfal

M tanifest



1BTTP&N TFHVJEB W+ QBSB P TFQBSBEFS 1'ASINDIUPQES @BS'NI T DR

1BTTP/P FDSY RVF BQBSFDF DMJRVF FN j.JDSPTPGU (SBQIlw

gl coni il Request AP| permissions
- Permission-screen | APl permissions ¢
Select an AP

Micrasoft APIS  APls my erganization ides My APl

Commonly used Microsoft APls

Microsoft Graph

"?}

1BTTP&N TFHVJEB TFMFDJPOF 1FSHN OPTSt B6N EBDRI@ 19 Z CBE-BYEP " MONS FED
QFSNJTT+FET



IBTTP4AFMFDJPOF j$PODFEFS DPOTF@RSB POX PSER BE R JIORIT SN EPE

IBTTP"HPSB QSFDJTBNPT DPODFEHRE HMSBENIAH 8BF F TEUH- MBRINM J/SBUB A
JTTP We QBSB "TTJOBUVSBT



1BTTP1SIJNFJSP HVBSEF P *% EB T¥GTDWSIJEDN 8 JE YORV JIRWH GDFPT O P NDR:
.JDSPTPGU "[VSFw



I1BTTP/BWFHVF BU¥ $POUSPMP EF "OFHTTBR WJ.T FMW D QBGB "N DEXP O
BUSJCVJEYP EF GVOEYP

1BTTP1SPDVSF B GVOEYP EF USBCBMUP OF JBJF QBF TTTRHP\OSB P 8BRW Y



1BTTP /B TFDEYP EF NFNCSPT DMJRMF SNBLARIPI P 0 BNSF @ ¥ NTO/STRJTF (
EJSFJUP

1BTTP"RVJ QSPDVSF B BQMJDBEMF R\RO B BBH BQUWRI\D BFY PORO D VR RVA
3FWJTBS F BUSJCVJS

1BTTP %B NFTNB GPSNB EFWFNPT BEJD JPOBBYB Y UFBMBSG WO £YPB MZR
4FMFDJPOF B F DMJRVF FN "WBOE£EBS



1BTTP"HPSB DMJRVF FN 4FMFDJPORBIDBEFNE KRRNF GFFDSDBEBGFEE B
GVOEL£YP BOUFSJPS 1PS GJN DMJRVF FN 3FWFS F BUSJCVJS

($1
$FSUJGJRVF TF EF RVF B CJCMJPWEPB @B TMBBTBOYR FFU QBIB JC
"DDVLOPY 4BB4

"1* EP $PNQVUF &OHJOF

"1* EF (FTUYP EF *EFOUJEBEFT F "DFTTPT *".

"1* EP $MPVE 3FTPVSDF .BOBHFS

"1* EP $MPVE 'VODUJPOT

"1x .4

"1* EP ,VCFSOFUFT

"1* EP $MPVE 42- "ENJO
1BSB P ($1 ¥ OFDFTT+SJP UFS"BDFTTP ;@ DPOUB EF TFSWJEP *



1BTTP*OJDJF TFTTYP OB TVB DPOTRMB. (PPENIP $ VPN EDR FOBFVFWU E
FN j$SJBS GVOEVYPw

3

1BTTP%! VN OPNF e j'VOEYPwWw F DMJRRW FN j"EJDJPOBS 1FSNJTT

I1BTTP6TF P GIJMUSP 4FSWJ£P B S NBBMPEN&DWHPSB HFNCVPH ¥ UHBH FPU



’

1IBTTP&TDPMIB B QFSNJTTYP F DMJRMMB F B NI'IER\DR FOQ Bj$ & JB SFN OTBF N

1BTTP/P QBJOFM EF OBWFHBEYP OBWERVIFFBWYE&P. "ENJO $POUB



’

IBTTP$MIRVF FN j$SJBS DPOUB EF TFSWJEPw

IBTTP*OUSPEV[B P OPNF RVF EFTFKBSPFN /PNF EB DPOUB EF TFS\
IBTTP$MIRVF FN $POUJOVBS



1BTTPAFMFDJPOF B GVO£YP 1SPRRDEJDIPIO/BM P\BEPES GVIDM YRV F



1BTTP $MJRVF FN j"EJDJPOBS PVUSBBGRB@ELF FWMFDD P ® FBBj GRS £YOFE
DSJBEB

I1BTTP$MIRVF FN j$POUJOVBSwW F j$PODMVOEPwW

1BTTP 7 QBSB B $POUB EF 4FSWJEP BFSIBHE P NBRWFHU FTEB¥$® OE



1BTTP $MJRVF OP CPUYP j"EJDJPOB® DI BWE®R EH 5 BB\SF GF-P\D B NDIIBEVY
GPSNBUP +40/

1BTTP $MJRVF OP CPUYP j$SJBSw QBSB EIBWBS$8FHBS BVUPNBUJD

" 0 OSBDMF $POUBJOFS &0HJOF GFSSNMEF SACHSFOTF WK & H4 8 JIE
BT PQFSBE+FT EF BOMJDBE+*FTFFDNBNMBCUMOEBGEFTGBBE $Y DE



" 0 OSBDMF -JOVY B EJTUSJCVILEQPSUBPMIQERPQBSBSFBLBC
,FSOFM 6&, F GPSOFDF VN BNE&BFEQUWJDBWY-+\WF M ¥ QrS-FHNBSSR

" 0 "DDV,OPY VN QSPKFUP TBOECPH EB BFS$'V EBOE B EFFBOBN R
RVF VUIJMIJ[B P #FSLFMFZ 1BMEEULBIMEFRS' IMAILF S F FO¥ N S4AFD
#1' -4. QBSB QSPUFHFS QPET E®IPOUFOUPSFT EP ,VCFSO

" 0 "DDV,OPY BHPSB TVQPSUB P 0,88 RBIBSEGIPWUIBHFSPQP ET' F
NJUJHBEYP F QSFWFOEL£YP EF BUBRVFT FN MJOIB

" 0 "DDV,OPY ¥ VNB TPMVE£YP OBUJWBI EPW,FT EPOIFFIFAFMV R @
60OCSFBLBCMF &OUFSQSJTF ,FSOHMG®S,UJEBIDB GPBS BEBKEBF
NFDBOJTNP EP ,VCFSOFUFT

0O RVF 8 P OSBDMF $POUBJOFS &0OHJOF GPS ,VCFSOFUFT 0,&

0O OSBDMF $POUBJOFS &0HJOF GFSSN,MEF SACHASOTF W& HFS8JEP RVF
EF BQMJDBE£+FT FN DPOUFOUPSGTB € GWSERED EPBNVUPBINB B G PBENTB EC
JNOQMFNFOUBS DMVTUFST ,VCFSOFWPRIFIBGEYBD GBOKFBNIFOBR B UH\BE
QBUDIFT F EJINFOTJPOBNFOUP

" EJTUSJCVJIEYP FTDPMIJEB QB$BTF CRBRT¥ JB B ENMFU-IDOWIERY 3F|
3)&- F GPJ DPODFCJEP QBSB GW FOFPH\SSWNQBNSEBGJIB FYF FYL¥ W EF
FNQSFTBSJBM 0 OSBDMF -JOVY TR DAVBWIFM 6 0&,SFRVB CAVGH & PV Q-
EFTFNQFOIP F TFHVSBOE£B DS©UBNBD WEESE? FOIB ORHWE NP F Q B SVBP DB

0 "DDV,OPY ¥ VN QSPKFUP TBOECBFPNEBVY/BOHSPWROEBBUPWF RVF P

BQSINPSBEB QBSB BNCJFOUFT NWLRBOEHETIMUWVFSYWFINI[BE P #FSLI
'JMUFS -JOVY 4FDVSJUZ .PEVMFPEM'F-H.P QBFBURSFUFEMNESESOFUFT

1PS RVF JTTP 8 JNQPSUBOUF

&NCPSB P 60CSFBLBCMF &OUFSQSIUVF¥F THXBGFWN B & N BOHH R SBD MRS Ol
GPSUJGJDBEB B TFHVSBOE£B EFR B RRETOH BDCIMIEGEF SEHA BB DEGWHP
"DDV,OPY SFTPMWF JTTP VTBOEP QAT HP OBGCBSQEBBFHPIPFEBE
MIJNJUBOEP P DPNQPSUBNFOUP EPPT TGUDFRESFN SPMBER FEB QS PNDF
0 "DDV,OPY ¥ VNB TPMVEYP OBUJWBI EPW,BFT EPOIFFUSFOFRIVEIOVE QB ¢
&OUFSQSJTF ,FSOFM ©6&, QBIBDBEESRBNEGEBSNBTTQP INTF DBRIT NE E
BKVEB B NJUJHBS F QSFWFO0OJS GRSAND F AP WHN\BQ B BENFB E B FDNV ¥ \
BQMJIDBE+FT FN DPOUFOUPSFT FN FYFDVEYP OP 0,&

$PNP JTTP 8 GFJUP

I, ««°YETR, E¢CAEIT}Z2" A, «T?,T,%06k28 -72,°?, EANTEIVTIET},8 E°R,
E¢tT-°8 -T,E}" ,NEt"XE”, T, ETEL. Ty« BY?BA LT, ««°YETR,}E AT
CACAE«T £, %0k, }T"I}E«OT”, 8 -Z,~T"" ¢ .. EE-ETEW®W K}, A" ~FE« «}-T",
°¢ . 8} Tt,~}t}.}~. «} T, ¢}" &} },E£?,~TTIHE TECAEEC



"MHVNBT DBSBDUFS«TUJDBT QSJODJQBJT EB JOUFHSB¥|P EF

1SPUFE£YP EF EBEPT DPOGJEF QIS PPBIDMOWV,® BYJQBPS SEA 4
DPNP TFHSFEPT EP ,VCFSOFWHIISP EPSWIRRADBEBPSFT EFQPT
EF QPMOUJDB QBSB JNQFEJS NPERIGIGREEREERFTONYPORNMDPIJI[BEL

$POUSPMP EF FYFDVEYP CJO-S1ES P FOYBUVENY @QFEEFFBSFBWS OG
EPT DPOUFOUPSFT GPSOFDFOHRPGCOSERPSDBE QPT B B NUFONPP EFF
VUIJMIJ[BEYP EF SFDVSTPT F P EFTFNQFOIP EBT BQMJDBE+FT

OCTFSWBCJMJEBEF F NPOJUPSJ[B£Y RBBB PV, O8°WBEQ SIBWEHB
QFSNJUJOEP B NPOJUPSJ[BE£YP W BEBBRT E FF N UTRN-QB S FG MMB/
QSPDFTTPT BDFTTP B BUIJWPSFEFCG-GBEBPFOWDEBEFTIEOR PSBRBETE
TFOTOWFJT ce TFHVSBOEB

.JDSPTTFHNFOUBEYP EF SFEF P QPM® OPYBIOBR I3EB FTE D PWCI
$POUBJOFS /FUXPSL *OUFSGBBFB@S5JNP $8BKED N FBIMEBIP EGBT
JOTJHIUT F DPOUSPMF BCSBOHBEGBFTFRNN),J& BNQIANSFMBOUBE+F

'PSUBMFDJNFOUP EB DBSHB EFTWSBWEM UB TPE'™ G ¥ SAUBYM FO D NIF
FTUSVUVSBT EF DPOGPSNJEBERPF$BUBRYBEAMOEBSFT EF ABYH
QPMOUJIJDBT BKVEBN B QSPUFHMRSTBIVQBSAEG&®D HH ESFBEBBIRN F- |
JNQMFNFOUBEYP EF QPMOUJDBT CBTFBEBT FN CMPDPT

1PMOUJDBT EF DPOGJBOEB [FSP FN "®BOBRIRIBQARB DBSWYN B B G
BE+FT TYP SIJHPSPTBNFOUF SFHEINUBE EF FMBESBBSFRYBOBBEEF
RVBJT TYP OFHBEBT PV BVEJUBEBVSBBSBMPIXMEIUBNB QPTU)

/IFTUB BSRVJUFUVSB B "DDV,OPY 8QSPWFJRUSBOF M O&S5,F EDLFB G 815 D&/
F F#1' QBSB GPSOFDFS TFHVSBOBE R BPEH BB\S B 6 JMIE BISB G RN UMN P!
FYFDVEYP OP 0,& "NQFSF " TIBQFT

4VQPSUF EP 0,& "NQFSF " "DDV,OPY

3FDVSTP %FTDSJ¥P

1SPUFEYP EF EBEPT| 0 "DDV,OPY QPEF SFTUSJOHJS P BI
DPOGJEFODJBJT DPNP TFHSBBEPTH
Y EFOUSP EPT DPOUFOUPSFT

$POUSPMP EF FYFDV[ O "DDV,OPY QPEF SFTUSJOHJS B FY
CJOSJPT EFOUSP EPT DPOUFOUPS

OCTFSWBCJMJEBEF RO "DDV,OPY VUJMJ[B F#1' QBSB PCI
GPSOFDFOEP JOGPSNBE+FT FN UEFR
TIJTUFNB

.JDSPTFHNFOUBEYP | 0 "DDV,OPY JOUFHSB TF DPN BT QF
,VCFSOFUFT $JMJVN $/* F 1SPKFD
TFHVSBOE£B EB SFEF




3FDVSTP %FTDSJ¥iP

'PSUBMFDJNFOUP EB| O "DDV,OPY JODMVJ FTUSBU¥HJBT

FTUSVUVSBT EF DPOGPSNJEBEF F

l1PMOUJDBT EF DPOG| 0 "DDV,OPY BQMJDB VNB BCPSEBHH

BE+FT TYP SJHPSPTBNFOUF SFHJT

1SJODJQBJT EJGFSFODJBJT
0O "DDV,OPY ¥ VNB TPMVEYP OBUJWBBEPRPT, DSESIOBUWBTREP BRS
GPSUBMFDFS PT QPET GPSUJEIPMBOEHEHHSBFOEB NBJT P NFDBO.

" JOUFHSBEYP DPN F#1' -4. QFSNUREB BNUBRBMBE YAN FMQ S FBV F@¢
DBSHBT EF USBCBMIP FN DPOUFDVPBFET EVSBOUF P UFNQP E

"PCTFSWBCJMJEBEF CBTFBEB FOIEPALTRBCSO BDOFBUAWIEBHEFQ S
QFSNJUJOEP B EFUFEYP F SFTQPTUB QSPBUJWBT B BNFBEBT

"T FTUSBU¥HJBT EF GPSUBMGDBRNEB P SH BJIF Q RWERN PBDPEORUB
BQMJIJDBEYP EF NFEJEBT EF TFHVSBOE£EB

" JOUFHSBEYP DPN BT QPM®©UJIDBVINE B/S FE F SPK FDUF SEONF UFA H:
EF TFHVSBOE£B DPFTB QBSB JNQMFNEPUBE+FT CBTFBEBT FN (

1SJODJQBJT DPODMVTS3FT

" "DDV,OPY NFMIPSB B VUJMJ[B£Y PQEF WF'O-Y RQ F M\B 0] & BXBY
FN MJOIB QSPUFHFOEP QPET F DPOUFOUPSFT

""DDV,OPY VTB P 60CSFBLBCMF MR UFBWYS OB BFS © & MBB/H- D
,VCFSOFUFT F GPSUBMFDFS QPET JOEJWJEVBJT

OCUFOIB SFDVSTPT EF TFHVSBOZEBNB QB PNPEB BDBRSTHBD BN R &P
DPOGJBOEB [FSP NJDSPTFHNFQOBBYYFFEE SSEBDPP Q8BBHNE

" QBSDFSJB EB "DDV,OPY DPN B 0SBODMF @B 0 MQFGSF S'FIFF, V(
EF TFHVSBOE£B SPCVTUB QBSB JEGGKEEEF O SV B VESIBF E F CONVRNWVF |
VNB BCPSEBHFN QSPBUJWB ¢ TFHW¥S8BOE£B EP BNCJFOUF OE

AFD¥iP .PEFMPT EF JNQMFNFBUB¥;P [VW

IVN NPEFMP EF JNQMFNFOUBEYP 4BBFQFEBDN IOPP Y RT TP1 BINFG3F O U
BHFOUFT JNQMFNFOUBEPT OBT DB8BB4 EF USBCBMIP TF DPOFDUI



K 1°TA,BA*, "326*5&563%&*.1-&.&/5"...+0&. [67&. 13*7"%"

"HFOUFT "DDV,OPY

*NQMFNFOUB¥3FT 5JQP EF IJINQMFNFOUB¥;P

,VCF"SNPS %BFNPO4FU

"HFOUF JOGPSNBEPY *NQMFNFOUBEYP

AFSWJEP BMIJNFOUBH *NQMFNFOUBEYP

"QMJIDBEYP EF QPMO©f *“NQMFNFOUBEYP

"HFOUF EP NFDBOJT| *NQMFNFOUBEYP

1SFTVNF TF RVF P VUIJMIJ[BEPS-UFDPBTPM BV NVICHFGIGEGPURFOIULWCEDU
UBNC¥N RVF FTUFKB GBNJMJBS B BEHFS SPNF® GB/ ¥ ¥ PD EEFJ H 8 BEOBAVEI B F
OPWP OP "DDV,OPY DPOTVBIMBEQE®INFISEBIP BCFSUP

IlvuuQT IFMQ BDDVLOPY DPN WFUUJOH TUBSUFE PQFO TPVSD

SFDPNFOEB TF UFS P TFHVJOUSBPYPGJHVSBEP BOUFT EB JOUFH
" _VCEDWNQT LVCFSOFUFT JP EPDT UBTLT UPPMT
" JEMNUUQT IFMN TI EPDT JOUSP JOTUBMM




3FDVSTPT N«OJNPT

*NQMFNFOU| 6UIJMJ[BY¥| 5JQP EF M{ 5FSNJOBM "DD
SFDVSTPT
VCF"SNPS $16 N
.FN"SJB
"HFOUFT OQH $16 N 4ABOEB DFFXNQR[ FRP
.FN SJB $FHVVR 63,5(
.PUPS EF EF] $16 N
.FN"SJB
"HFOUF JOGH $16 N 4ABOEB DFFXNQR[ FRP
QBSUJMIBEP| .FN"SJB NQR[ JDWHZD\
AFSWJIEP EF | $16 N ABOEB DFFXNQR[ FRP
BMIJNFOUBEY .FN"SJB NQR[ JDWHZD\
"QMIDBEYP H $16 N ABOEB DFFXNQR[ FRP
.FN SJB 6HUYLOR GH IR
SRO WLFDV

&TUBT QPSUBT QSFDJTBN EF TFSFRABBIMIUJEBT BUSBW¥T EF VNB G



"M¥N EJTTP P "DDV,OPY UBNC¥NWBRPBUBPNWPU/SBIIBOYWFOIBPIJIT

AFD¥iP *NQMFNFOUB¥{P DPN JTPMBNFOUF
"JS (BQQFE

" TFHVSBOE£B DPN JTPMBNFOUP GO@TJIIBAMBB Y'®D WP, MAPYD BM SBNPWIF B E
DPOUSB BNFBEBT DIJCFSO¥UJDBFNBTIHPVWMBEBGERBTJPBNHFMBNFDOUR
OYP BVUPSJ[BEP F FMJNJOB P E£FTDSTEB BCBRBEBHRKNB EFBERE P B 5
DPOGJEFODJBJT F JOGSBFTUFSWVI¥IBOPEP NJGT VB MSFRISID BNFNJUB
TFSWIEPT QYCMJIDPT EF FOFSHJB



k 1°T/A,BBe," #*&/584$0. *40-".8&/50 '<4*$0/0 -0%$"-
0O RVF 8 VN JTPMBNFOUP G«TJDP
6N JTPMBNFOUP GOTJDP ¥ VNB NRHJDB EFOITUHH V 8 BIDFEENBOR/\UB HE F § B’S
DPOFDUJWIJEBEF FYUFSOB 6N ¥JDBNRBM BDUWPBINFORMBNHFMBERB GTIOE
DPOFYFT TFN GJP PV DPN GJVDEHRE PV USPTTFEUJITRMPBENBOWP TINQFE

NBMXBSF SBOTPNXBSF F PVUSBTIBNDBBNIEDTFAD ECHIOBMIOBIB PHITC
OP TIJTUFNB

1PS RVF P JTPMBNFOUP 8 JNQPSUBOUF

0T BJS HBQT TYP FTTFODJBJT QBSBGEPUIF H S @0 JA T FABPT BINBQ N
TFUPSFT DPNP

" .FSDBEPT EFQBSBTQSPUFHFS TJTUFNBT ER OBFGPPJSEYP EF

" "H"ODJBT NIJMJUBSFT FOBRBFGOBUWHFHORIIB IJDGPSNBE+FT DPO
DSOUJDPT

" 4JTUENBT EF DPOUSPGEB JOEHEPVWIRHFHERS8 MO TU B M BHOBHT DDRDEWI B
DIJCFSBUBRVFT

"P JTPMBS DPNQMFUBNFOUF PTJDIBN PNSJT BPT BVFB BV B BTTPEFFBI® BRI
SFEF *TTP ¥ DSVDJBM QBSB PSHBOO[BEEFOIR\BE MPEBMNQPBENBERB
POEF VNB WJPMBEYP QPEFSJB UFS DPOTFRV!ODJBT HSBWFT

$PNP 8 RVF TF DPOTFHVF P JTPMBNFOUP G«TJDP
.JDSPTTFSWJ¥PT

OT NJDSPTTFSWJEPT JNQMFNFONBEN B) MOMWPOBCEH® BIT EGHEOWIEP
"DDV,OPY VTB NJDSPTTFSWJE£PT OBPIN REVBT TFRIYV GFSMBBEP © B=ES-B TN BH-H
F UFMFNFUSJB F NJDSPTTFSWYBRTRKBHSFBPERIISFN TESWIERBEB RI



#BTFT EF EBEPT

0 1PTUHSF42- ¥ VTBEP DPNP CBO.P® HF %#B E PVIT B ER BXIBISPED B B NB PF O
DPNP BMFSUBT F UFMFNFUSJB 0 BSNBORGBNFONBPUSE QP T B/H BVEERS §
BSNB[FOBNFOUP $FQI ¥ INQMBOUBEFPPE EFSBEFONDBBEBNFBOPRP3PPRC

(FTU{P EF TFHSFEPT

/B DPOGJHVSBEYP MPDBM I+ WIEFRODDBIPF P REVFODBBPT Q8 PMBJ T
7BVMU EB )BTIJDPSQ ¥ VTBEP QBSEHBSREFOBEARMIYFEPH TPDUOIRESE
EBEPT F TFHSFEPT EP VTV.SJP" BPMPSUPREOPT ¥ A BSFHID UBSPB FYD
NPEFMP OBUJWP EF DPOUBT EFFISAVBIEPEB FE\P B TTV B DFPEO NBDESEP TF S\
EF DPOUB EF TFSWJ£P BVUPNPG®GUBEE TFRWHEF Q UTF BG B FB \BWRJIPEID B

&TDBMBCJMJEBEF

0O BVUPFTDBMPOBNFOUP |IPSJ[PROIWB M BFCUWNFSWHE BB Np BDXBBJ BWNPB EPSLJ B
MINJUFT TVQFSJPSFT QBSB SFRVJTJUPT EF SFDVSTPT

"HFOUFT "DDV,0OPY

OT BHFOUFT QSFDJTBN TFS IJNEMBOUBE FTNFRVOIMBTUWISUVBIHFRYV
FN UFNQP EF FYFDVEYP F QBSB ECUFSBEGMW PTR TGBSFOTUF E® DEB\S |
-JOVY DPNP F#1' QBSB UFMFNFUSJB. EEB/ MBS HEF B F H\NSBBIBAMBI R JP V&
BUBRVFT FYFDVEYP EFTDPOIFDJEWBIOBT "D BEHBI UED BIS EEBTVH IR VB
QBSUJS EP QMBOP EF DPOUSPNMFMFP YDOWINMPYB GIR*MBR DIELM3 & QBB B BU
USBCBMIP O F QSPWJTJPOBNBOUF RV D BSUJSREDPBEDP JIB JT TPY A Bl k
SPUBDJPOBEBT BVUPNBUJDBNFOUBMWITIUPF8 BNNRYNOBBWBOUVWBRW R J
DPOUSPMP QFSNBOF£B DPN P QMBOP EF DPOUSPMP "DDV,0OPY

1BSB JOTUBMBS P "DDV,0PY % PBFOFNHFOIIBT WOST B8 8 MTB-EHB/T @BFTV B
IFMN LVCFDUM BXT F EPDLFSFOMNFRV((®OBREBWRBYJFSBNAWRIP 0 QE
JODMVJ P %PDVNFOUP EF *OTUBDBM YR FE FS'RVIWPN FRMUNB $ YBPSOF M |
DPOUFOUPSFT QSIJWBEP MPDBMP PPFQFOFEUP BDDYBOBYS RGNRB!
UBNC¥N JODMVJ JOTUSVE+XFT TIPS PWNFHDPEERIHEEBEO PDIFHPT Q
DPOFDUBS TF BP SFHIJTUP %PBB5ESINBBVIOOPYBBBDRBSFHIBEBFQSJV
BUVBMJ[BS WBMPSFT EF TVCPUJWA-JEY P BFDPRGCG QMY $BIS DN SIUIDG B D
PWFSSJEF WBMVFT ZBNM DPNEWR B AF FAN) PPOGIBIR/TS EEBJJOTUBMB

1BSB JOTUBMBS P "DDV,OPY ¥=PNOPITP-5JIJPFGVOIBIRVIY PTTEHRYFGI
TVCTUJUVIJIEYP 0 QBDPUF EF JOWBSSIBEFY WBROUF IBNMNN G PN PIXBHF:
JOTUBMBEYP B TFSFN DPOGJHVIBHRB MBS URM EBEPCGEYG D ILBFN EH\
HS«GJDP EF NJDSPTTFSWJEPT EP "DDV,OPY

0 OQFO$/"11 VTB VNB FTUSBU¥HJB WK 0£¥YFN £FOEBBRNF H B-FQIQUFEN @F
EF DPOGJBOEB [FSP U UPEPT FYJHIE RV K BN ED 841 B EESBSBESROI
QFSNBOFEBN TFHVSBT

%JGFSFODJBJT QSJODJQBJT

*TPMBNFOUP BCS'®XDHNFOP¥ HBSBOUF P JTPMBRBOUWHEF QOTUPRE
DS©OUJDPT OYP EFJYBOEP OFQUEWM AW@AFBWGEDJIJF EF BUBRVF



5SBOTGFS"ODJB TFAEVBSSPBFTEBERBOVBM EF USBOTEEI®DJB
SFNPWOWFM EP "DDV,OPY ¥ BMUBGNRDBPHFHVSPTE BEFIJWIW M

$POUSPMP EF BDFBETRPONSBOGYMBEMIDB DPOUSPHPIO PR @ DR ETP
QSIJWIM¥HJP NOOJNP SFEV[J®RP BFDLWIBYGED BD EFTRPUBRFN B
.POJUPSJ[B¥iP BPIORIXTOPMBB EF NPOJUPSJ[BEYPFFAMHIRFTGY M JEBE
DPOUSPMP FN UFNQP SFBM TPUSGERP BNEBBOLYFPIFPRWERP TQBS

1SJODJQBJT DPODMVT3FT

" OT SFDVSTPT EF TFHVSBOE£B JTPWNBEPAMME YPDS/ROR Y UBGE B
TJTUFNBT F EBEPT EF NJTTYP WS®BJIDB DPOUSB BNFBEBT I

" "PJTPMBS GJTJDBNFOUF PT RQITEMINBIOB R TP ESBIHPP PH BUS
SFEF HBSBOUJOEP PT NBJT BMUPT O©OWFJT EF TFHVSBOEB

" " BSRVJUFUVSB JTPMBEB EB "DD% B3OPIYGC HS (OIRBFEFFEBERV S
BDFTTP HSBOVMBSFT UPSOBN OBT B RTDARMISFIEEF BN RMBRS\BI T
TFHVSBOEB SIJHPSPTPT

" OT SFDVSTPT EF TFHVSBOE£B DPRPIYAMBNMN DP NIEPTQP®UEBL
PGFSUB BCSBOHFOUF EF TFHVEB GPEB DM CHGWORTU NBE UF 3 BIN
EJTQPOJCIJMIJEBEF EF TFVT TJIBRFINBT F EBEPT NBJT DPOG.



$"1<56-0 *"3"4&(63"/..."












"QSPWFJUBOEP B *" --. QBSB PUJNJ[BS BT PQFSB¥3FT EF TFt#

"DDV,OPY 0 "DDV,OPY "* $PQJMPV SBOMBFNIOVREFNFIBDPWBEPS BNM
HFOFSBUJWB &MF QFSNJUF RWBPTFNWMMHEBREFNT TG R HBN D FSHAVO



EFUBMIBEBT QBSB TVQFSBS PT EFUBKBBJI[B6 EHF BV SBEEBGBE SV W
EJWFSTBT QFTTPBT QBSB VNB QPTUVSB EF TFHVSBOEB NBJT GPS|

0 RVF 8§

0 "DDV,0OPY "* $PQJMPU ¥ VN EEF QEBHNBSBIEB BOBE OIVWPNEBTFBEP
QSPKFUBEP QBSB TINQMJGJDBS B TDRWBENPLPBTOER OB WFNG B DPBFSS B,
DPOGPSNJEBEF &MF QFSNJUF BRBRNGWHSVBDNPBEWSFD U DP3IBEB BNV
PCUFOEP JOTJHIUT KVTU JO BEBF FSBEDHFNFBDEBE£HNVTSBSE8B SBIVYUPNB

" GFSSBNFOUB GPJ EFTFOWPMWJHAB WRVE BBRU OD/BF"' DY VA PB $J P10
1IMBUGPSN BQSPWFJUBOEP B UGP MR EG-JVIBHB & B BBABS B MWHBRXMBBWHR E
JOUFHSBS TF DPN B $/"11 P "DDNEGBYB"IGEGRSMBLU+tOPERFBBMIBEB
OVWFN EP VUIJMJ[BEPS JODMGFJOEPBEBSHEBETFEMVFOBBTBEEMIFRFENRNOBC

" GVODJPOBMJEBEF QSJODJQBM EP "DDV,OPY "* $PQJMPU H.

" %FUFD¥{P EF DPOGJHV 3B¥ VU MO BEPSHFIBPPEFN GB[FS QF*¢
JOGSBFTUSVUVSB EF OVWFN OFP®RDIHVES OGP SOIBESSF UPT
WVMOFSBCIJMJEBEFT F WIPMBE+FT EF QPMOUJDBT
&YFNQWMPABJT TYP BT DPOGJHVSBERFINFODABFUBASNB YT

" OCUFO¥{P EF JOTJHIUT BDJPOY \BMFIS B BIBBW DP EF *SFRQTMP
BOBMJTBS SFHJTUPT F FWFO WDPN EG ElFH\FIBQS BP S5IR BDED K
QSPCMFNBT EF TFHVSBOEB F DVNQSJS PT QBES+FT EP TFU
&YFNQMPTUSF NF PT QSJODJQBJN BME SUBET EEBTF HDPIBO
SFTPMW! MPT w

" OCUFO¥{P EF PSIJFOUB¥3FT BF @SSSEANR B BB PIIRISIEBF PSJFC
QBSB BKVEBS PT VUIJMIJ[BEPSFTBEBRUBMWFBRMBBV @NCHEFC
FTQFDO©GJIDPT
&S&YFNQWHP NP QPTTP SFGPS£BS B TFHY4SBBMEBEBBW NJOIBT G

" (FSB¥iP BVUPNYUJDB EF B¥3FT EFBTF R WSRBIOMBBEPSFHA OBMER
QPMOUJIJDBT OPUJGJIDBE+FT EWBSFSHNVSBOEB FE PYRISEPN FDRG UE
TPMIJDJUBE+FT FN MJOHVBHFN OBUVSBM
&YFNQWSJF VNB OPWB QPMOUJDB Q BYFP 8 @MIPBRTBP B WU
BENJOJTUSBEPSFT w

"P DPCSJS FTTBT «SFBT DIBWFBHAJPQMJERDBS BPIQUBEEGWITEF TF|
EJWFSTBT QFSTPOBT F QFSNJBFDSUBNFR BN PGS HBIBIYB®RABFT FITRU B B O Bi
EF TFHVSBOE£B SPUJOFJSBT

1PS RVF JTTP 8 JNQPSUBOUF

"T BCPSEBHFOT USBEJDJPOBJT E$ DFNQ¥MBQOBH OBFRNNRSBEBOAFEFNXJI
DPOIFDIJNFOUP U¥DOJDP 0 "DDRDGBYJIBSPR JNFPLV SNBIOTEB EFBN OVWF
VNB HBNB NBJT BNQMB EF VUIJMY[BE®SHE B UEFFE V¥ IJB@EMEIA UBFIWBR T
UBSFGBT SPUJOFJSBT F GPSOPDHEDN SOF D U B $PRJJ P F 8 TBKOVBEVB] BBTE E
GPSUBMFDFS TVB QPTUVSB EF TFHVEBXPEBD HBBSBE F8l B MIAB B 3V



6N EPT QSJODJQBJT EFTBGJPT OB WPHWINFOEB DBECVYWFB & HD HBB.
F SFTQPOEFS DPOTUBOUFNFOURFVB BMFBR HF HE\FSBROHEBSBOEWBB T TWH |
BDPNQBOIBS P SJUNP EBT NVEBOE£BHRNO B FOGFSHE FWBSE ID\WPOBE OBV B
WVMOFSBCIJMJEBEFT F MBDVOBT*EfP QPR BP BCIFEBER FU T'P [E ¥ TBREYJ
JOUFSGBDF DPOWFSTBDJPOBM RVUFQPEEBYBNVIBBESPBQIJEBNHOG
TFHVSBOEB F SFDPNFOEBS BE£E+xFT BQSPQSJBEBT

"M¥N EJTTP B TFHVSBOE£B OB (P\SWEFKR BEWIR BDO WSFHFT-SFRV FR DPQB
%FWOQT F EFTFOWPMWINFOUP BFOBGHEBDBESBETB QBEPEEBMIFRNBESJ
$PQIJMPU HBSBOUF RVF VUJMJEBEIP QPT EFNEBQEBWFUBB P BIEFOHSB
OFDFTTJEBEFT FTQFDOGJDBT BN PV MBGRIEBEE YA JIMIFBE\GEBY B O 97 OBV
DVMUVSB EF TFHVSBOEB NBJT GPSUF

$PNP JTTP 8 GFJUP

0 "DDV,OPY "* $PQJMPU BQSPWFBUBBBBQPERQ fBF O'ElR 5ECCFIESB TN WU B
F GPSOFDFS SFTQPTUBT SFMFWBO6UBT FOBP HIEGEBFBP "DOV SGBYW R
BDFEFS B VNB WJTYP BCSBOHFOMB[BE PESN QIADW\F] D E FO DWW E N BEP EFL
F FWFOUPT EF TFHVSBOEB

" BSRVJUFUVSB EP "DDV,0OPY "V JPUWRIT™ B B NDPROIHOUFTO@SIJDEHIQBJT

.PUPS EF QSPDFTTBNFOUP EF MJEHVBHDFPNQBONSBHM ¥/SIFTQP
DPNQSFFOEFS BT DPOTVMUBT GPEVEPVIHBEPS W BFBBENV NIPMB ¥
NPEFMPT F U¥DOJDBT MJOHVOODURDBNFEWBOEB HEBUFOBYP DPW
F DPNQSFFOTYP DPOUFYUVBM QBHMB[BERE FQSFVB SSBBIOUF®H
QBSB GPSNVMBS VNB SFTQPTUB

#BTF EF DPOIFBJOIBFDRUEF DPOIFDJNFOUP EP CBODWD P E¥ 'BEBEPQ
BT NFMIPSFT QS-UJDBT EF TFHEG BOI£FB BB G-VRUB\NQ BITO B F MJRHS ¢
DPOIFDIJNFOUP ¥ BMINFOUBEB GFRSOPBEFERBEPIJIOQ FMNMIR TDEHC/SB 6
HBSBOUJOEP RVF BT SFDPNFOBBEfQFN FF"DOPMOPBEL£*FIPQB BOP
BUVBMJ[BEBT F BEBQUBEBT BP BNOVMIQOBWEPSF OVWFN FTQFDO

(FSB¥{P EF SFOQPNWBPOFOUF EF HFSBEYP EF BPDQPTUBHOBES
DPOUFYUP EP VUJMJ[BEPS QBSBEHFTBS SFPO B FOBESRT T FT.PC
RVFTU+FT EF TFHVSBOEB DPW OBDK PSNIEBEF B5RERQBDUP T B
GPSOFDFS PSJFOUBE+FT EF DASEBEY®PBSBTH B BCQBDUF @ FB T¥
VUJMJ[BEPS

*OUFHSBY¥{P DPN P "DDV,DPYFH/SBEYP QFSGFJUB FOBSF P "DC
"DDV,OPY $/"11 ¥ VN BTQFUP GVOEBS&FBNBMUBB 8BWRBE/ JORUFHS
"DDV,OPY "* $PQIJMPU SFDVQFYBS BEEPT EFMFMBOBBGEB FY BP
VUIJMJI[BEPSFT VNB WJTYP BCSB@BFIDBUP\EMBFIWB QPTUVSB EF

1BSB HBSBOUJS B DPOGJBCJMJE,BFF F*B$PRHWIBIO 8B ESFRVIUFBENB E
QSPUFE+FT SPCVTUBT DPOUSB BNNN DPBEEGFHE QPTITIBAIWNFRBHE J¥EBH TQIC
NBMJIDJPTPT BP TJTUFNB EF *" BSFOPSBOEBB+ HB & BBEEGFOECPROF BJ
$PQIJMPU TFKBN DPOGJ*WFJT F TFHVSBT



"SRVJUFUVSB
" BSRVJUFUVSB EP "DDV,0OPY "V JXPWRTB B NXPROOTHTUFTO@ S JDHI QB J T
.PUPS EF QSPDFTTBNFOUP EF MJOHVBHFN OBUVSBM /-1
" 3FTQPOT*WFM QPS DPNQSFFOEFS B U DPEVITV MAESIT FA\P ) /A

" 6UJMJI[B NPEFMPT F U¥DOJDBT MSGBYOTRD DNBHOBM BEOFEB B
FYUSBEYP EF FOUJEBEFT F DPNQSFFOTYP DPOUFYUVBM

» *OUFSQSFUB B JOUFOEYP EP \AJTJ® B [BEIFTS FJ BT [OFS B TGPE
SFTQPTUB

#BTF EF DPOIFDIJNFOUP

" #BTF EF EBEPT DPN BT NFMIPSFTFR SJ0OIOBIIHFODRBB VESB 6
FUBQBT EF DPSSFEYP

" "MIJNFOUBEB QFMPT FYUFOTPDEBEPDDVJOFYHIUTIISFDPM

" (BSBOUF RVF BT SFDPNFOEBE£+FFP FDDYIPOCUYBE+FIQGMPOF
BUVBMJ[BEBT F BEBQUBEBT BP BNOVMIOBEPSF OVWFN FTC

(FSB¥i{P EF SFTQPTUBT

" "QSPWFJUB B CBTF EF DPOIFDBEFPGURBRS B BP®RF BE D FENPF
JOTUSVE+FT QFSTPOBMJ[BEBT

" 1SJPSJ[B BT RVFTUxFT EF TFHVSBQY¥BTORRTCBFFOOP GRSI
JNQBDUP QPUFODJBM

» 'PSOFDF PSJFOUBE+FT QBTTP B[BBEBTPQ® BB BP DBANSCSIFRYPF
QFSTPOBMJEBEF EP VUJMJ[BEPS

*OUFHSB¥iP DPN P "DDV,0OPY $/"11
" *OUFHSBEYP QFSGFJUB FOUSFDV,ORPY ,PY1"* $PQJMPU F

" 1FSNJUF RVF P "DDV,OPY "* $FFNBIPWFSFBPYRB8BREBEPHTS
GPSOF£B BPT VUJMJ[BEPSFT VNB HBFTIYFPHE G BB ® B RKO(BU 6 \BEW

1SPUF¥3FT BOUJ BMVDJOBY¥|P

" .FEJEBT EF TFHVSBOEB SPCVTURT @OBEBE PQCGPREWHBEBTDPW U
NBMJDJPTPT BP TIJTUFNB EF ** HFOFSBUJWB

" (BSBOUF RVF BT SFDPNFOEBEz+MIVFOPRE+ FT $ERF OIPLJ E BK B
F TFHVSBT

5BCFMB 1SJ0ODJQBJT GVODJPOBMJEBEFT F WBOUBHFOT EP '

$BSBDUFS«TUJDB #FOFG«DJP

$POTVMUBT FN MJOH OT VUIJMJ[BEPSFT QPEFN GB[FS NDF
TFN B OFDFTTJEBEF EF TIOUBYF D
U¥DOJDPT *TTP SFEV[ B CBSSBO%HB
OVWEN NBJT BDFTTOWFM




$BSBDUFS«TUJDB #FOFG«DJP

SFDPNFOEBE£+FT QSJ{ 0 "DDV,OPY "* $PQJMPU BOBMJTB P
GPSOFDF SFDPNFOEBE+FT QSJPSJ]
DPOGPSNJEBEF F JNQBDUP QP WBHFO
TF DPODFOUSBSFN OBT RVFTU+FT

$PSSFEYP HVJBEB 0 "DDV,OPY "* $PQIJMPU GPSOFDF H
QBTTP B QBTTP QBSB BKVEBS WPAFV
TFHVSBOE£B F NBOUFS VNB QPTUNS
BE+FT SFDPNFOEBEBT BMUFSBEZ*IF
EF QPMOUJDBT

"E+xFT EF TFHVSBOE£B OT VUIJMJ[BEPSFT QPEFN HFSB&EYVHA
PVUSPT DPOUSPMPT EF TFHVSBOEH
CBTFBEBT FN UFYUP *TTP TJNGRE
SFEV[ P SJTDP EF FSSPT NBOVBJT

4AVQPSUF QBSB NYMU 0 "DDV,OPY "* $PQJMPU GPJ QSPKF
OFDFTTJEBEFT EF EJGFSFOWFTFGW
BU¥ FRVJQBT EF %FWOQT $BEB VU
GFSSBNFOUB QBSB MJEBS DPN TFV
TFHVSBOEB OB OVWFN

1SPUF£+FT BOUJ BMY .FEJEBT EF TFHVSBO£B SPCVTUBTH
JOEFWJEPT PV BUBRVFT NBMJDWBT
HBSBOUJOEP B DPOGJBCJMJIE BHERBE
F BExFT GPSOFDJEBT QFMP "DDV, O

KingpeB Ce, Y583'"$8& %&$)"5 --. #"4&"%&. (& "* d$$6,/09 "* Hr1r-05
0 "DDV,OPY "* $PQJMPU GPSOFDFTVRBBISFHR) BTURVEF U B MT BRETBQ FEFO !
NFEJEBT QBSB SFTPMW,| MBT
1SJODJQBJT EJGFSFODJBJT

" "MIJNFOUBEP QPS *P HBOV¥SBRYWB$SPQIMPU BQSPRHFUWB PT
*» HFOFSBUJWB QBSB GPSOFDFSFVGE 8D BVMQEF YO8 B* DPRO W FE
GFSSBNFOUBT USBEJDJPOBJT EF SFHSBBOEL£B FN OVWFN CB



*OUFHSBEP DPN P "DDV,DPVFHSBIEYP FTUSFJUB DPN B QMB
RVF P "DDV,OPY "* $PQJMPU BDFEBVE EGERP T B CCOB/DOFHN 6 UFFYT

EJSFUBNFOUF *TUP QSPQPSDBSRO@BDBBTE¥UUAMHI{BBRSEBTOBNG
TFN JOUFSSVQEXFT

1SPUF¥3FT BOUJ FPHYPBOE¥ HFHVSBOE£B SPCVIUBUTRBPUFH
JOEFWJEPT PV BUBRVFT NBMJDWBTPTTBPHIRISBEGNB E D P'OIGR
DSFEJCIJMJEBEF EBT SFDPNFOE'BMXWDOFYBEXBP QGIAWMSFAJFDJEB -

"CPSEBHFN PSJFOUBEB QBSBBDYFGHPOBNMBEBEPU GPJ DPC
BUFOEFS oeT OFDFTTJEBEFT EF EEOBNISTBETOEFERS TFEBBBPEBBF
%FWOQT *TUP QFSNJUF RVF BT PEHBOBEOES: DB ORMPHENS B UDJI
EJGFSFOUFT QBSUFT JOUFSFTTBEBT

k ‘IOT/CE,BD’,O#S&/)" 3&41045"4*.1-*"*$"%"40#380/'*(63"...“&4/$033&5"4"5*70410-<5*$"4&5%
&YFNQMPT EF DBTPT EF VTP

%FTDPCSJS DPOGJIJHVOB¥BHAOBMIODRBSERBHFHVSBOEB QPEF QFS
$PQJMPU j2VBJT TYP BT DPOGUHDBBSEFT NODP DIAUBIFSBJ,
GFSSBNFOUB BOBMJTBSs P BNCEFPQUBE B OVWFN) &§ P CWRNEBITBH
HSBWFT F GPSOFDFS SFDPNFOEFBEPMW BWRBMIBEBT TPCSF D

OCUFO¥iP EF JOTJHIUT BDJPOYWHMFIS BRJBSHE O |EFSPFHB TUPW (
QFSHVOUBS |j.PTUSF NF PT BXBEIED BE BQBRINBEONBFQ B BTBEB TFFE R
"DDV,OPY "* $PQIJMPU BOBMJITBDOURFITT SEBJIPBP[B &+BAMIFQ 8 BT N&F
DPN CBTF OP SJTDP F PGFSFDR®SBSIFDORNBWLAMPQBTTP B QBT

OCUFO¥iP EF PSIJFOUB¥3FT E¥FNDBSRVIUF BF THHH OMVBFN QPEF (
QPTTP SFGPS£E£BS B TFHVSBOE£B EBTONICORBJOBY O £ +HPTQ "JI8VA P-UB NG
JOTUSVE+XFT EFUBMIBEBT TPCSFQE - JN@PMAFNFRO UBHYBEBBBNDM
FODSJQUBEYP DPOGJHVSBS PBIFFDFP ®FN OBIWIBFHIPIPNPE

(FSB¥{P BVUPNYUJDB EF B¥3FT EEBTV¥NWSBOMBS GFSDPOBWR $[NBJ
TPMJDJUBS j$SJF VNB OPWB QPNWWUDGBQYBESB (BB s\8JDBE PE BPVI
BENJOJTUSBEPSFT w 0 "DDV,OPYJDBNFDIWF B QPMORIBS EOFUDHA
EF DPOGJHVSBEYP F BT OPUJCDPBESPMP EFBTFMQYE BRE B UFB\S U



an$bI;|B EeD "ss6,/00 "* $17-0510%8&58/%83" 7+3*04183 *H6&65%-*;" % 03&U" 3" %*' &3&/58AT &* 4 &

(3"/6-"3*%"% &

1SJODJQBJT DPODMVT3FT

”

0 "DDV,0OPY "* $PQIJMPU EFNPDSBWHSOBODERVES BO£B TCEBNEG W\
NBJT BNQMB EF VUIJMIJ[BEPSFT EFRVERQBOEMIBBWDEF TFH)\

" GFSSBNFOUB VUJMJ[B *" HFOFSBBIWBN QMBIEBHVBNGS FFBUWEV
SFDPNFOEBE£+FT QFSTPOBMJ[BEBIP (DSRICPGPBNEEBEP N OB DR

" JOUFHSBEYP FTUSFJUB DPN B QBSIBUWBK RS R B "[IDW, QOPPYY $'/*
BDFEB B EBEPT BCSBOHFOUFT EBA+HIV EBOEBBOE @YWV HNG F
FYQFSJ,ODJB EF TFHVSBO£E£B OB OVWFN DPNQMFUB F JOUFI

1SPUFE£+FT SPCVTUBT DPOUSB BMNcDNPBEY¥HP TQ3OHFWRBHR FOIF
NBMJDJPTPT BP TJTUFNB EF *" BIEOWWSBREM B BHBS BBJCIIMEIE
SFDPNFOEBE£+FT F BExFT GPSOFMPEBT QFMP "DDV,OPY "* §

"BCPSEBHFN PSJFOUBEB QBSB B QFQ@JIWPB \HBEEEEFUE PROFDV
EJGFSFOUFT PSJHFOT QPTTBN BRXSUB\GF PU BTSF B TGE S TSEBGIFOTU
TFHVSBOEB OB OVWFN NFMIPSBOEPQES MNPRWBE®ESB £/YNPB JIDVUNF
TFHVSBOE£B NBJT GPSUF



$156-0 305&...08&"5*704%6&10/5" *05

0 TVSHINFOUP EB DPNQVUBEYP RP QIRQWHE F B \WNROBJFBEPE BITB
QBSUJS EF NBJT MPDBJT EP RBEF EVFOPBPUFHAF S BT B BB MBIBMHIBITI E F
EBEPT OB QPOUB QPEFN TFS EFAMRBERIT EHF WeEIBI B\WPEOWEA RYWHF QR
RVBOUP VN TJTUFNB DFOUSBMJ[SWBCOMDIEBEPRYSPGVFOEBFFPEQHJ
QPMOUJIDBT QBSB QSPUFHFS FTTBT DBSHBT EF USBCBMIP EF QPO

k i°tA,C<e, 13*/$*1"+80.10/&/5&4 %0 01&/ )03*;0/

$PNP JTTP 8 GFJUP

0 "DDV,OPY VUJMJ[B N EVMPT EBPIFHVQBOZIBP-J O¥LY -44.F 4&-JOVY
GPSOFDFS BQMJDBEYP EF TFHWISBBAPB BPP O ®\W E WIPEPPLF STOUFAW B& 5
GPSOFDFS SFHIJTUPT TFOTOWFJIHFBOQPR@WBPOBF S B T' MIB\S,B MHIIBES D+
BVUPNBUJDBNFOUF BT QPMOUJDBD FAE\F OB HN ©B8P0B B NNFOSUBQ FON PT

"SRVJUFUVSB

0O "DDV,OPY QPEF TFS JNQMFNFOOBEB JQPO \FCOBPF HBHTRUIOWPFT CFP NP
TIJTUFNB PV OP NPEP EF DPOUFORUB MM B £/PSQBESE SFDVSI®PHJIS
DPOUFOUPSFT F O T CFN DPNF PEBAFSWRBYCE WIHBEFF NIDBOOUBP E@"
FOUSF DPOUFOUPSFT F P O EP BASPB ERP B$B @UNCFEEPHETUYP O
&OHJOF BQSPWFJUB B WJTJCJMB EBEWPGIRISINMNJI Q B SBF M PT'COPDOS OF
QPTUVSB EF TFHVSBO£B EB SKHRIPBEPNRORTF NB SFNHHF I BW BT @QAPIWN .



KtnspHC =, *1.8.8&/5"...+0 %0 "$$6,/09 /0 O1&/ )03*;0/ ."/"(&.&/I5 )6#

1SJODJQBJT SFDVSTPT

K 1°TA,C>¢,0 "$$6,/09 '03/&$& 7T*4*#*-*%"%R4%*4104*5*7&4 (& *05"53"714%0 %4$078&3:&(*/&

"QMJIJDBEYP EF TFHVSBOE£B BP O@WFANW HEPSBREBFM OMBOEP

OCTFSWBCJMJEBEF DPN SFDPOVMREDB®E® NP 6§ UPRQ JBEOPP B F
FN F#1'

(FSBEYP BVUPN.UJDB EF QPMOUJDOB/B EN TE @ E B BRO B TNFFONPH
4VQPSUF QBSB DPOUFOUPSFT OVYP REFGOTFWSBEEP 7. DESISE"

7BNPT BQMJDBS VNB QPMOUJDB EA BNMPTBSB PGB BBE BN QFFE DS BUWN®B
P BDFTTP B QBTUBT EF DFSUJGJDBEPT



&TUB QPM«UJDB JSY

#MPRVFBSe P QSPDFTTP CJO CBSBITERIBYVONBBE PBDPNBWER] |
BUVBMJ[BE+FT OYP BVUPSJ[BEBT FN DFSUJGJDBEPT SBJ]

SFTUSJOHJS. P BDFTTP e QBTBEP BDBTITPMOYPSRWU PGB [BBE P NE;
DFSUJGJDBEPT



0 BMFSUB TVCTFRVFOUF HFSBEFSIB WFRMBLE®UFBBQPMEUJIDB BD.

1SJODJQBJT EJGFSFODJBJT

" "QMJDBEYP EF TFHVSBOE£B BP OQBPVW ERREB PFW VW IMPN B C
EF USBCBMIP

" OCTFSWBCJMJEBEF DPN SFDPOIERPJWFOQUPPEB[BLYR EGURPITE
FN F#1'

" (FSBEYP BVUPN.UJDB EF QPMOUJDRBBEN TE @ KB BRO %B NOFFONPH
" 4VQPSUF QBSB DPOUFOUPSFT OVYP REFBOTFWSBEPT7. DESISE"
1SJODJQBJT DPODMVT3FT

" 0 "DDV,OPY PGFSFDF PCTFSWBCHIEBOBBMBQ FHFGYPHEE® I BB M
DBSHBT EF USBCBMIP EF CPSEB F *P5

" "QSPWFJUB NFDBOJTNPT EF TFNRGBOESJBEREL VP W BW FBFE B FF\
PGFSFDFS QSPUFEYP BCSBOHFOUF

" 0 IJTDPWFSZ &0HJOF QPEF HF SBS THVHYVESNBEOEBDERE P U R RPI
CBTF OP DPNQPSUBNFOUP PCTFSWBEP

" 0 "DDV,OPY ¥ VN NFDBOJTNP EF FPEHRMVEBROEBHY¥GS IWFFBUTBMUR!
usBCBMIP ,VCFSOFUFT F 7. T CBSF NFUBM

"P JOUFHSBS P "DDV,OPY DPN P 09 BOTHFEUSBO LB HEB HBYUBIOWYIIEBE
EF DPNQVUBEYP EF QPOUB NFTNPPRANDEAN\C DPOFNRT FE FDWFCGRDUBBDP



$"1¢56-0 3b5&...8&"5%704

0 "DDV,OPY ¥ VNB QMBUBGPSNB EF THGIFVSHBIOFE B NCBB UPW B £8/B° QR W@ T
DBSHBT EF USBCBMIP F BUJWPTF TF&MB BBARESP WEFPUB ST Nl PB ¥ M P NE
JNQMFNFOUBEYP EF QPMO©UJDBAEP PPDIBPR EF BR BB HE\BS B Q KIB OFB\E
UFNQP EF FYFDVEYP "P JOUFHS$HES TRPDP®D W OPN G PPOIRIPIOFEB B(
VOJGJIJDBEB F TINQMJGJDBEB QBSBEBSPRHEHFS PT EJWFSTPT FMFN

1PS RVF JTTP 8 JNQPSUBOUF

O FDPTTJTUFNB ( FTU. B FYQBOENKSPFEFBIQJHEBS+OUH @FPMWR TQU P
NIJMI+FT BU¥ | NFEJEB RVFOBN WBDOPBMWNRHUBNFQUF BPBUBEBT
QSPUFHFS B OVWFN B CPSEB *B5SKF BFJQ WPBFOBJ $ ¥V IDVBEEB DNFE] UNSEBIV
BCPSEBHFOT EF TFHVSBO£B USBEVMMEBEBJIJANNB/DOREB O BAOHBST BJ(NBB Y
BSRVIJUFUVSB EJTUSJCVOEB BEBTTBNMEEEFT P SCGBUEBCEIBI BOD PBI B
DPNP B "DDV,OPY

$PNP JTTP 8§ GFJUP

" FTUSVUVSB EF BVUPNBEYP EF fIHHFHIVEBO DB P, DIFOUBBB W PPC KB U B
TFHVSBO£B EF BMUP OOWFM FMNTQ&M® WHMPIBET ¢-PHMRQU S BN PETF BIDFHAC
SFEF USBOTQPSUF JOTUBODGEREYPFQE9DP UNR EBFSFTBQWNIVBS YE
BNQMB HBNB EF BNFBEBT

k i°tA,C?e, "326*5&563"0 3"/
1SJODJQBJT EFTBGJPT EF TFHVSBO¥B (

"NFB¥BT 0 3"/OBUVSF[B BCFSUB F NPEVMBSPESHKF 0 BF/ BIWBRS\PE V
FYQMPSBEYP EF EFTJHOT JOTPH?PSOBNFOHUORB'EF DFEFOFGEISBBE+
50 3"/



"NFB¥BT 3*$FBS 35 3*$ 5 /&"3 35 ¥ TWBMEDO® WIFRVI R Y FQ@ATE |
DPNQSPNFUFS B SFEF F B QSIJWBDJEBEF EP VUJMJ[BEPS

"SRVJUFUVSB EJDBHYGWVBEEITUSICVOEB EBT (GHFEGEBEB H EDFPR FD
*P5 BVNFOUB B TVQFSGODJF EBS BWBHRNG FPE B PNEIMPHYTIH BJEMN

KtnspC @, "s$s$6,/09 (/"111"3"4&(63"/.." (

" BCPSEBHFN EB "DDV,OPY 2 TFHVSBO¥B (

7TBMJEB¥P EF DPOGDBYSBRYFWBMJEB SIJHPSPTBNBOGUFTBEPD P
4% 3"/ QBSB HBSBOUJS B BEFTYP & TTNHFWIPESFABQS*UJDBT F C

$POGPSNJEBEF EF TFHVSBOXBVYO®PY HRBS8 BVUPOPNBNFOUF (
Y"QQT F P /FBS 35 3*$ TINQMJIBNDBORP\NBONROBP ENFIJEBIH ¥ SIB (

"QMJDB¥iP EB DPOGPSNJEBEF"RB RQWBIWB EEPDPOUSKFRIMPSNPS
BVYJMJIB OB NPOJUPSJ[BEYP FBQERBRDBLEGPDEP DOPOVBPEBT
EF TFHVSBOEB FN UFNQP SFBM



.POJUPSJ[B¥iP BP WIJWP EP BNEBHYBSBER 3'( 4QFDUPS B "DDV,
FN UFNQP SFBM EP 4JTUFNB EF %FEFDEYBBEFEPOQSROTYBNFB4
CBTFBEPT FN 3' F BOPNBMJBT OBT PQFSBE£+FT 3"/

(PWFSOBO¥B EF BVEDYRGPBETDPOTPMJEB FTUBASBTOEEDBB HBWI
EB FTUBEYP CBTF JODMVJOEPEW BPWIBIEP: FHFEF £)YFPM BRJ BUBTR VB
EF DPOGJHVSBEYP 4% 3"/

"SRVJUFUVSB

OCKFUJWPT EF FEKVNSBWEB F SFRVJTJUPTVE FT F§ WV SIBIDER PE IF OF
QBSB B QMBUBGPSNB

.PUPSFT EF QPMQROBIWFJT QPS HFSBS FDEPQ\MUBBS QBPMQO UL
EFGJOJEBT

"CTUSBY¥{P EF INQUSBEOU[UB¥{PPMOUJDBT EF TRHDOED DB F N 7
BNCJFOUF QFSNJUJOEP VNB JNQUNBIEBGBENBTQFSGFJUB FN
.POJUPSJ[B¥{P F EFUF¥YNPEFUBSEBE¥BPOUJOVBNFOUF PVBNCJF
BNFBEBT BDJPOBOEP SFTQPTUBT EF TFHVSBOEB BEFRVBEBT

.BQFBNFOUP EF WFUPSFT EF BUBRVF ( F QSPUF¥;P "DDV,OF

7TFUPS EF BUBRVF | 1SPUF¥;P "DDV,OPY

50 3"/

&YQMPSB H

JOTFHVSPT

.FEJEBT BWBOEBEBT EF EFUFEYP F
QSPUFHFOEP DPOUSB NBMXBSF F E

50 3"/

SFN DPNP §

DPOGJHVSBE+FT JOD

"QMJDB QPMOUJDBT EF DPOGJRVSIE
EF DPOGJHVSBE£+FT JODPSSFUBBM
TIJTUFNB

5/&"3 35

&YQMPSIH

NBMJDJPTPT

"OMJTF DPNQPSUBNFOUBM QBSBYH
BVUPSJ[BEBT QSPUFHFS DPOUSB
QSIWBDJEBEF EP 6&

1SJODJQBJT EJGFSFODJBJT

"VUPNB¥{P EF TFHVSBO¥B PSJF GICPESE BXHRENIOWIFD¥TBWB EB "I
PCKFUJWPT F JOUFOE£+FT EFPIMAIWVIBBEE B P B8 MAMPJI D O TN A Bl
FPHFSFODJBNFOUP EF DPOUSFPMHTDEPN QMHFYEBOEB FN BNCJF

"CPSEBHFN EF DPOGJBO¥B [FSP 'ANDW, ORI B GPBOBEBTTFHVSBO
SFEF USBOTQPSUF QS¥ DPOVKNGBUPISS§BBI¥WIBBEYPBBIBSBOE .
QSPGVOEJEBEF QBSB MJEBS DFNOBT BFEFSTPT WFUPSFT EF |

*OUFHSB¥iP BFBONJOBY JOUFHSB TF QFSGFEOBRFOUR OPMW
0 3"/ F 3*$ QBSB GPSOFDFS VNB OPBB/ RYWA ENF- M FHS/ES BOWE BTV O
DPOUSPMP FN UPEB B JOGSBFTUSVUVSB (



%FUFD¥{P F SFTQPTRIBSE- BXNSBEBTEF NPOJUPSBNBNFBILBEPTOUR®
"DDV,OPY QFSNJUFN NFEJEBT EF FAEHIVBBBOBB J)BPBRJIUBBITF BK
BNFBEBT FNFSHFOUFT F HBSBOUJBHEPWPDSPUFEYP DPOUOOVI

1SJODJQBJT DPODMVT3FT

0 S*QJEP DSFTDJNFOUP EP FDPTTTEFUBSBP T EGUSHEWIBYD £8P W
EJTUSJCVOEB F PT QBES*FT BBFYVRFEBADIFEEFH BU B R YB OER
VNB TPMVEYP EF TFHVSBO£B BCSBOHFOUF

""DDV,OPY BCPSEB FTTFT EFTBGNPTEEA$SEBNVBSBOEB OB B JWBBE
USVTU RVF BVUPNBUJ[B B JNQNMMPFIOEB £I'FiH E S B@EB CFN) DP E B
( EFTEF B OVWFN F FEHF *P5 BU¥ e SFEF DFOUSBM

OT SFDVSTPT EF TFHVSBO£B FYWEBMIEWPLPYTPEBF"'DP Q GIRHW SIBEN|
TFHVSBOEB Y"QQ F 3*$ NPOJUPS$BMEGUPDEF F)MB @M EBLBHR OLF
RVF BT PSHBOJ[BE+xFT QSPUFKBNDBEFVTFESUDWPOUE EF NBOFJS|

"P JOUFHSBS TF DPN W+«SJPT DWBIQPOINGYFTER FFERNSBPBBSV®
"DDV,OPY TIJNQMJGJDB B HFTUYP FDB @B WRSBBEFE B TE B STHFBIY B
BOUFDJQBSFN T BNFBEBT FNFSHBOQUWROIVEB HB SIHFYTJSEGW FBI Q5
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"TFHVSBOEB --. SFGFSF TF BP PRPHKYB®IUPNEFSEOB BEBDBQ B-S B KPP U
MJOHVBHFN DPOUSB W+SJBT BNFBEBTEER$PNQYB QWSHB UBINFNDWIFO EG
FOWFOFOBNFOUP EF EBEPT EFE R SN\FPIEOFRM FO FHBEMPP BENFBT F S YBXEEBPO U J ¢
--.T ¥ DSVDJBM QPJT FMFT TF OBEOFN MBIBBBWRMMBBH B NBS EW BIX)M

k i°tTA,CAe, 1-"5"'03."4 --. #"4&"%"4" 1&340/"%065*%-*;"%03
1PS RVF 8 RVF JTUP 8 JNQPSUBOUF

OT --.T TYP GFSSBNFOUBT QPEFBP BBIUBWF @UFE PN GIW 38 B RCRYRJT F
QPEFN TFS WVMOFSWFJT B We+S F&5TPBINFBE BTFHH F® Bl YESNB @AEBS Bl 3R
NBM JOUFODJPOBEPT FYQMPSFN EBTBPIT WIYRNOH SIBFCBMIJEBEFOGH S
JOGPSNBE£+*FT DPOGJEFODJBJIDPV JOUFSSPNQFS TJTUFNBT DS©OU

$PNP B "DDV,OPY NJUJHB PT SJTDPT EF TFHVSBO¥B EPT --.T

3JTDP EF TFHVSBO| 58DOJDB EF NJUJHB¥;P EB "DDV

*OKFEYP EF QSPNQU| 7TBMJEBEYP EF FOUSBERB

.BOVTFBNFOUP JOTF| 'JMUSBHFN EF TBOEB

$POUBNJOBEYP EPT | 7FSJGJDBE£+FT EB RVBMJEBEF EPT

IFHBEYP EF TFSWJ£H -JNJUBEYP EF UBYB

7VMOFSBCJMJEBEFT| "SNB[FOBNFOUP TFHVSP EF EBEPT
BCBTUFDJNFOUP

%IJWVMHBEYP EF JOQ 5¥DOJDBT EF SFEBEYP F QSFTFSWH
DPOGJEFODJBIT




3JTDP EF TFHVSBO| 58DOJDB EF NJUJHB¥{P EB "DDV

%FTIJHO JOTFHVSP E| *TPMBNFOUP EF QMVH JOT F BVEJU

"H!ODJB FYDFTTJWB | 'JMUSBHFN EF TBOEB F NJUJHBEYP

$POGJBOEB FYDFTTJ| .PEFMPT EF DPOKVOUP F EBEPT EF

" OFDFTTJEBEF EF *™ TFHVSB F FN DPOGPSNJEBEF

| NFEJEB RVF B JOUFMJH ODJBP B HF GJODIHBM HFFNT H SB OIERFFO UN DE/ BN
PQFSBE£+*FT FNQSFTBSJBJT PTEFIMPPTF @BSB QUWBIPJBHRSB AOA G & NN
NBIJPSFT %FTEF SFHVMBNFOUPBNHB QBT VBEWMRESBES HBFT EBERISBB®
DPNQMFYJEBEF TFN QSFDFEFOUET BY QRPBENFANYO WB'DDYTOPNBT E!
4FDVSJUZ 1PTUVSF .BOBHFNFOUBONEEGB PBBBVN B SIUBMRE 5B TBOOPST
RVF TF BMJOIB DPN FTUSVUVSBT*DPNA$1*BES540%3." .*53& "

IBWFHBOEP QFMPT SJTDPT EF * FN BNCJFOUFT EF QSPEV¥j

" JNQMENFOUBEYP EF NPEFMPT EFTB6B FBN N [FBOHFAN EBBRAUFPMNF U JDBJ F
WPMUBEPT QBSB P VUIJMJ[BEM® JOIUGPE N DPFVBE FDEMBEIATF 1 E E FS\U
DPOGJEFODJBJT PT DPNQPSUBNRRPSPOBSERNASEWNPIWFRIEENPC FC
QBES+FT EF DPOGPSNJEBEF FTWYPPFR\PMBJOFEPHB BJITBE B O T HBNFTF
DPOUSPMFT

$POTJEFSF PT EFTBGJPT

" OT TIJTUFNBT EF *" .- NVJUBT WBEFTFNBBFRNRR EF WYFDQ@IMP E
EFUFEYP EF VTP JOEFWJEP PV DPNQSPNFUJNFOUP

" "NCJFOUFT NBM DPOGJHVSBEPUJIFFMFMEBMNS 6D FN DC U P ELYPTE B NP

" "T DBEFJBT EF GPSOFDJNFOUPRBUBREFW EF TROPWF\OTFIDRBNFD k.
BVUPSJ[BEP B DPOKVOUPT EF EBER#B[ENROSFR F QPEF B)FTVM

" "T FRVJQBT U/N EJGIJDVMEBEF 6NJINGIDENFOWEBTS GBESTFFIFE EFEHF
F JNQMFNFOUBEYP

*ODJEFOUFT SFDFOUFT EF HSBVOESBWHIATEMIBREEYP EFTEBEPAVYQU
NPUPSFT EF SFDPNFOEBE£YP EFBDBW 8V FPPAMFIUDP OULNF B HFAUFT
UPSOBS TF WIPMBE+*FT OP NVOEP SFBM



"DDV,OPY "* 41.

O "DDV,0OPY "* 41. GPJ QSPKFUBEHFPITRBIBTFEOFGSFOUBS FTTFT
GSFOUF $POTUSVOEP DPN CRTHRPTTR SOWFEGIGBPT ;FSP 5SVT
EJSFUBNFOUF BP DIDMP EF WIEBEAFWA4FDOQT F .-0QT PGFSFD
TFHVSBOEB FN DBNBEBT TFN BEJDJPOBS BUSJUP " QMBUBGPSNB
RVBUSP «SFBT QSJODJQBJT

"* 3FE 5FBINSPTHUFT BEWFST+«SJPT EJOZNJDPT QBSB NPEFMPT F
QJQFMJOFT BKVEBN BT PSHBOJ[BE+FT B JEFOUJGJDBS QSPBUJWB
DPNQPSUBNFOUPT FYQMPSWFJDBMNOQFT RVF TFKBN BCVTBEPT FN

--. 1SPNQU 'JSFMEBMMPMPT FTQFDO©GJDPT YgPB TP ON § MEJBST BIOER Y
JOEFWJEP EF NPEFMPT HFOFSEYPWPT FN BNCJFOUFT EF QSPEV



AFDVSF 5SBJOJDHSUFREGEVIDFT EF NPEFMPT QFPTRBERFUBPORKRD DP
BEVMUFSBEYP F SPVCP QPS NEBEFEERPVERBOG BDB QFFOUBFF OB PSP !

(PWFSOBOY¥B F QSPUFWF SIGC EBEPYTP JOUFHSBEB F BYR@WJIDBE Y |
BDJEFOUBM EF EBEPT DPOGJEGOP FR DIJDRNPEF*WBEB*EBP"MP



"P JODPSQPSBS FTTFT DPOUSPMPBNIMNSB BTWDDMIOER $H/BEBOBE R
FTQFDO©GJDB EB *" OYP TF UP SNBF INND P N@ WWNUFF@U Y B TEBIB@ 8P U F
EF USBCBMIP EF OOWFM FNQSFTBSJBM

‘MFYJCIMIJEBEF EF JINQMFNFOUB¥{P F DPNQBUJCJIJMJEBEF EE

0 "DDV,OPY "* 41. TVQPSUB VNB BNQONBFNBEROB EFYRPE¥NMP B HVB P!
GVODJPOF OP MPDBM 7.T CBSFTNFUBFM QSRWNEREFPT EF ONPWIBNE (
TPMVEYP JOUFHSB TF QFSGFJUBNFOUF

IMBUBGPSNBT TVQPSUBEBT

"84 4BHF.BLFS #FESPDL
"[VSF'* 4UVEJP

" (PPHMF $MPYEFY"*
$+EJHP BOKRSWP* )VHHJOH'BDF

&TTB GMFYJCJIJMJEBEF HBSBOUR RYBEBTT RGHEBON] FBIFM | BY FE A BB
QS-UJDBT TFHVSBT EF *"

%JGFSFODJBM EF TFHVSBO¥B EB *" EB "DDV,0OPY

$BQBDJEBEF| "DDV,OPY "*] 'FSSBNF| 'FSSBNF{ 'FSSBNF!

"t 41. EF QPO
QPOUB

&RVIQB 7FSNI

4FHVSBO¥B E
F QIQFMJOFT -JNJUB BQFOB BQFOB
NPEFMHR NPEFMHA

4FHVSBO¥B E
USBCBMIP

#BSSFJSBT EHR
TFHVSBO¥B BQFOBT

.POJUPSJ[B¥;
TFHVSBO¥B BQFOBT

"MJOIBNFOUP
[*45 "* 40%$




&TUB UBCFMB EFTDSFWF DPNP BQPDVUMBRIYT TRQFSBDED EP MVFEAS B
* EF FTQFDUSP DPNQMFUP TPC VNB FTUSVUVSB VOJGJDBEB

#FOFG«DJPT FTUSBUSHJDPT EP "* 41.
$PN P "DDV,OPY "* 41. BT FNQSFTBT HBOIBN

" $POGJBO¥B OB DPOGPENIFEBEFEEBBMIOIBNFOUP DPDU®OVP D
" 3FTIMJ"ODJB DPQRPSBNBNFE¥BFRVIQFT QSPBUIJWBFBEMNPOJUP
" $MBSF[B PQPFBIDWROBGMWMIEBEF UPUBM EFEIFGIQFMJOFT F DP|
" $POUSPMPT ROFGIPBEFN PT DVTUPT HFSBFTTEHWEBORPR E® TG

"T PSHBOJ[BE£+FT RVF JNQMFNFOUBNRN'NBNTHBB EBE BPDN WIBP OEFP .
HPWFSOBOEB DPNP RVFTU+xFT TFB\WYEs8IBAR 0 J' @BV NO/HEY IQ BSNBHV
FTRVFSEB JOUFHSFN QSPUFB8+FTGBB QVHEGMNPTE M DEOMPEEF*WDP O G
DPOGPSNJEBEF
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0 QBOPSBNB BUVBM EBT BNFBEBT FYJHF VNB FTUSBU¥HJB
EF TFHVSBOEB QSPBUJWB OT SFDFOUFT BUBRVFT e DBEFJB
EF BCBTUFDIJNFOUP BNFBEBT QFSTIJTUFOUFT BWBOEBEBT F
SBOTPNXBSF FN HSBOEF FTDBMB TVCMJOIBN B
OFDFTTJEBEF VSHFOUF EF VNB EFGFTB SPCVTUB 0
DSFTDFOUF NFSDBEP EF TFHVSBOE£B OB OVWFN ¥
JNQVMTJIJPOBEP QFMB BEPEYP EB OVWFN NBT BT
PSHBOJ[BE+FT MVUBN DPOUSB B TFHVSBOE£B

GSBHNFOUBEB B GBEJHB EF BMFSUBT F B GBMUB EF
WIJTJCIJMJEBEF VOJGJDBEB OT $*40T FOGSFOUBN

EFTBGJPT OB BQMJDBEYP DPOTJTUFOUF EF QPMOUJDBT F OB

QSPMJIGFSBEYP EF GFSSBNFOUB % FROARADR@UPVAIU B S REERITH JFARO/BIM
TFHVSBOEB 0 "DDV,OPY $/"11 PGFISBEPFSBNRBPVB/GEP BES HDPPMNEIB |

JOD|OEJPT QBSB VNB EFGFTB JOUFMJHFOUF F QSPBUJWB

.PEFMBHFN JOUFMJHFOUF EF BNFBGBO BBP EPWUHFNQPMBE I

0 "DDV,OPY $/"11 JOUFHSB PT SBUSERIVNBGOQMNBUBGEBS NBHWOJGJDI

BNCJFOUFT EFTEF P D EJHP BU¥ BP UFNQP EF FYFDVEYP



%FGFTB QSPBUJWBR DEBRVUEFP%HAODPSQPSB QFSGFIJURNPPGUP B FTU
BEVMUFSBEYP SFQYEJP EJWVMHBEBRVEEPI FOFSNBELHF E FOFHBEIN
JEFOUJGJDBEYP FTUSVUVSBEB EF BNFBEBT F B NJUJHBEYP QSPBL

1SJODJQBJT SFDVSTPT

" 7JTJCIJMJEBEF EPT BUNWOTUPB JJBIWFAN FN UFNQP SFBSM FN BN
"[VSF ($1 OSBDMF F ,VCFSOPWHT EFF MDFPOSFIBYSWPAF TUEPDP
TFHVSBOEB *TTP GPSNB B CBTF QBSGFISFDFIOEP BRFWBMBBERBP
QPTUVSB EFUFE£YP BVUPNBUJ[BER EBJFEWJP T FODPNRILSINB E
T0JDP QBJOFM

" 1SPUF¥{P QSPGVOEB EB DBSHB KNFD\SB GBVM1IPEBN' DBPXN P ER 6
WJTJCIJMJEBEF HSBOVMBS F B @WIDEBRATP TE BISBF 3.W J BDPD U'NMA N
NFDBOJTNP EF TFHVSBOE£B EF UFNQP EECFBYPDWE Y, F GFR#'1S NEFFS D
JOTJHIUT QSPGVOEPT TPCSF B FYFDVEYP
EF QSPDFTTPT BUJWJEBEF EF SFEF BDFTTP
B GJDIFJSPT F DIBNBEBT EP TJTUFNB
&TTF QFSGIJM DPNQPSUBNFOUBM QFSNJUF
NPEFMBS BNFBEBT BUJWBT DPN CBTF OP
DPNQPSUBNFOUP EB BQMJDBEYP FN
UFNQP SFBM QPTTJCJMJUBOEP B NJUJHBEYP
QSPBUJWB F B BO*MJTF GPSFOTF

" (FTUijP QSFDJTB EF JEFOUJEBEFT F
EJSFJUPT DS&DJBM QBSB
NPEFMBS BNFBEBT EF FTDBMPOBNFOUP
EF QSIWIM¥HJPT P ,*&. BOBMITB BT
GVOE£+FT EF *". OB OVWFN QBSB
EFUFUBS QSIWJIJM¥HJPT FYDFTTIJWPT F
BVUPNBUJ[B B BQMJDBEYP EP QSJODO®QJP EP
QSIWIM¥HJP NOOJNP &MF DPOEV[ VNB
HPWFSOBOE£B DPOU®OVB EF JEFOUJEBEFT F
BQMJDB B TFHSFHBEYP EF GVOE+FT
SFEV[JOEP TJHOJGJDBUJWBNFOUF B
TVQFSGODJF EF BUBRVF

" AFHVSBOY¥B SPCUTUB EF "1*
"DDV,OPY EFTDPCSF F JOWFOUBSJB "1*T
BVUPNBUJDBNFOUF NPOJUPSJ[B P
US*GFHP F BQMJDB QPMOUJDBT EF TFHVSBOE£B
1SPUFHF DPOUSB BT QSJCODJQBJIT



BNFBEBT EB 08"41 "1* JODMVJOEP FOKFL£YWBMFEBBYB DB B R
DPOUSPMP EF BDFTTP e "1* GBIRAWII BGCED JH BNP E F VBENHBN\E BT

(33 TINQMIBJIDBEWROPY BVUPNBUJ[B P BDPNQBOIBBIFIOBIP EB C
OPSNBT 40$% 1$* %44 )*1"" /*46FD'E>BWBKMNBELYPSDPOUO©OVB
SFDPMIB BVUPNBUJ[BEB EF

FWJE|ODJBT F SFMBU SJPT

QSPOUPT QBSB BVEJUPSJB

HBSBOUJOEP RVF BT FTUSBU¥HJBT

EF TFHVSBO£B BUFOEBN 0T

FYJH,ODJBT SFHVMBU SJBT

"VUPNB¥{P DPN *"

"QSPWFJUBOEP B (FO "* P

"DDV,OPY BVUPNBUJ[B B

EFUFEYP EF BNFBEBT B

QSJPSJ[BEYP F B HFSBEYP EFPQRBI@WEM BT BB F RV SBEPPPPHTGH

" "DDV,OPY BQMJDB B FTUSVUVSB 453*%& zZ NPEFMBHFN EF I

0O "DDV,OPY $/"11 PGFSFDF CFORG®IHIIFOBRISWPROJIJ[BDIPOBJT TJ

.JUJHBY¥{P QSPBUJWHK EFOEBF@BBB B QSFWFOELYP OFVESBMJJI
FYQMPSBEVYP

3FEVY¥iP EBT EFTQF TBOPRQPIBIEB BBJIFSSBNFOUBT EF TFHVS
TINQMJGJDBOEP BT PQFSBE+FT

.BJPS QSPEVUJWJEBEF EFOJUGEBBSBR BEEFPSFFJUB EB TFHVSBO
EFTFOWPMWJINFOUP TFHVSP EFBBBMINMBERERF TFN DPNQSPNFL
.FMIPSJB EB QPTUVSB BMDPOGP BNDEBBEPSNJEBEF DPCUOO VI
SFEV[JOEP QFOBMJEBEFT

"QMJDBY¥{P SFGPS¥BEBIGRMERSP BS\QPMOUJDBT NFOPT QFSNJ"
JNQBDUP EBT WIJPMBE+FT

1SJPSJ[B¥{P NBJT DRIBSBCHBTDSSTSIFAMBEYP DPOUFY BVBM §BBW
QSJPSJ[BS BNFBEBT DSOUJDBT

7PD;, PCU¥N B FTUSVUVSB FTTFO®PREBIMW OBGBFVOBGYVYWER DBHN B/MB
PSHBOJ[BE+FT OBWFHVFN DPN DPEEBENFHEERFMP DFO+*SJP NPEFSC
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""DDV,OPY PQFSB P NPEFMP $5&FEF DJODP GBTFT EB (BSUO
&TDPQP %FTDPCFSUB 1SJPSJ[BEYP 7BMJEBE£YP .PCJMJ[BEYP
%FTFOWPMWJEB FN QBSDFSJB UWBN RIUBBGPSE 3FTFBSDI *OTUJU
"DDV,OPY JOUFHSB NPEFMBHFN BWBOELBEB EF BNFBEBT FNVMBEY
BEWFST+SJB QSJPSJ[BEYP PSIMIPUBEB QPS *" F GMVYPT EF USBC
BVUPNBUJ[BEPT QBSB SFEV[JS E FIVMPPBEN BNCJFOUFT NVMUJDMF

&TUSVUVSB $5&. EF DJODP GBTFT EB "DDV,0OPY

%FGJOJ¥iP EP FTDPQP Y NBQFBNF®®®DD P NEGBVEFIUBPR KB PTYV B FTU
BVUPNBUJDBNFOUF PT BUJWPT B¥ QFPERBJBSJPOT £FFD UBSIHPV SH-
UFSNJOBJT F JOUFHSBE£+FT BMJIBEBHF RYBT FBWHOBBEM BOERB AW JT
*TTP GPSNB B MJOIB EF CBTF QBSBMBTNNPEFMBRBR E B TBANBHEEE B
QSJPSJ[BS FYQPTJE+FT DS©OUJDBT

%FTDPCFSUB Y *EFOUJGJDBY¥|P FIREBGV®EBFEFE BOUWEIDB FIDE
BUJWPT EJHJUBJT " "DDV,OPPNGUNERBEB URFT QRSMGUWFINGB RY DB UFI
BVUPNBUJ[BOEP P JOWFOU*SJRBHFISFQPIJNUCRIPIT EFSDNESAP
FYQPTJEYP EB DBEFJB EF BCBTUFDBNBOU[B HP [EFB BIN F BNEBEF GIf
NBQFBNFOUP HSBOVMBS EF BUIWPGBOUPRPSE DBESFHBITEF DBBESI



1SJPSJ[B¥{P Y 'PDP FN BNFBYB'TDEN,BMYPQENEGBD[BPEJOBNJIDB|
DPN CBTF OP JNQBDUP $7& $8& ©PFDIBOUF YOWPH PP SUBPMPPIT
FYJTUFOUFT " QSJPSJ[BEYP JNBQQMN BP'OHEHFERJ QP S**F B'QSINEJ
DPOUJOVBNFOUF BT QPOUVBE£+FT EF BNFBEBOPRNCUBHAN QRN SIFBC
NFDBOJTNP EF SFHSBT QFSNJUPMPXCOBTR \DFE DFTOQ F 8 T P OIBAVNJ

7BMJEBY¥{P Y 4IJNVMB¥{P EF BUBRDNTOPF ND\POERI SKBNB FYQMP
NFJP EF FNVMBEYP BEWFST+-SJB BRSSP WFNVM®BE£PPPE.F 5BABRB/M
FN OVWFN ,VCFSOFUFT DBSHBB®HHTUSBUOBBBPEFFUFMF BFPNVE
EF BUBRVFT CBTFBEBT FN *". F P LIWBMI GBI SBNPO U ETF ,VEG{
JODPSSFUBT F FTDBMPOBNFOUP EF QSIWIM¥HJIPT

.PCIJMJ[B¥iP Y OQFSBDJPOBMJ[B¥&P. REUEFSEIPFCESOBN ESBO6"
EFTDPCFSUBT FN NFEJEBT EF NJPYHBL&YPVBGJB 6 «WIF &M \0Y'FID
BQSPWBEYP F INQMFNFOUBEYP BVPRRNBUWERAFOERIFN YWPEHF &
EF GFFECBDL DPOU©OOVPT 0 TF8 PBUBSYPFETFGMB Y BTV B P NESU
UFNQP EF DPSSFEYP 553 F SFGPIHBOEP B QSPOUJEYP EF S|

" WBOUBHFN EP $5&. EB "DDV,0OPY

6NB TFHVSBEPSB MOEFS JNQMFNFDDP?P\WOBFNBWDBFOEBOEBS5&. EB D
BUJWPT QSJPSJ[BEYP DMBSBFEFEF]IBNFBSBASFNEOPMEA M P'EF MBMT D
EF BUBRVF PDVMUPT QPS NFJP EBRTR3P 3B MBIOFFIVBF E BEFPNTQ@FP SER FJ
BVUPNBUJ[BEPT *TTP SFEV[JV TEHQOINQMIBEIJD/PENFD PR BSBY QPT EF



"“""DDV,OPY FTUs DPOUJOVBNFOUF B NFMIPSBS BT
TVBT DBQBDJEBEFT $5&. DPN NPEFMBEYP
BVUPNBUJ[BEB EF BNFBEBT QSJPSJ[BEYP BMIJNFOUBEB
QPS * PSJFOUBEB QPS 3"( F TINVMBE£+FT EF
BUBRVFT CBTFBEBT FN JEFOUJEBEF " TVB *" "HFOUJD
SFEFGJOF EJOBNJDBNFOUF BT QSJPSJEBEFT EBT
BNFBEBT BKVTUBOEP B HSBWJEBEF F BOBMJTBOEP P
DPOUFYUP FNQSFTBSJBM HBSBOUJOEP P GPDP OBT
WVMOFSBCJMJEBEFT DSOUJDBT

" "DDV,OPY PGFSFDF VNB QMBUBGPSNB $5&.

IPMOTUJDB QBSB WBMJEBEYP DPOU©®OVB EB TFHVSBOEB
QSJPSJ[BEYP EF SJTDPT F NJUJHBEYP BVUPNBUJ[BEB FN
BNCJFOUFT NVMUJDMPVE I©CSJEPT F MPDBJT &MB

GPSOFDF WJT+*FT EF BUBRVFT JOUFSOPT F FYUFSOPT
WBSSFEVSB BCSBOHFOUF EF BUJWPT F SFMBU SJPT HS*GJDPT
DMBSPT EF SJTDPT "P JOUFHSBS NPEFMBHFN EF

BNFBEBT QPOUVBEYP EF SJTDP JNQVMTJPOBEB QPS *"
FNVMBEYP BEWFST+«SJB F SFNFEJBEYP BVUPNBUJ[BEB B
"DDV,OPY QFSNJUF RVF BT FRVIJQBT EF %FW4FDOQT
EFUFDUFN DPOGJSNFN F FMJNJOFN BNFBEBT EF

GPSNB QSPBUJWB MFWBOEP B VNB QPTUVSB EF TFHVSBOEB TVQF
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" NVEBO£B QBSB BSRVJUFUVSBT OBRJBWRF CWBP OB/PNVFND KWIODQUBNF S E
BCPSEBHFN EF TFHVSBOE£B SPCWIUIBL F$SWPMEI DBEBN B @ QM SBKT UP
I1MBUGPSN EB "DDV,OPY QFSNJWERWFTBIVADPIHTB U KNS OBKBE N R
D EJHP BU¥ P UFNQP EF FYFDVEDNPOH®OKYB U ONE B JHBAE G P SNSIEBE FV



&TUVEP EF DBTP .JUJHB¥iP FN MJOIB EB "DDV,0OPY

&OUFOEFOEP B BJGFSEFEOWMB FN MJOIB WT NJUEHBEBSF@QEB BOBRV B
FN MJOIB EB "DDV,OPY F B NJUJHM £f/TRU @ OTP BUBRWAFYDPOBBFBQ WB O E

/P TITUFNB "DDV,OPY JIJNQMFNFQUBEPSQP BUWCBFSONFSENN ESPIDFT
GSVTUSBEP OP OOWFM EP TJTWEFNBFPAYESBUBWBONTBORBPT. BVIMET
CJGVSDBEYP PV FYFDVEYP EF RR/ BMRMES QBSP FEFIUR\EBNB PO F P JE
QPTTB DBVTBS EBOPT

" PCTFSWBCJMJEBEF DPSSFTQPEBEOGMB BN QSPOFEINPEBEP FA@ED 0
TPOEBHFOT OP DPNQPSUBNFOUP EPEPIWUFNGIJWEBEDFEORUDSPGFS
SFTVMUBOUF ¥ FOUYP FOWJBER ENPSP MVUG PGRIBE PPBBICV BOIUB £\+E
TFHVSBOELB F QPMOUJDBT EF IPHUFB\SFEWAEJ BEPMY /I8 RMFUBDRB N J
BDFTTPT F PVUSPT DPNQPSUBNFOUMNVY SPONELEGBEFGO BT EBAM @NJDBJ
Q T BUBRVF QFSNJUF RVF P DPS®P SQ8KFONPNFVENFTTFKB BMRDRB |
JOUFODJPOBM &NCPSB P F#1' BEPEER BTUBRGP SOFDFSTWJIBICEME
P BUBRVF RVF QPEFSJB FOUYP EF FWEBUBEP @PSS ANVENJOWM BEWPIS\
P QSPDFTTP



K i°tT/AE,CBe," *5%("....0&.

Sx[y"

$0#3&"4'"-)"4 %" . *5*("..

OT CFOFG«DJPT EB NJUJHB¥{P FN MJOIB
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