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AccuKnox  Cloud Security Posture 
Management (CSPM) leverages 
agentless technology to 
revolutionize cloud security by 
proactively identifying, prioritizing 
vulnerabilities, providing a seamless 
orchestration and management 
platform.

CSPM

Runtime Protection Reinvented: 
AccuKnox  Cloud Workload Protection 
Platform (CWPP) has a differentiated 
solution built for runtime security, 
namely, KubeArmor  (opensource, now 
a part of CNCF sandbox project) which 
leverage eBPF  for observability of App 
Behavior and LSMs for enforcement/
in -line mitigation from unknown Zero 
Day attacks.

CWPP

AccuKnox  AppSec offers a unique 
solution, seamlessly integrating 
open source and commercial 
security scanning tools. Our flexible 
security posture approach 
efficiently prioritizes critical 
vulnerabilities, ensuring a 
comprehensive protection journey 
from code to cloud.

Code to Cloud Security
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Zero Trust
CHAPTER 1

Why Zero Trust
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The bigger you are, the bigger the hack.

ṽǩǅʪṽǩɇǰɵṽȼɇʃṽȋɇṽǡʪṽʤȓǰȼṽʤǰṽǩɇȼṜʃṽȓǰǅɭṽǅǡɇʋʃṽ
major cyber attacks against Cloud Assets. Given 
that the workloads are moving to the cloud at 
rapid rate it is only natural that attacks are 
shifting to the cloud. In addition to the number 
of attacks the severity and sophistication of the 
attacks in the cloud are also very advanced.
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Notable Cloud Breaches

The Global Cloud Computing Market Size Is Estimated To

And Reach

$1,465.81
Billion
by 2028

With CAGR of

23.9%
by 2028

Kubernetes console was vulnerable, and 
hackers were able to take control and find the 
credentials to AWS cloud. They were able to 
gain access to S3 buckets with sensitive data, 
as well as run cryptocurrency mining in 
Kubernetes pods.

An insecure Kubernetes cluster 
console was found by scanning 
publicly available IPs on kubelet  
TCP port 10250.

Exploited containers allowed 
attackers to overwrite host runc  
library and gain root access to 
the container hosts

Key 
Takeaway

It is only logical that attackers will be increasing the volume, velocity and sophistication 
of their cyber attacks. Hence it is prudent to instill pertinent security measures.

$405.29
Billion
in 2022

Be Valued At



Revolutionizing Security Ṏ 
The Timely Renaissance of Zero Trust
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Remote work has accelerated Zero Trust adoption, with 81% of organizations implementing 
or considering Zero Trust initiatives to secure remote access.

Focus

Despite being conceived in 1974 with the introduction of Least Privilege, the true potential of Zero Trust 
principles only emerged a decade ago. It took the impactful SolarWinds breach to propel Zero Trust into 
mainstream acceptance. This transformative approach shifts the security paradigm from merely thwarting 
the bad to recognizing the good Ṏ a philosophy embodied by Zero Trust. 

© 2022 AccuKnox

(PKI) is a needed to manage 
digital certificates and 

manage public -key 
encryption. Required for 
activities where simple 

passwords are an 
inadequate and more 

rigorous proof is required to 
confirm the identity of the 

parties involved in the 
communication and to 
validate the information 

being transferred.

Security Must:

1. Be specific to the asset 
being protected

2. Pervasive, simple and 
scalable

3. Leverage Open Protocols
4. Transparent
5. Portable 
6. Allow for separation of 

duties
7. Apply at rest, in transit and 

in use

Tenets

1. Network is assumed to be 
hostile

2. Threat actors are in your 
network

3. Network segmentation is 
not enough

4. Policies must be dynamic
5. Device is no longer at the 

border
6. Containers, Serverless and 

Cloud are new disruptors

CISA issues Emergency 
Directive 21 -ᶞᶟṽṙûȓǰṽ

ǢɇȺɪɭɇȺșɵǰṽɇȊṽíɇȱǅɭěșȼǩɵṜṽ
Orion Network Management 
Products poses unacceptable 
risks to the security of federal 
ȼǰʃʤɇɭȭɵḬṚṽɵǅșǩṽ;rí ṽ Ǣʃșȼȋṽ

Director Brandon Wales. 

1974 1977 1984 2003 2010 2019

MIT professor, Saltzer  
ǢɇșȼɵṽʃȓǰṽʃǰɭȺṽṙ¨ǰǅɵʃṽ
ɪɭșʣșȱǰȋǰṙṽJʣǰɭʪṽɪɭɇȋɭǅȺṽ

should operate using 
the least set of privileges 
necessary to complete 

the job. 

PKI

RSA (Rivest Shamir 
Adelman), Diffie -

Helman
Invent public key 

infrastructure (PKI)

MIT Professor 
Ken Thompson 

delivers a 
seminal lecture 

on Trusting 
Trust

UK Royal Mail organizes 
Jericho Forum where a 

new term 
DE-

PERIMETERIZATION  is 
introduced

John Kindervag , 
Forrester coins 

the term 
Zero Trust

SolarWinds 
leveraged for 

several high -profile 
breaches.



Zero Trust Tenets
1. The network is always assumed to be hostile

2. Assume threat actors are already inside your network

3. Network locality (segmentation) is not sufficient for deciding trust in a network

4. Every device, user and network flow is authenticated and authorized

5. Policies must be dynamic and calculated from as many sources of data as possible

6. ûȓǰṽǩǰʣșǢǰṽșɵṽȼɇṽȱɇȼȋǰɭṽʃȓǰṽǡɇɭǩǰɭḫṽṽ ṽʋɵǰɭḸɵǰɭʣșǢǰṜṽșǩǰȼʃșʃʪṽșɵṽʃȓǰṽȼǰʃṽǡɇɭǩǰɭ

7. Containers, serverless and cloud are the new disruptors of traditional security architecture

6

ZERO TRUST ADAGE
Verif y, Then Trus t, Continuously Verify

ṙrȊṽɇɭȋǅȼșʴǅʃșɇȼɵṽǩɇȼṜʃṽǅǩǅɪʃṽʃɇṽʃȓǰṽ
new development and adopt the 
īǰɭɇṽûɭʋɵʃṽɪɭșȼǢșɪȱǰɵḬṽṙʃȓǰʪṽɪɭɇǡǅǡȱʪṽ
will be going out of business in this 
ǩșȋșʃǅȱṽʤɇɭȱǩḫṚ

July 2023 

Zero Trust Devices, Networks 
and Users

ZERO TRUST CNAPP WITH ACCUKNOX

Zero Trust is not an entirely new idea. The concept of least privilege has been around for a 
long time. However, the recent Zero Day attacks has brought board room visibility to this.Newsflash
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Zero Trust CNAPP
CHAPTER 2

1 Why Zero Trust CNAPP? 

2 CNAPP

3 CSPM, KSPM Ṏ Cloud, Kubernetes Posture Management

4 ASPM Ṏ Application Security Posture Management

5 CIEM, KIEM Ṏ Cloud, K8 Identity  Entitlement Mgmt

6 Zero Trust Ṏ Defense in Depth 

7 GRC Ṏ Governance, Risk and Compliance

8 Integration

9 Deployment

10 Leveraging AI



Ephemeral and Transient Nature of Containers

8

EVOLUTION OF SERVER WORKLOAD ABSTRACTIONS

VIRTUAL
MACHINES

ÅHardware virtualization
ÅVMs as unit of scaling
ÅLife span of months 

to years

PHYSICAL

ÅMonolithic applications
ÅPhysical servers as 

unit of scaling
ÅLife span of years

CONTAINERS

ÅOS Virtualization
ÅApplications/services 

as unit of scaling
ÅLifespan  of minutes 

to days

SERVERLESS

Lifespan of seconds to 
minutes

1 Why Zero Trust CNAPP? 

UNMONITORED
INTER -CONTAINER
COMMUNICATION

Source: Gartner 2019

Current
Perimeter Defenses
Firewalls, End Point
address only North -South 
[17% of the traffic]

Current
Container Security Solutions
Do not have a mechanism to  
affirmatively enforce Policy Compliance 

DATA CENTERDATA CENTER

EastṎWest

N
or

th
ṎS

ou
th
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Almost all modern Zero Day threats originate in un -monitored East -West, lateral 
movement attack vectors.

Beware



WHAT PROBLEM DOES CNAPP SOLVE? 
Overcoming Inadequacy of Traditional Perimeter Defenses Against Sophisticated Cloud Attacks

Jan                 Feb       Mar              Apr            May          Jun         Jul            Aug         Sep  Oct         Nov   Dec

2.Xanhe  
Malware
mines 
misconfig -ured  
Docker Servers

11. Hackers found  
yet another way  to  
attack  Kubernets
Clusters -  Argo

worflows
14. Asurescape

Allows cross -container
Cloud compromises:

Even multi -tenant
vulnerabilities

3. Team TNT:  specialized in
Kubernetes malware tools
to scan for credentials, hijack
Clusters, and install Manero
mining tools

7. Typosquatting :
Software -container
Supply -chain attack

spikes 15. OMIGOD  Ṏ Azure
Apps under attack via
the OMI services, which
Enables remote privilege
escalation 

1. 11% of open -source
Containers have at least
0ne known vulnerability

5. Supply -chain: 20 Million 
downloads  of just 30 docker 
images  with hidden crypto 
mining malware  

16. Graboid : First -Ever 
Cryptojacking  Worm 
Found in Images on 
Docker Hub

12. Sysrv -Hello
Botnet  its K8s 
Wordpress  
Pods with 
cryptominer

4. ServiceNow  admin
Credentials unprotected

and exposed by por
App development 

6. Go Library Bug
Enables Mass 

Kubernetes Cluster
Infections

10. Widespread crypto 
mining Attacks against the 
Kubeflow ML  system, a tool
For K8s analytic services

8. Siloscape  Malware
Windows container
escape technique

enables Kubernetes
Cluster backdoors

9. Custom K8s cluster for
mass brute -force password
attacks  by .RU government
Espionage team

17.. Muhstik  Botnet  
now specializing in 
Kubernetes Pod 
infections for 
crypto -mining

13. ChaosDB  exposes
Thousands of Azure
Accounts via Jupyter
Notebook exploit Ṏ 
COSMOS

18. TOCTOU 
Vulnerability
K8s Volume Sub -path
vulnerability enables 
unauthorized
access to sensitive 
data  CVE-2021-25741

19. Report:  .RU Nation -state
Hackers ( APT -29 ) are concentrating

on open -source supply -chain
backdoor insertions

20. 
Log4Shell 
remote 
code 
Injection
(CVE-2021-
44228)

https://blog.accuknox.com/2021 -cloud -security -year -end -review/  

Top 20 Cloud Security Incidents In 2021 
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ṙ ʣǰɭǅȋǰṽûșȺǰṽʃɇṽBǰʃǰǢʃṽǅȼǩṽåǰɵɪɇȼǩṽʃɇṽíǰǢʋɭșʃʪṽrȼǢșǩǰȼʃɵṚṽșɵṽǅṽǢɭʋǢșǅȱṽȺǰʃɭșǢḫṽrʃṽșȼǩșǢǅʃǰɵṽ
the effectiveness of security operations in identifying and addressing potential threats.

1 Why Zero Trust CNAPP? 

Brilliant Idea

https://blog.accuknox.com/2021-cloud-security-year-end-review/


1. 11% of open -source 
containers have at least one 
know vulnerabilities

2. Xanhe  Malware mines 
misconfigured Docker 
Servers

3. Team TNT:  Specialized in 
Kubernetes malware tools to 
scan for credentials, hijack 
Cluster & Install Manero

4. ServiceNow  admin 
credentials unprotected & 
exposed by pro App 
development

5. Supply -chain: 20 Million 
downloads  of just 30 docker 
images  with hidden crypto 
mining malware

6. Go Library Bug  Enables 
Mass Kubernetes Cluster 
Infections

7. Typosquatting : Software -
container Supply -chain 
attack spikes

8. Siloscape  Malware 
Windows container Escape 
technique Enables 
Kubernetes Cluster 
backdoors

9. Custom K8s cluster for 
mass brute -force password 
attacks  by .RU government 
Espionage team

10.Widespread crypto mining 
attacks against the 
Kubeflow ML  system, a tool 
for K8s analytic services.

11.Hackers found Yet another 
way To attack Kubernetes 
Clusters -  Argo workflows

12. Sysrv -Hello Botnet its K8s 
Wordpress  Pods with 
cryptominer

13. ChaosDB  exposes 
Thousands of Azure 
Accounts via Jupyter  
Notebook exploit Ṏ 
COSMOS

14. Asurescape  Allows cross - 
container Cloud 
compromises: Even multi 
tenant vulnerabilities

15. OMIGOD  Ṏ Azure Apps 
under attack via the OMI 
services, which Enables 
remote privilege escalation

16. Graboid : First -Ever 
Cryptojacking  Worm Found 
in Images on Docker Hub

17. Muhstik  Botnet  now 
specializing in Kubernetes 
Pod infections for crypto -
mining

18. TOCTOU  Vulnerability K8s 
Volume Sub -path 
vulnerability enables 
unauthorized access to 
sensitive data CVE -2021-
25741

19. Report:  .RU Nation -state 
Hackers ( APT -29 ) are 
concentrating on open -
source supply -chain 
backdoor insertions

20. Log4Shell  remote code 
Injection  (CVE-2021-44228)

Top 20 Cloud Security Incidents In 2022 

WHAT PROBLEM DOES CNAPP SOLVE? 
Addressing the Limitations of Simple Perimeter Defenses in the Face of Advanced Cloud Threats

Inline mitigation is critical for real -time threat interception and neutralization, improving 
security posture by preventing breaches and lowering the risk of successful attacks.

Key 
Takeaway

1 Why Zero Trust CNAPP? 
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How CNAPP Neutralizes Advanced Threats?
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ZERO -DAY ATTACKS
ROOT CAUSES

ZERO TRUST
MITIGATION APPROACHES

Privilege escalation Run -time Security

Lateral movement Micro -segmentation

Process subversion Application Firewalling

Rootkit attacks Kernel Hardening

Embedded malicious logic In -line Security

Unauthorized file system manipulations

Malicious network interface usage

Unauthorized process execution, termination, thread 
hijacking

Unauthorized administrative functions and command 
invocation 

2 CNAPP

Beware
Zero -day attacks require proactive security measures, continuous monitoring, and rapid 
response to protect sensitive information and organizational integrity from unauthorized 
access, data breaches, and financial losses.



CNAPP Ṏ Cloud Native Application Protection Platform
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Ṋ Integrated Security Lifecycle - Implement a holistic approach to 
secure cloud -native applications, spanning from development to 
runtime protection.

Ṋ Developer Toolchain Integration - Integrate security seamlessly into 
ʃȓǰṽǩǰʣǰȱɇɪǰɭṜɵṽʃɇɇȱǢȓǅșȼḬṽǅʋʃɇȺǅʃșȼȋṽʃǰɵʃșȼȋṽʃȓɭɇʋȋȓɇʋʃṽʃȓǰṽ
development pipeline to enhance adoption efficiency.

Ṋ Focus on Critical Vulnerabilities - Prioritize the identification and 
remediation of highest severity, highest confidence, and highest risk 
vulnerabilities, optimizing developer efforts.

Ṋ Comprehensive Artifact and Configuration Scanning - Conduct 
thorough scans of development artifacts and cloud configurations, 
coupled with runtime visibility, to prioritize and remediate security 
risks effectively.

Ṋ Diverse Runtime Visibility Techniques  - Choose CNAPP vendors 
offering a range of runtime visibility techniques, including traditional 
agents, eBPF  support, snapshotting, privileged containers, and 
Kubernetes integration for deployment flexibility.

Market Guide 
for Cloud -Native 
Application 
Protection 
Platforms

AccuKnox  Zero Trust CNAPP meets all the guidelines outlined by Gartner

Cloud -native apps require automated testing. Prioritize critical vulnerabilities, and 
diverse runtime visibility for robust protection. Security should be dynamic and 
responsive to changes in the cloud environment.

Certify -Verify

3 CSPM, KSPM Ṏ Cloud, Kubernetes Posture Management



CNAPP Ṏ Cloud Native Application Protection Platform
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3 CSPM, KSPM Ṏ Cloud, Kubernetes Posture Management

One needs to take a comprehensive and holistic approach to cloud security. Fragmented and 
ǩșɵȪɇșȼʃǰǩṽǅɪɪɭɇǅǢȓǰɵṽɭǰɵʋȱʃɵṽșȼṽṙǅȱǰɭʃṽǩǰȱʋȋǰṚḬṽșȼǰȊȊșǢșǰȼʃṽǅȼǩṽșȼǰȊȊǰǢʃșʣǰṽɵǰǢʋɭșʃʪṽɇɪǰɭǅʃșɇȼɵḫṽStrategy

AccuKnox  Enterprise CNAPP Suite

Shift Left Defense
ÅThwart advanced "Zero Day" attacks with a 

proactive Shift Left approach.
Security Layers:
ÅStatic Security: Leverage Cloud Security Posture 

Management (CSPM).
ÅRun -time Security: Utilize Cloud Workload 

Protection Platform (CWPP).

Integrated Testing
ÅSeamlessly integrate with Static Application Security 

Testing (SAST), Software Composition Analysis (SCA), 
and API Protection (DAST).

Identity Management:
ÅCloud Identity and Entitlement Management (CIEM).
ÅKubernetes Identity and Entitlement Management 

(KIEM).

Real -Time Protection
ÅStay one step ahead with real -time defense against 

zero -day attacks.



īǰɭɇṽûɭʋɵʃṽíǰǢʋɭșʃʪṽcɭɇȺṽ;ɇǩǰṽẾṽ;ȱɇʋǩ

ÅStatic Code Analysis
ÅSoftware Composition 

Analysis
ÅSecret Scanning
ÅAPI Sec

ÅVulnerability Scanning
ÅRisk Prioritization
ÅSensitive Assets
ÅContainer Compliance

ÅCloud Account /Asset
Configuration  Assessment

ÅCIS Benchmarking

ÅApp behavior analysis
ÅWorkload hardening
ÅFIM, Compliance
ÅZero Trust Policy 
ÅNetwork Micro 

segmentation

RUNTIME CLOUDCODE IMAGE

Cloud -native apps require automated testing. Prioritize critical vulnerabilities, and diverse 
runtime visibility for robust protection. Security should be dynamic and responsive to 
changes in the cloud environment.

Technical
Stuff

3 CSPM, KSPM Ṏ Cloud, Kubernetes Posture Management

1 2 3

Cloud Config 
Management

Vulnerability
Scanners

CSPM & KSPM CWPP & KSPM

Protect Against
Known Threats

Static Security

Asset
Discovery

ZT Policy
Generation

ZT Policy
Enforcement 

Protect Against Advanced / 
Zero Day Attacks

Anomaly
Detection

Audit &
Governance

Ongoing
Security

Run -time Security Continuous Compliance

AccuKnox  Zero Trust CNAPP
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Compliance
Monitoring

DevOps
Integration

Configuration
Monitoring

Incident
Response

Risk
Assessment

Asset
Inventory

CSPM

Core Capabilities of CSPM

Gartner Defines CSPM As
ẅA continuous process of cloud security 
improvement and adaptation  to reduce 
ʃȓǰầȱșȭǰȱșȓɇɇǩầɇȊầầǅầɵʋǢǢǰɵɵȊʋȱầǅʃʃǅǢȭẆ

CSPM Ṏ Cloud Security Posture Management
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3 CSPM, KSPM Ṏ Cloud, Kubernetes Posture Management

CSPM Ṏ Definition, Features, and Dashboard

CSPM, finds and fixes cloud environment misconfigurations. It precisely and efficiently 
improves security posture and offers proactive remedial recommendations.

Technical
Stuff



Multi -cloud support Analyze Baseline Compliance  for All 
Regions, even unconfigured ones

Assess  pass/fail and remember  
status producing a true Baseline

Review and address findings  ignoring repetitive 
issues, no need to re -review things which have been 
identified as not being real issues

Take action on findings by opening 
tickets with responsible party to resolve

Allow security analyst to review  policies, 
configuration, and findings without granting 
console access

Monitor assets for changes to indicate when 
a re -review is necessary or if an undesirable 
condition has been detected.

Analyze findings from other sources  within context 
of an asset, i.e. static code analysis results grouped 
with container findings

Report across groups  that represent real world structures 
(business units, applications, departments, etc.)

Provide reports demonstrating activity to 
governing agencies or 3PAO 

Manage full lifecycle of security 
processes not just identification

Analyze Baseline 
Compliance for All 

Regions, even 
unconfigured ones

Generate findings 
for potential 

security issues

Perform service specific 
security analysis (Macie, 
Analyzer, Detective, etc. )

Collect vulnerability 
data and manage 

patching

HYPER  SCALER S

AccuKnox CSPM tool uses agentless technology to enhance cloud security. It actively 
identifies and prioritizes vulnerabilities. Easy to achieve compliance with regulations. 
Tightly coupled integration with SIEM/SOAR platforms.

Summary

CSPM Ṏ Cloud Security Posture Management
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3 CSPM, KSPM Ṏ Cloud, Kubernetes Posture Management

ACCUKNOX CSPM 
VALUE ADD OVER WHAT 
HYPERSCALERS PROVIDE



ÅAsset discovery on Multi -Cloud

ÅMapped misconfigurations and 
vulnerabilities to each asset

ÅDetect critical assets with highest severity 
and group findings based on asset

ÅGroup critical assets together and do 
proactive monitoring for configuration 
change

ÅMulti -Cloud Support for Drift Detection

ÅFull scans generates lot of noise and 
information that could be redundant

ÅBaselining Infrastructure with respect to 
particular controls by CIS, PCI -DSS or 
multiple data sources that AccuKnox  
supports 

ÅDelta difference over time will be recorded 
and generated as an alert

ÅProvides proactive Monitoring vs Point -in -
time snapshot

CSPM Ṏ Cloud Security
Posture Management 

ZERO TRUST CNAPP WITH ACCUKNOX 17

3 CSPM, KSPM Ṏ Cloud, Kubernetes Posture Management

;íâ²ṽǅǩǩɭǰɵɵǰɵṽʃȓǰṽǡǅɵșǢṽȊɇʋȼǩǅʃșɇȼǅȱṽṙȺʋɵʃṽȓǅʣǰṚṽǰȱǰȺǰȼʃɵṽɇȊṽ;ȱɇʋǩṽíǰǢʋɭșʃʪḫṽJʣǰɭʪṽ
organization needs to have one.  Focus



Exposed Treasures

Identifying Publicly Accessible S3 Buckets
Go to Inventory >> Assets page and Filter for Asset Type as s3bucket

Look for S3bucket  with count in Total Vulnerabilities

After Identification of S3bucket  with misconfiguration, click on the bucket with misconfiguration( vd -testing) to 
see the detailed view.

Implement an automated monitoring system for S3 bucket changes. Regularly audit 
permissions using AWS Config Rules. Promptly identify and rectify potential data leaks.Considerations

3 CSPM, KSPM Ṏ Cloud, Kubernetes Posture Management

1

2
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Spotting Unencrypted EBS Volumes
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;ȱɇʋǩɵɪȱɇșʃṜɵ robust data -type filtering and granular search capabilities enable the easy 
identification of critical vulnerabilities. Streamlining security measures and protecting cloud 
infrastructure against potential risks is simple as it gets.

Focus

3 CSPM, KSPM Ṏ Cloud, Kubernetes Posture Management

To identify the unencrypted EBS Volume associated with the Onboarded 
Cloud Account, please navigate to Issues Ą Vulnerabilities
ÅApply Cloudsploit  in data -type filter
Å;ȓɇɇɵǰṽʃȓǰṽɵǰʣǰɭșʃʪṽṙ;ɭșʃșǢǅȱṚṽȊɇɭṽʃȓǰṽcșȼǩșȼȋɵ
ÅíǰǅɭǢȓṽȊɇɭṽṙebs  ʣɇȱʋȺǰṚṽșȼṽʃȓǰṽɵǰǅɭǢȓṽȊșǰȱǩ



Identify Hosts with Critical Findings
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3 CSPM, KSPM Ṏ Cloud, Kubernetes Posture Management

To identify Hosts with the Critical Findings, Please navigate to Issues Ą Vulnerabilities
ÅApply SecurityHub  in data -type filter
Å;ȓɇɇɵǰṽʃȓǰṽɵǰʣǰɭșʃʪṽṙ;ɭșʃșǢǅȱṚṽȊɇɭṽʃȓǰṽcșȼǩșȼȋɵ

2027

The global market for CSPM is 
projected to grow at a CAGR of 

15.3% from $4.2 billion in 2022 to 
$8.6 billion by

Beware ɵṽʃȓǰṽǅǩǅȋǰṽȋɇǰɵṽṙǅȼṽɇʋȼǢǰṽɇȊṽɪɭǰʣǰȼʃșɇȼṽșɵṽʤɇɭʃȓṽǅṽɪɇʋȼǩṽɇȊṽǢʋɭǰṚḫṽrǩǰȼʃșȊʪșȼȋṽǡǅɵșǢṽǅȼǩṽ
ǢɭșʃșǢǅȱṽʣʋȱȼǰɭǅǡșȱșʃșǰɵṽșȼṽɇȼǰṜɵṽșȼȊɭǅɵʃɭʋǢʃʋɭǰṽșɵṽʃȓǰṽȊșɭɵʃṽɵʃǰɪṽșȼṽʃȓǰṽǢȱɇʋǩṽɵǰǢʋɭșʃʪṽȪɇʋɭȼǰʪḫ



Identify Container Images with Critical Vulnerabilities
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;ȱɇʋǩɵɪȱɇșʃṜɵ robust data -type filtering and granular search capabilities enable the easy 
identification of critical vulnerabilities. Streamlining security measures and protecting cloud 
infrastructure against potential risks is simple as it gets.

Focus

3 CSPM, KSPM Ṏ Cloud, Kubernetes Posture Management

To see the vulnerabilities associated with the Container Images, navigate to Issues Ą Vulnerabilities
ÅApply Trivy  in data -type filter
Å;ȓɇɇɵǰṽʃȓǰṽɵǰʣǰɭșʃʪṽṙ;ɭșʃșǢǅȱṚṽȊɇɭṽʃȓǰṽcșȼǩșȼȋɵ
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4 ASPM Ṏ Application Security Posture Management

Shift Left Ṏ AccuKnox  ɪɪíǰǢṜɵṽĂȼșȊșǰǩṽ ɪɪɭɇǅǢȓ

Most Vulnerabilities are Noise due to
ÅFalse Positives
ÅUnexploitable
ÅUnused at Runtime
ÅToo many findings with no Runtime Context!!

AppSec and CloudSec  ʤɇɭȭɵṽșȼṽɵșȱɇɵṽǅȼǩṽǩɇȼṜʃṽȓǅʣǰṽ
contextual understanding of Vulnerabilities

Problem: Noise

Revolutionizing Application Security

AccuKnox  AppSec integrates best in class 
Vulnerability Management, SCA, SAST and 
DAST tools. Our flexible security posture 
approach efficiently prioritizes critical 
vulnerabilities, ensuring a comprehensive 
protection journey from code to cloud

Solution: AccuKnox  AppSec

A critical part of Cloud Security journey is to integrate with AppSec (SAST, DAST, SCA) 
platforms. this ensures that any issues, vulnerabilities in the development phase is fully 
addressed during the deployment and run -time phases.

Strategy



SAST

SAST analyzes source code during development, allowing failures in the CI pipeline. It is 
costly and prone to false positives. DAST simulates attack scenarios post -development, 
identifying vulnerabilities and aligning with ǢǢʋ¥ȼɇʩṜɵ security offerings.

ASPM Ṏ Application Security Posture Management
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4 ASPM Ṏ Application Security Posture Management

Definition  Ṏ analyzes source code for potential security 
vulnerabilities without running application
Used at  Ṏ during development
Advantages  Ṏ ability to fail a build in CI pipeline
Disadvantages  Ṏ lots of false positives, runtime context
Cost  Ṏ significant
Use -case:
Å finding common CVE
Å coding errors
Å security best practices

Definition  Ṏ simulate attack scenarios at running app to 
find vuln
Used at  Ṏ post -development (test or production)
Advantages  Ṏ identify vuln in running environment
Disadvantages  Ṏ may miss some vuln, false positives, 
slow down app
Cost  Ṏ significant
Use -case:
Å finding common CVE
Å coding errors
Å security best practices

DAST or API Sec

Tools Supported

Tools Supported

Tools WIP

Key 
Takeaway



4 ASPM Ṏ Application Security Posture Management

Get in touch with  

AccuKnox  Team for 

assist ance

Through a secure JWT token integration, AccuKnox  and Sonarqube  can analyze code 
automatically on GitHub pull requests. It finds common CVEs and coding errors for 
improved security and audit.

Key 
Takeaway

SAST
Integrate Sonarqube  with your code repository through 
a JWT session -based token from AccuKnox  SaaS
Step 1:  Create workflow action for GitHub with token
Step 2:  Workflow will be triggered for every PR raised
Step 3:  Push result to AccuKnox  SaaS
Filter Data Source as Sonarqube  and it will help to 
identify all the coding errors, common CVE etc. associated 
with your repository

1

2

3
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Type Vulnerability Severity Runtime Visibility
Final 
Severity

Actions

Vulnerability ncurses : segfaulting  OOB read: ( ncurses - 
terminfo -base@6.3_p20211120-ro)

7.1 (High) ncurses  module: Not 
used at runtime

Low Virtual 
Patch Policy

Vulnerability busybox: remote attackers may execute 
arbitrary code if netstat is used: 
(busybox@1.34.1-r3)

8.8 (High) netstat module: In use 
at runtime

Critical Upgrade 
busybox

Sensitive 
Asset

key.cert contains private key Critical key.cert: Not used at 
runtime

Low Virtual 
Patch Policy

Sensitive 
Asset

root.pem contains sensitive key Critical root.pem is in use at 
runtime by /bin/vault 
process

High Virtual 
Patch Policy
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4 ASPM Ṏ Application Security Posture Management

SCA
Definition  Ṏanalyzes 3rd party dependencies/lib in open source 
Used at  Ṏ during dev, test or production
Advantages  Ṏ identify vulnerable 3rd party sw
Disadvantages  Ṏ no runtime context, limit 3rd party scope, 
does not scan code
Cost  Ṏ less significant
Use -case:
ÅIdentifying open -source component risks. 
ÅProtecting against supply chain attacks. Checking 

dependencies for vulnerabilities. 

Tools Supported

Tools WIP

A secure software supply chain is ensured by ǢǢʋ¥ȼɇʩṜɵ integration of Software 
Composition Analysis (SCA) into the development lifecycle. Simplified process to recognize 
and address vulnerabilities in open -source components.

Key 
Takeaway
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Differentiating Factors of KubeArmor :
ÅRestricts container behavior at the system level, 

covering process execution, file access, networking 
operations, and resource utilization.

ÅLSMs for security policies at runtime for each workload 
based on container or workload identities (e.g., labels).

ÅGenerates logs for policy violations. eBPF -based 
monitoring to track container processes. Prompt 
alert on security policy breaches

ÅSimplifies policy management by handling internal 
complexities related to LSMs.

ÅDefine and apply security policies based on metadata. 

5 CIEM, KIEM Ṏ Cloud, K8 Identity  Entitlement Management

Post Attack MitigationInline Mitigation

ObservabilityObservabilityEnforcement
LSMs

apparmor , bpflsm , selinux
eBPF eBPF

Kernel Module

Observability

eBPF

Observability
eBPF

Attacker 
Process

Attacker 
Process

kill process from kernel 
space using

bpf_send_signal ()

Kill process from 
userspaceIdentify app behavior

* allowed processes
* allowed file - access
* allowed net - access

Deny 
fork/ evecve

Stop container

Brand A Brand B Brand C

ZERO TRUST CNAPP WITH ACCUKNOX

¥ʋǡǰ ɭȺɇɭṜɵ Distinctive Edge in 
Runtime Security Solutions

AccuKnox  is powered by KubeArmor  Discovery Engine. It simplifies policy management for 
effective, metadata -driven security solutions. Granular security policies are enforced at the 
system level with real -time monitoring for prompt alerts.

Key 
Takeaway



KubeArmor  Enforcement 
Differentiation

5 CIEM, KIEM Ṏ Cloud, K8 Identity  Entitlement Management

yaml

apparmor

selinux

bpf -lsm

apiVersion : 
security.kubearmor.com/v1
kind: KubeArmorPolicy
metadata:
  name: ksp - group - 1- proc - path - block
  namespace: multiubuntu
spec:
  selector:
    matchLabels :
      group: group - 1
  process:
    matchPaths :
    -  path: /bin/sleep
  action:

    Block

/bin/sleep cx,

  profile /bin/sleep {

    /bin/sleep rix ,

    #include 

<abstractions/base>

    umount,

    network,

    capability,

    /lib/x86_64 - linux -

gnu/{*,**} rm,

    /lib/{*,**} rm,

    /lib/modules/{*,**} 

rm,

KubeArmor  generates human readable policies and is in keeping with modern practices 
ṙɵǰǢʋɭșʃʪṽǅɵṽǢɇǩǰṚḬṽṙɪɇȱșǢʪṽǅɵṽǢɇǩǰṚḫṽ ɵṽǅṽ;´;cṽ¿ɪǰȼṽíɇʋɭǢǰṽɪɭɇȪǰǢʃṽșʃṽșɵṽǡǰșȼȋṽǅǩɇɪʃǰǩṽǡʪṽ
thousands of organizations globally.

Technical
Stuff

Runtime Security Engine
Preventing Actions/Attacks
Deployment Modes
ÅK8s as DaemonSet
ÅPure Containerized Mode
ÅSystems Mode
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CWPP Ṏ Cloud Workload Protection Platform

5 CIEM, KIEM Ṏ Cloud, K8 Identity  Entitlement Management

Type Vulnerability

Zero Trust Auto Discovered Zero Trust Policy

Custom Zero Trust Policy

Inline Remediation

Network Microsegmentation

Recommendations Workload Hardening Policies

Monitoring Logs and Alerts

Orchestration Multi User, Multi Tenant, Multi Cluster Management

Integrations Channel Integrations

Deployments k8s workloads support

VM and Bare -Metal support

Compliance File Integrity Monitoring

Continuous Compliance

Roadmap Admission Controller Support

KIEM (K8s Identities & Entitlements Management)

Fargate  Support

CWPP Ṏ Cloud Workload Protection Platform allows one to adopt the well -known approach 
ɇȊṽṙBǰȊǰȼɵǰṽșȼṽBǰɪʃȓṚḫṽěȓșȱǰṽ;íâ²ṽǩǰȱșʣǰɭɵṽȊʋȼǢʃșɇȼǅȱșʃʪṽʃɇṽǅǩǩɭǰɵɵṽɵʃǅʃșǢṽɵǰǢʋɭșʃʪṽșɵɵʋǰɵḬṽ
CWPP helps one address Zero Day attacks, run -time attacks.  

Strategy
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CWPP Ṏ Fortifying Applications, Enforcing Zero Trust, 
Ensuring Security Resilience
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5 CIEM, KIEM Ṏ Cloud, K8 Identity  Entitlement Management

CWPP helps one address Zero Day attacks, run -time attacks by delivering critical 
Zero Trust security capabilities like (1) Micro -segmentation (2) Application Firewalling 
(3) Kernel Hardening.  

Technical
Stuff

Application Security
1. Posture Discovery
2. Behavior Analysis
3. Remote Code Exec 

Protection
4. Cryptocurrency -mining 

Prevention
5. File Integrity Monitoring

Zero Trust Hardening
1. HashiCorp  Vault
2. CyberArk Conjur

Security Measures
1. Man -in -the -Middle 

Attack Prevention
2. Denial -of -Service 

Protection

User Security
1. Covering Tracks 

Prevention
2. Impersonation Defense
3. Privilege Escalation 

Protection



Agent or Agentless Ṏ YES is the answer!
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Agentless

CSPM
(Cloud Security Posture 

Management)

Basic Security
Multi -Cloud Security and Compliance  Posture Discovery, and 
protection through the use of native APIs

Application 
Security

App Security from  Code to Run

Lightweight Industry Standard 
(eBPF ) Sensor Agent

CWPP
Cloud Workload Protection 

Platform

Container 
Forensics and 

Auditing

eBPF  (Extended Berkeley Packet Filter) based Observability with 
Auto -Discovery of App Behavior  at process -level granularity

Workload 
Hardening, 
Zero Trust 
Security

Comply with NSA Kubernetes Hardening Guide.
- Application Firewalling 
- Micro -segmentation 
- Kernel Hardening  to defend against zero -day attacks.
Use eBPF  for observability and LSMs (Linux Security Modules) to 
move from observability (audit) to enforcement (block) mode

5 CIEM, KIEM Ṏ Cloud, K8 Identity  Entitlement Management

of solutions that require proprietary agents, kernel modifications, etc. Beware

AccuKnox  CNAPP delivers immense functionality without requiring an agent and 
provides advanced run -time functionality using an industry standard agent.Brilliant Idea



Defense in -Depth Ṏ Multi Layer Zero Trust Security
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ûȓǰɭǰṽʤǰɭǰṽᶥᶞẺṽȺɇɭǰṽǩǅʃǅṽǡɭǰǅǢȓǰɵṽșȼṽᶠᶞᶠᶠṜɵṽäᶡṽʃȓǅȼṽșȼṽäᶠ. Embrace Multi -Layer Zero Trust for 
robust security. From least permissive access at the application level to kernel -level whitelisting, 
fortify each layer to ensure comprehensive protection against evolving threats.

Focus

6 Zero Trust Ṏ Defense in Depth 

Q. Why Multi Layer Zero Trust?
A. Zero Trust philosophy at every level

Application

ÅLeast permissive access to secrets and data

ÅFine grain monitoring and Application Hardening

ÅApplication Isolation and containing blast radius

Transport

ÅUse of secure endpoints

ÅEnsure proper TLS and cert configuration

Network

ÅMicro -segmentation and Ingress/Egress control

ÅProcess based Network access whitelisting

Systems

ÅProcess Whitelisting

ÅVolume mount point access whitelisting

ÅKernel security sensitive access primitives 
whitelisting

System

ÅProcess Whitelisting

ÅVolume mount point access whitelisting

ÅKernel access control

Network

ÅMicrosegmentation

ÅIngress/Egress Access Controll

ÅProcess based network control

Transport

ÅSecure Service endpoints

ÅAppropriate TLS configuration

ÅAppropriate certificate configuration

Application

ÅLeast permissive Secrets/Vault access

ÅLeast permissive data access

ÅApplication Hardening and Monitoring
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Zero Trust Synergy Ṏ Delivering Solutions At Every Stage
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AccuKnox  uses a Zero Trust framework with KubeArmor , NIST, MITRE, CIS, ENISA, 
FiGHT -compliant Application Hardening, and Network Microsegmentation  for 
enhanced security in development lifecycle.

Key 
Takeaway

6 Zero Trust Ṏ Defense in Depth 

Elements of Zero Trust AccuKnox  Solution

Application Monitoring and Observability KubeArmor : eBPF  based monitoring

Application Hardening (NIST, MITRE, CIS, 
ENISA, FiGHT)

KubeArmor : eBPF  + BPFLSM based 
enforcement

Network Microsegmentation Discovery Engine + KubeArmor

Least permissive policies Discovery Engine + KubeArmor

Process Whitelisting/Control Discovery Engine + KubeArmor

Secure Endpoints K8TLS

Service Mesh K8tls + Existing Service Mesh [Roadmap]

CI/CD DevSecOps GH Actions + KubeArmor  + Discovery Engine

CIEM/KIEM (Identities and Entitlements) AccuKnox  Enterprise [coming soon]



AccuKnox  tooling helps identify 
deviations in Zero Trust Posture 

early in dev lifecycle.

Zero Trust Assurance and Simplified DevOps Workflow

ZERO TRUST CNAPP WITH ACCUKNOX 33

6 Zero Trust Ṏ Defense in Depth 

Our Zero Trust CNAPP integrates with DevOps workflows, providing continuous 
verification across applications and cloud configurations. Get dynamic security 
and a commitment to Zero Trust principles.

Key 
Takeaway

Challenges with maintaining Zero Trust Security Posture

ÅApplications change over time

ÅApplication Dependencies change over time

ÅCloud configuration changes over time



AccuKnox  uses strong governance, multi -tenancy, RBAC controls, duty separation, 
thorough risk assessment, automation, and compliance standards to provide a safe, 
legal, and auditable cloud infrastructure.

Key 
Takeaway

GRC Ṏ Governance Compliance and Risk
Empowering Secure Cloud Governance, Risk, Compliance
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7 GRC Ṏ Governance, Risk and Compliance

SLOW  paced, PROCESS  
driven, POINT  in time

Real -Time Adaptive 
Monitoring

MANUAL  process of 
Compliance

Continuous and 
Automated Compliance

SILOED  and FRAGMENTED  
approach to GRC

TRIAGE  of Alerts dilute the 
focus into high severity issues

Integrated, Correlated 
and Connected

Proactive Remediation and 
Zero Fals e Positives

COMPLEX  environment having Multi -
Tenant, Multi -Cloud and RBAC control

Multi -Cloud, Hybrid -Cloud
and On -Prem



Onboarding

Auto -Discover Posture

Baseline 

Continuous Observability

Mode of Enforcement

Reporting, Analytics and Auditing

AccuKnox  GRC Approach
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7 GRC Ṏ Governance, Risk and Compliance

PUBLIC/PRIVATE
CLOUD

VM /
BAREMETAL

Secure Apps and
Infrastructure

Risk Framework Auditing, Automated
Remediation & Reporting

Organization,
Multi -Tenancy, RBAC

1 GOVERNANCE
ÅMulti -Tenancy, RBAC controls, Separation of Duties 
ÅDashboard for definitions and runtime monitoring
ÅContinuous Logging, Monitoring, Alert and Audit
Å Integrates into existing SOCs

2 RISK
ÅAuto -detect Security Posture for specific applications
ÅAutomated generation of baseline  and policy control
ÅRisk / compliance - based prioritization of the issues
ÅWorkflow automation, monitoring , alerting, blocking 

on violation,
ÅAutomated audit logs

3 COMPLIANCE
ÅSystem and application compliance with CIS1, CIS2, HIPAA, 

PCI-DSS, MITRE, NIST
ÅOn demand Compliance Report
ÅContinuous, Periodic and On -demand scan 
ÅAudit / Block based Remediation for violation 
ÅForensics, Audit Trail and RCA

Comprehensive and Automated
GRC Platform
ÅEnforce Risk Framework conformance

ÅVisibility across entire infra or app 

ÅManage Organization multi -tenancy, RBAC 

ÅReal -time Monitoring and Auditing

ÅProactive and Automated  Remediation

ÅComprehensive Reporting


