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EXECUTIVE SUMMARY 
 

💡A common failure mode in container security evaluation is optimizing for vulnerability scanning 
alone, selecting the platform with the most CVE coverage. The more useful framing: 

1.​ What workloads exist and where are they running? 
2.​ What vulnerabilities and secrets are inside those images? 
3.​ What privileges and permissions do containers hold? 
4.​ What can workloads access at runtime? 
5.​ What does normal behaviour look like versus anomalous? 
6.​ What can we block before a container escape or lateral movement completes? 
7.​ What evidence can we show auditors across CIS, SOC 2, and NIST? 

The failures underlying container security risk: 

●​ Asset Visibility: There is no visibility across multi-cloud and on-premises environments. 
●​ Vulnerable Images: 85% of production container images carry critical vulnerabilities 

undetected.​
h˻ps://www.darkreading.com/vulnerabilities-threats/87-of-container-images-in-production-have-critical-or-high-severity-vulnerabilities 

●​ Embedded Secrets: API keys and credentials baked into images become persistent a˻ack 
surfaces. 

●​ Misconfigured Access: Privileged containers and over-permissioned service accounts remain 
invisible. 45% of K8s incidents come from misconfiguration. 
h˻ps://www.securitytoday.de/en/2026/04/01/securing-kubernetes-8-most-common-misconfigurations-fix/ 

●​ Compliance Gaps: No audit trails. Regulatory exposure grows unchecked. 
●​ Detection Delays: Container escapes and lateral movement are complete before detection can 

respond. 
●​ Ungoverned Deployments: Containers deployed outside CI/CD pipelines bypass scanning and 

governance. 

Why Is Container Security So Important Now? 
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MARKET ARCHITECTURE 

The container security market contains a large and growing number of tools. Understanding them 
requires categorizing by architecture rather than by feature checklist, because architecture 
determines what a platform can and cannot do, regardless of how it is marketed. 

 

Tier Model Tools What it means for buyers 

1 Detection + cloud response 
Falco + Talon, 

Tracee, Orca, 

Sysdig Secure 

A˻acker code executes. A response 
fires milliseconds to minutes later from 
the cloud or control plane. Prevention 
capability is absent. 

2 Detection + local response 
Tetragon,  

NeuVector 

The kill signal was sent closer to the 
kernel. Faster than Tier 1. The a˻acker's 
process still executes before the signal 
fires. 

3 Inline kernel enforcement ⭐ 
KubeArmor,  

gVisor 

Kernel denies the syscall before 
execution completes. Zero a˻acker 
dwell time. The only tier with genuine 
prevention capability. 

4 Enterprise CNAPP + runtime ⭐ 
AccuKnox, 

Prisma Cloud (TwistLock),  

CrowdStrike 
Falcon 

Runtime security embedded in a 
broader CNAPP platform. The 
enforcement mechanism varies. 
Evaluate the runtime layer 
independently of the broader platform 
capabilities. 

 
Tier classification is the first filter to apply in any evaluation. A vendor in Tier 1 or 2 can be 
best-in-class at detection and remain architecturally unable to prevent execution. The questions 
that ma˻er differ by tier. For Tier 1 and 2 platforms, evaluation centers on detection fidelity, alert 
quality, and response latency. For Tier 3 platforms, evaluation centers on enforcement mechanisms, 
the Zero Trust policy model, sandboxing capabilities, and hardened distribution support. For Tier 4 
enterprise CNAPP platforms, the runtime enforcement layer requires independent evaluation against 
the same criteria as purpose-built tools. 

 

What The A˻ack Data Tells Us 

Three structural shifts define the current container threat environment, and scanning alone does not 
address any of them. 

The first is speed. Modern container a˻ack chains do not allow time for human response. 
CVE-2025-55182 demonstrated a complete progression from initial container access to cloud 
account compromise in under ten minutes, using mounted service account tokens as the pivot. 
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Detection-based architectures that rely on alert triage are operationally incompatible with this 
a˻ack velocity. Prevention at the kernel layer is the only control that operates within the available 
window. 

CVE-2025-55182 (React2Shell)  CVSS 9.1 
A˻ackers executed commands inside K8s-hosted containers, then used mounted service 
account tokens to enumerate secrets, install backdoors, and pivot into cloud accounts. 

What this means: The a˻ack chain from vulnerable container to full cloud account 
compromise now takes under ten minutes. Runtime enforcement at the kernel level is the only 
defense that operates within this window. 

The second is trust exploitation. The Trivy supply chain compromise showed that a˻ackers have 
moved up the stack. Malicious versions of the scanning tool were distributed through Docker Hub, 
deploying the TeamPCP Cloud Stealer against K8s credentials and cloud tokens. The implication is 
significant: organizations that rely on public registries without cryptographic signature verification 
are extending implicit trust to an unverified supply chain. The security toolchain itself is now an 
a˻ack surface. 

Trivy supply chain compromise (2026) 
Malicious versions of the Trivy scanning tool were distributed through Docker Hub. 
organizations that pulled the tool without signature verification received the a˻acker's 
payload alongside it. 

What this means: Image signature verification and signed artifact enforcement are now 
baseline requirements. The scanner cannot be trusted if the scanner's own image cannot be 
verified. 

The third is the scale of exposure. IngressNightmare (CVE-2025-1974, CVSS 9.8) affected over 43% of 
cloud environments simultaneously, with 6,500+ clusters exposing vulnerable admission controllers 
to the internet. Single vulnerabilities in shared infrastructure components produce fleet-wide 
exposure. Patch velocity determines whether an organisation is in the 43% or outside  it. 

IngressNightmare (CVE-2025-1974)  CVSS 9.8 
Four critical vulnerabilities in the Ingress NGINX controller allowed unauthenticated remote code 
execution. Over 6,500 clusters were publicly exposing vulnerable admission controllers. 43% of 
cloud environments were affected at the time of disclosure. 

What this means: Admission controllers run with elevated privileges and frequently lack 
authentication. A single shared infrastructure component produced fleet-wide exposure. Patch 
velocity, not just patch awareness, is the operative variable. 
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What This Means For Platform Selection 
 
Most platforms address three to four of twelve container security domains. The domains that remain 
consistently undercovered are runtime enforcement, supply chain integrity, and lateral movement 
prevention. These are precisely the three domains where active a˻acks are completed successfully. 
Coverage breadth is the wrong metric. Control depth at the workload layer is the evaluation criterion 
that determines security outcomes. 
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The Offerings Of An End-To-End Container Security Platform 

 

The Buyers and Users of Container Security Platforms 
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Runtime Security: Detect and Respond vs Prevent 
 

This is the most consequential and most frequently misunderstood distinction in container security. 
When a vendor claims runtime security, the follow-up question determines everything. 

Detection and response are not wrong by design. organizations that prioritise off-box 
telemetry for cross-cluster anomaly detection, or that need forensic logs of execution for 
compliance reasons, have legitimate reasons to evaluate Tier 1 and Tier 2 platforms.  

 
The evaluation question is not "Which approach is valid?" but "Which combination of controls 
cover your specific threat model?" For workloads where a˻acker dwell time is measured in 
seconds, inline prevention is the operational control. Runtime telemetry complements it, enhancing 
broader threat hunting and compliance evidence. 

 

 

Post-a˻ack mitigation (Tracee, Falco, Tetragon) vs. inline mitigation (KubeArmor via AccuKnox) 

 

THE QUESTION EVERY BUYER MUST ASK 

When a vendor says "runtime security", ask this: Does your platform block a malicious 
process before it executes, or does it kill the pod after the a˻ack completes? The answer    
determines whether the platform provides genuine prevention or post-incident cleanup. 

 
Approach 1: Runtime Telemetry (Detect and Respond) 
Platforms like Wiz, Upwind, Orca Security, and RHACS define runtime security as using runtime 
context to inform security decisions. 
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They observe system events via eBPF kprobes or tracepoints, ship events to a userspace policy 
engine, and respond by killing the process, quarantining the pod, or generating an alert. The 
a˻acker's code executes first. A response follows milliseconds to minutes later. 

 
Technical limitations of detection and response: 

 
Limitation Impact 

TOCTOU (Time-of-Check to Time-of-Use): 
A˻ackers modify syscall arguments between 
invocation and completion 

Rule bypass. Detect-and-respond engines built on 
kprobes are vulnerable to TOCTOU race conditions 
between syscall invocation and completion. 

Event buffer overflow: Kernel's circular buffer 
loses events under high load 

Silent bypass. No event means no response. 

Process kill latency: Killing after execution does 
not undo file deletion or exfiltration 

Damage is already done by the time the response 
arrives. 

kprobe disarming: An a˻acker who has executed 
code can disable kprobes 

There is a total blind spot after the initial execution. 
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Approach 2: Runtime Prevention (Inline Kernel Enforcement) 
Platforms like KubeArmor (OSS) define runtime security as enforcing prevention to stop a˻acks 
before execution. 

1. The platform uses Linux Security Modules (BPF-LSM, AppArmor, SELinux) to vet every system 
action. 
2. If the action violates the policy, the kernel denies it with a 'Permission Denied' message. 
3. The a˻acker’s process dwell time is zero. 
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THIS IS PREEMPTIVE MITIGATION 
The malicious syscall never completes. Zero dwell time. Zero damage. 

 

eBPF Alone is Not Enough for Prevention 
eBPF Hook Type Can Observe? Can Block? Notes 

kprobes/kretprobes Yes No Observability only. 

tracepoints Yes No Observability only. 

bpf_send_signal() Yes Partial Sends SIGKILL after execution. Post-a˻ack. 

bpf_override_return
() Yes Limited Disabled on most production K8s distros. 

TC / XDP hooks Yes Yes Network packets only. Cannot enforce file/process. 

LSM-BPF hooks Yes Yes Designed for enforcement. Vet actions BEFORE completion. 
No TOCTOU. 
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Container Security Evaluation Framework 
 

GLOSSARY 

TOCTOU 
ACCESS 
Time of Check to Time of Use 

 
KIEM 
KUBERNETES 
Kubernetes Identity and Entitlements 
Management 

 
CWPP 
KUBERNETES 
Cloud Workload Protection Platform 

     

CDR 
DETECTION 
Cloud Detection and Response 

 
EPSS 
DETECTION 
Exploit Prediction Scoring System 

 
DDIL 
NETWORK 
Disconnected, Degraded, Intermi˻ent, 
and Limited connectivity 

     

SBOM 
DATA 
Software Bill of Materials 

 
KSPM 
KUBERNETES 
Kubernetes Security Posture 
Management 

 
FIM 
DATA 
File Integrity Monitoring 

     

RBAC 
ACCESS 
Role-Based Access Control 

 
PTY 
SYSTEM 
Pseudoterminal 

 
eBPF 
SYSTEM 
Extended Berkeley Packet Filter 

 

1. Container Image Scanning   
Container images are the atomic unit of deployment. Every image running in production must be 
scanned for known vulnerabilities, embedded secrets, malware, and compliance violations before and 
after deployment. 

# Evaluation Question ​  

1 CVE scanning across all layers: base image, OS packages, and application dependencies? ​  

2 
Auto-triggered scans on image push/pull across Docker Hub, ECR, GCR, ACR, Harbor, 
JFrog Artifactory, GitHub Container Registry, and Nexus? ​  

3 Artifact repository scanning (Azure Artifacts, GitHub Packages)? ​  

4 Multi-architecture and multi-platform image scanning (AMD64, ARM64)? ​  

5 

Embedded secrets identified (API keys, tokens, credentials, certificates) within image 
layers? 
 Developers accidentally bake secrets into images during the build. A single leaked API key in a 
public registry can grant a˻ackers access to cloud infrastructure within minutes. 

​  

6 
Pre-push image scanning (shift-left in CI/CD)? 
 Finding a critical CVE after deployment means rollback, hotfix, and incident response. Finding it 
before the push means a failed build and a fast fix. The cost difference is 10x to 100x. 

​  

11 



Cloud & Container Security Buyer’s Guide 

7 Continuous re-scanning of running containers for newly disclosed CVEs? ​  

8 Scan results accessible via API or CLI for automation workflows? ​  

9 IaC template scanning (Terraform, CloudFormation, Helm) during build? ​  

10 Windows container image scanning supported? ​  

11 

SBOM generation in SPDX and CycloneDX formats? 
 Executive Order 14028 and procurement requirements increasingly mandate SBOMs. Without 
standardised SBOM generation, organizations cannot satisfy supply chain transparency 
requirements from regulators or enterprise customers. 

​  

12 Distroless, scratch, and minimal base image scanning (no package manager or OS 
metadata required)? ​  

13 Transitive dependency vulnerabilities detected, fixable vs unfixable CVE ratios shown, 
CISA KEV findings flagged separately? ​  

14 CVEs deduplicated across images into one prioritised finding per vulnerability? ​  

15 Licence compliance scanning (GPL, AGPL, proprietary) with configurable rescan 
frequency per registry or criticality tier? ​  

 

Container Registry Coverage 
Registry coverage gaps create blind spots that runtime controls cannot compensate for. Confirm the platform 
covers every registry in your environment before proceeding with evaluation. 

 

 
Amazon ECR 

 
Google Artifact Registry 

 
Azure Container Registry 

 
Sonatype Nexus 

 
Docker Hub 

 
Harbor Registry 

 
Red Hat Quay 

 
JFrog Artifactory 

 

Registry Key Coverage Check Deployment Check 

Amazon ECR Cross-account and cross-region 
access. Push-triggered scanning. 

IAM role delegation without stored credentials. 

Google Artifact 
Registry 

GAR and legacy GCR namespaces. 
CVSS-based classification. 

A service account is scoped to least-privilege 
access. 

Azure Container 
Registry 

Multi-tenant and geo-replicated 
registry support. 

Integration without requiring Contributor-level 
Azure permissions. 

Sonatype Nexus All Artifact formats, not just Docker 
images. 

Self-hosted and air-gapped deployment 
support. 
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Docker Hub Personal, org, and Docker Trusted 
Registry tiers. 

Credential management without storing 
plaintext secrets. 

Harbor Registry Self-hosted Harbor, including 
proxied upstream images. 

No agent installation is required on the harbor 
host. 

Red Hat Quay Quay.io and on-premises Quay 
Enterprise. 

Findings surfaced in the platform dashboard, 
not only the Quay UI. 

JFrog Artifactory All repository types, not only 
Docker. 

Air-gapped deployment with offline DB updates. 

Operational Requirements 

Category Option Verify 

Deployment Cloud-Native Direct registry API integration. No node-level agent required. 

Deployment On-Premises No outbound internet dependency for scan execution. 

Deployment Hybrid Unified findings across cloud and on-prem in a single view. 

Scan Mode Standalone Single-server. No external dependencies. 

Scan Mode Cluster Distributed load. No manual shard configuration. 

Scan Mode Agentless No software installed on target servers. No privileged host 
access. 

Scalability Horizontal Capacity added by node. No rebalancing required. 

Scalability Vertical Resource upgrade absorbed without architectural change. 

 
2. Vulnerability Management for Containers & K8s Environments 
Vulnerability management for containers requires more than CVE enumeration. It requires reachability 
analysis, exploit prediction scoring, and contextual prioritisation. 

 
# Evaluation Question ​  

1 Vulnerability scanning with CVSS, EPSS, and reachability scoring? ​  

2 Findings displayed in cluster and namespace context, not flat image lists? ​  

3 
Malware scanning via YARA rules or equivalent? 
 The Trivy supply chain a˻ack (2026) proved that malware can enter through trusted security 
tools. YARA-based scanning catches known malware signatures that CVE scanners miss entirely. 

​  

4 PII, PHI, and credentials detected inside running containers and VMs? ​  
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 Regulatory penalties for exposed PII/PHI are severe (GDPR fines up to 4% of global revenue). 
Detecting sensitive data before exfiltration is a compliance and legal necessity. 

5 
Actively executing vulnerable code paths confirmed in production? 
 According to Sysdig research, only 1.2% of critical and high CVEs are exploitable, have a fix, and 
are currently in use. Runtime reachability eliminates 98.8% of the noise. 

​  

6 
A˻ack paths mapped from exposed workloads to sensitive assets? 
 A medium-severity CVE on an internet-facing pod with access to secrets across namespaces is 
far more dangerous than a critical CVE on an isolated workload. A˻ack path analysis reveals this. 

​  

7 Findings lifecycle supported: review, suppress, accept risk, and remediate? ​  

8 Virtual patching for CVEs without an image rebuild? ​  

9 CVE findings correlated with runtime telemetry to confirm exploitability? ​  

10 
Fix recommendations with dependency path and code-level guidance generated? 
 Telling a developer to 'upgrade library X' is less useful than showing the exact dependency path, 
the target version, and the PR diff. Actionable guidance reduces mean time to remediate. 

​  

11 Blast-radius visualisation showing downstream assets, identities, and data stores 
impacted by a compromised workload? ​  

12 Findings enriched with CMDB and ownership data, tagged to owning team and BU? ​  

13 Formal risk-acceptance workflow with approver, business justification, automatic expiry, 
and SLA tracking with overdue alerts? ​  

14 Duplicate CVEs grouped into a single finding with transitive dependency vulnerabilities 
surfaced in the dependency graph? ​  

 

3. Runtime Security (CWPP)

 
CRITICAL DOMAIN 
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Runtime security is the most critical domain in container security. See Part 2 of this guide for a detailed 
explanation of why all runtime security approaches are not equivalent. 

 

# Evaluation Question ​  

1 Real-time detection via eBPF or kernel hooks? ​  

2 Anomalous process, file write, and network detection at runtime? ​  

3 Auto-baselines application behaviour and alerts on drift? ​  

4 
BLOCKS before execution via BPF-LSM, AppArmor, or SELinux?  This is the single most 
consequential question. Post-execution kill means the a˻acker's code ran. Inline blocking means it 
never ran. See Part 2 for the full technical analysis. 

​  

5 Per-binary allow/deny enforcement at the kernel level? ​  

6 Nano-segmentation: per-process network communication control? ​  

7 Cryptominer execution detected and blocked at runtime? ​  

8 PTY hijacking blocked (kubectl exec, terminal injection)? ​  

9 Recon tools (Nmap, Masscan) blocked inside containers? ​  

10 Docker, crictl, and kubectl execution blocked inside containers? ​  

11 Execution from /tmp directories prevented? ​  

12 Trusted root certificates and CA bundles protected from tampering? ​  

13 
apt, dnf, and yum usage audited at runtime? 
 Package managers should not run in production containers. Their use indicates a 
misconfigured image or an a˻acker downloading additional tooling after compromise. 

​  

14 
Per-process control over sensitive file and environment variable access? 
 Environment variables are the most common location for secrets in containers. Controlling 
which processes can read them prevents credential theft even after code execution. 

​  

15 Virtual patching for CVEs without image rebuilds? ​  

16 

Policy enforcement in disconnected mode with no control plane (DDIL/tactical edge)? 
 Military, maritime, and air-gapped environments lose connectivity regularly. If enforcement 
stops when the control plane is unreachable, the most sensitive deployments lose 
protection. 

​  

17 Documented CPU overhead is below 2%? ​  

18 Execution origin classified: interactive terminal vs. background process? ​  

19 Policy deployment via CLI, GUI, and GitOps? ​  
20 Zero Trust policy model: allow specific actions and deny/audit everything else? ​  

21 Fileless and in-memory a˻ack detection (code executing in RAM with no disc writes, no 
process creation)? ​  
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22 Runtime privilege escalation detected (setuid/setgid abuse, capability grants, unexpected 
sudo inside containers)? ​  

23 Process ancestry visualised (parent-child trees per alert) with per-workload behavioural 
baselines, not a single global cluster average? ​  

24 Policy dry-run/simulation mode: audit-only preview before live enforcement? ​  

25 Are runtime policies exportable and portable across clusters without manual re-authoring? ​  

 
 
4. Kubernetes Security Posture Management (KSPM) 

 

# Evaluation Question ​  

1 K8s clusters scanned against CIS Kubernetes Benchmarks? ​  

2 
Service accounts with anonymous access identified? 
 Anonymous access to the K8s API is a direct path to cluster compromise. IngressNightmare 
(CVE-2025-1974) exploited exactly this pa˻ern, affecting 43% of cloud environments. 

​  

3 
Over-privileged K8s service accounts identified? 
 Overprivileged service accounts are the primary escalation vector in K8s. The Bybit heist ($1.5B) 
traced directly back to a compromised service account with excessive permissions. 

​  

4 Orphaned roles not mapped to any workload identified? ​  

5 
Subjects with permission to create roles and role bindings (effective admin escalation) have 
been identified? 
 The ability to create role bindings is, in effect, the ability to grant any permission. This is the most 
dangerous meta-permission in Kubernetes RBAC (Role-Based Access Control). 

​  

6 Are secrets and credentials in plaintext manifests and config files detected? ​  

7 Workloads with no CPU or memory limits flagged? ​  

8 Externally facing workloads detected? ​  
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9 
Containers with host PID or IPC access detected? 
 Host PID/IPC access allows a container to see and interact with all processes on the node, effectively 
breaking container isolation. 

​  

10 Privileged container usage detected? ​  

11 Writable hostPath volume usage detected? ​  

12 Violations mapped to MITRE ATT&CK for Containers techniques? ​  

13 
Is there a dedicated KIEM (Kubernetes Identity and Entitlements Management) module? 
 Machine identities outnumber humans 40,000:1 in container environments. Without dedicated 
identity lifecycle management, service account sprawl becomes the primary a˻ack surface. 

​  

14 Is RBAC visualised with drift detection based on approved baselines? ​  

15 Cloud-layer misconfigurations detected: exposed S3/Blob/GCS buckets, permissive security 
groups (0.0.0.0/0), misconfigured VPCs, and disabled CloudTrail? ​  

16 Serverless function permissions (Lambda, Azure Functions) and over-permissioned cloud 
IAM roles are assessed, not just K8s service accounts? ​  

17 Node/OS-level CIS hardening has been checked (including Docker daemon config, kernel 
parameters, and API server audit logs), but are cluster-level controls also included? ​  

18 Pods missing NetworkPolicy coverage and namespaces lacking default-deny rules 
identified? ​  

19 Posture drift detected when configuration degrades between scans or deviates from an 
approved baseline? ​  

20 Centralised multi-cluster/fleet posture view comparing CIS benchmark scores across all 
clusters? ​  

21 ABAC and tag-based policy scoping enforced per business unit, environment, and 
application tag? ​  

22 Mandatory resource tagging compliance enforced with alerts on untagged or incorrectly 
tagged resources? ​  

23 Web-based admin console with role-specific views for security engineers, SOC analysts, 
auditors, and executives? ​  

 

5. Container Scanning using CI/CD Actions/Plugin 
Security controls must be embedded into build and deploy workflows. Scanning at build time 
prevents vulnerable images from reaching production. 

# Evaluation Question ​  

1 Native integration with GitHub Actions, Jenkins, GitLab CI, Azure DevOps, CircleCI, Harness, 
and Tekton? 

​  

2 Build gating with pass/fail scan results? ​  

3 Scan results surfaced directly in pipeline logs or dashboards? ​  

4 CLI and API tools available for custom pipeline integration? ​  

5 IaC templates scanned during CI? ​  
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 Misconfigurations in Terraform and Helm are the root cause of 45% of K8s security incidents (Red 
Hat). Scanning IaC during CI catches these before deployment. 

6 Auto-generated PRs with version bumps and config fixes? ​  

7 Image signature verification enforced in the pipeline before deployment? ​  

8 
CI/CD webhooks secured against injection and tampering? 
 CI/CD webhooks are a high-value target. A compromised webhook can inject malicious steps into 
every build. The security tool must not become the a˻ack surface. 

​  

9 Is CI/CD integration documentation clear and complete? ​  

10 Cryptographic build provenance verified via in-toto a˻estations or SLSA, confirming how 
and where an image was built? 

​  

11 Are signed SBOMs (Cosign/Notary) a˻ached and verified per image across every registry 
hop? 

​  

12 Typosqua˻ing and dependency confusion packages were detected in internal registries. ​  

13 Build gating on licence compliance: does the pipeline fail when a prohibited licence (GPL 
or AGPL) is detected? 

​  

14 Third-party CI actions and pipeline plugin integrity verified?  ​  

15 Policy-as-code CI gates via Rego or Kyverno, version-controlled alongside application 
code? 

​  

 
6. Network Security 

# Evaluation Question ​  

1 Are NetworkPolicies automatically generated and enforced based on observed traffic? ​  

2 
East-west traffic inspected with pod-to-pod microsegmentation? 
 75% of cloud breaches now occur at the workload level. East-west inspection catches lateral 
movement between pods that perimeter defenses never see. 

​  

3 Are egress controls enforced only to approved endpoints? ​  

4 Is mTLS enforced for service-to-service communication? ​  

5 Network policy drift detected? ​  

6 Integration with Istio, Linkerd, Consul Connect, and AWS App Mesh? ​  

7 

API security: shadow API discovery, OWASP API Top 10 protection, and rate limiting? 
 APIs are the primary a˻ack surface for containerised applications. Shadow APIs (undocumented 
endpoints) and zombie APIs (deprecated but still active) create blind spots a˻ackers exploit 
routinely. 

​  

8 DNS exfiltration and tunnelling detected: covert channels hidden in DNS queries that 
bypass egress controls? ​  

9 Visibility into service mesh traffic and Envoy/sidecar proxy flows?  ​  

10 Have cloud load balancers and public IP exposures been mapped, and have unintentional 
internet-facing services been flagged? ​  
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11 IPv6 and dual-stack network policies supported? ​  

12 Cross-account and VPC peering traffic visibility with lateral movement detection across 
account boundaries? ​  

13 Does packet capture at threat detection for network forensics verify that 
workload-to-workload encryption is active, not just configured? ​  

 

 
7. Policy Enforcement and Admission Control 

 

# Evaluation Question ​  

1 Image signature verification enforced (Sigstore, Cosign, or Notary)? ​  

2 Deployments restricted to approved registries with all others blocked? 
  ​  

3 Privileged workload deployments blocked at admission time? ​  

4 K8s Pod Security Admission integration in enforce, audit, and warn modes? ​  

5 OPA/Gatekeeper or Kyverno policy engines are supported? ​  

6 
Is fail-safe enforcement available if the admission controller goes down? 
 If the admission controller is down and fails open, all policies are bypassed. Soft enforcement provides 
a fallback that maintains security during controller outages. 

​  

7 Is exception management enforced with an approval workflow, business justification, and 
automatic expiry? ​  

8 Multi-cluster policy consistency maintained with alerts when any cluster deviates from the 
fleet-wide baseline? ​  

9 ABAC/tag-based policy scoping: different policies per BU, environment, and application tag 
without duplication? ​  

10 Policy versioning and instant rollback with full version history? ​  
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11 Policy simulation/what-if mode: audit-only preview before live enforcement? ​  

12 Policies replicated consistently across AWS, Azure, and GCP: author once, enforce 
everywhere? ​  

13 Hierarchical policy inheritance (global → group → environment) with override rules and drift 
alerting? ​  

14 Approval-gated auto-remediation requires explicit human sign-off with a full audit trail 
before any automated fix executes. ​  

 

 
8. File Integrity Monitoring 

# Evaluation Question ​  

1 File integrity monitored inside running containers? ​  

2 Unauthorised writes to /bin, /boot, and /etc detected? ​  

3 File change alerts in real time, not on a scan schedule? ​  

4 Unauthorised file writes are BLOCKED at the kernel level? ​  

5 
Are legitimate file writes (log rotation, config reload) distinguished from a˻acker 
modifications? 
 Application log writes and config reloads are legitimate modifications. The tool must distinguish 
expected behaviour from a˻acker activity to avoid alert fatigue. 

​  

6 /etc/ssl/certs and CA bundles protected from tampering? ​  

7 Read-only root filesystem enforced, with alerts when a container runs without an immutable 
root? ​  

8 Is the file state baselined from the original signed image, with the runtime filesystem 
compared to the golden image? ​  

9 Is FIM alert tuning being used to suppress known legitimate writes, such as log rotation and 
config reload, while only surfacing genuine anomalies? ​  

 

9. Software Supply Chain and Image Trust 

# Evaluation Question ​  

1 Image signatures verified before deployment? ​  

2 Base images scanned for supply chain tampering and backdoors? ​  

3 
SBOMs generated and maintained for every deployed image? 
 When a new zero-day drops (Log4Shell or Spring4Shell), the first question is, 'Where are we running 
this library?' Without SBOMs, that answer takes days. With SBOMs, seconds. 

​  

4 Images pulled from public repos without validation flagged? ​  

5 Individual image layers scanned for hidden malicious payloads? ​  

6 In-toto a˻estations and SLSA build provenance verified and enforced as cryptographic 
proof of the full build chain? ​  

20 



Cloud & Container Security Buyer’s Guide 

7 Is VEX (Vulnerability Exploitability eXchange) supported to suppress confirmed 
non-exploitable findings via vendor statements? ​  

8 Typosqua˻ing and lookalike package names detected in public and private registries? ​  

9 Helm chart signatures and OCI Artifact integrity verified before deployment?  ​  

10 Has the integrity of the CI runner and build environment been assessed?  ​  

11 In air-gapped environments, are all images and packages enforced to originate from 
pre-approved internal mirrors? ​  

 

 

Achieving Container Security Compliance 
Frameworks that container security programs must address and what each one does 

Framework What It Evaluates 

CIS Kubernetes 
Benchmark  
K8s hardening baseline  

Automated scanning against API server, kubelet, etcd, and network policy 
controls. Continuous, not point-in-time. 

CIS Docker Benchmark 
Container host baseline  
                            

Host-level checks covering Docker daemon configuration, container 
runtime se˻ings, and image build hygiene. 

NIST SP 800-53 Rev 5 
Federal control catalogue 
                           

Rev 5 mapping specifically. Rev 4 omits the supply chain and privacy 
controls now required for federal and enterprise programs. 

NIST SP 800-171 
CUI protection 
                            

Control coverage for Controlled Unclassified Information workloads. 
Required for DoD contractors and supply chain partners. 

PCI DSS         
Cardholder data 
      

Network segmentation validation, access control evidence, and 
exportable findings for Qualified Security Assessor review. 

HIPAA    
Health data protection          

 

Access controls, audit log completeness, and breach detection coverage 
for containerised Protected Health Information workloads. 

DISA STIG (K8s + Host) 
DoD hardening standard  

STIG checks across both K8s cluster configuration and the underlying 
host OS. This step is required for DoD and defense contractor 
environments. 

NSA/CISA K8s Hardening 
Government K8s guide 

 

Dedicated hardening profile with automated checks. Verify coverage 
matches the current guide version, not a prior release. 
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MITRE ATT&CK For 
Containers 
Container threat mapping 

Detection and policy violation mapping to ATT&CK for Containers 
techniques across the full kill chain. 

MITRE ATLAS 
AI/ML threat mapping 

 

Adversarial technique coverage for AI and ML workloads running in 
containers. Relevant where model inference is containerised. 

MITRE SPARTA 
Space systems security 

 

Technique mapping for satellite and space system workloads. This 
technique is relevant for container deployments in the defense and 
aerospace sectors. 

SOC 2 Type II 
Trust service criteria 

 

Automated evidence generation for security, availability, and 
confidentiality criteria. Verify export format meets auditor requirements. 

FedRAMP 
Federal cloud 
authorization  

NIST 800-53 control mapping with continuous monitoring output. Required for 
cloud services sold to U.S. federal agencies. 

 
11. Deployment Flexibility 

# Evaluation Question ​  

1 EKS, AKS, GKE, OpenShift, Rancher, K3s, Tanzu, Nutanix NKE, and self-managed K8s are 
supported. ​  

2 Full on-premises deployment with no SaaS dependency? ​  

3 Support for air-gapped environments with offline vulnerability database updates? ​  

4 Available on AWS, Azure, Red Hat, and Oracle Cloud Marketplaces? ​  

5 Is ARM/AArch64 supported for both the control plane and agents? ​  

6 Lightweight agent for resource-constrained edge and IoT nodes? ​  

7 Are MicroShift, K3s, and KubeEdge supported for edge deployments? ​  

8 Customer-controlled upgrade schedules in SaaS? ​  

9 SaaS multi-cloud hosting across AWS, Azure, and GCP regions? ​  

10 Defined RPO and RTO commitments for SaaS DR? ​  

11 Enterprise authentication supported: SAML 2.0, OIDC, MFA with native integration into Entra 
ID and Okta? ​  

12 Multi-tenancy with isolated BU views, delegated administration, scoped RBAC per tenant, 
and zero data bleed? ​  

13 Rapid M&A onboarding of new cloud accounts and tenants mid-program without 
re-architecting existing deployments? ​  

14 Customer-Managed Keys (CMK) for data at rest, independent of vendor control? ​  

15 Scale to 10,000+ cloud accounts documented with performance benchmarks? ​  

16 FIPS 140-2 cryptographic standards met for federal and regulated-industry deployments? ​  
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17 Operates through a corporate HTTP/HTTPS proxy with Windows node support in mixed 
Linux/Windows clusters? ​  

18 Coverage extended to virtual machines and bare-metal workloads?  ​  

19 Available as a certified operator on OpenShift/Red Hat Marketplace with 
customer-controlled SaaS upgrade schedules? ​  

 

 

12. Observability, Forensics, and Response 

# Evaluation Question ​  

1 End-to-end workload traceability? ​  

2 Per-container audit metadata captured (user, namespace, timestamp, policy actions, 
process ancestry)? ​  

3 Structured investigation workflows with context, replay, and escalation? ​  

4 SIEM integration (Splunk, Sentinel, QRadar)? ​  

5 ServiceNow and Jira incidents created with full context? ​  

6 Slack, PagerDuty, and email alerting? ​  

7 Automated network policy generation from observed baselines? ​  

8 Automated remediation code/PR generation for IaC issues? ​  

9 Scheduled and on-demand report delivery in PDF, CSV, and JSON for board packs, auditor 
submissions, and SIEM ingestion? ​  

10 Historical risk posture trending: security score, open findings, and compliance state over 
configurable time windows? ​  

11 Custom dashboard and widget building beyond pre-built templates? ​  

12 Role-based dashboards with distinct views for executives, SOC analysts, cloud security 
engineers, and auditors? ​  

13 Curated threat intelligence feed of emerging CVEs, zero-days, and cloud-specific threat 
reports? ​  

14 Encrypted traffic analysis and JA4 fingerprinting to identify malicious tooling and C2 
channels over TLS without decryption? ​  

15 Configurable audit log retention based on compliance requirements, with full findings 
accessible via REST or GraphQL API? ​  

16 Case management: findings assigned to analysts, investigation status tracked, notes added 
within the platform? ​  

17 Outbound webhooks to custom endpoints?  ​  

18 MTTD and MTTR tracked as live KPIs on a dashboard? ​  

19 Asset change history timeline recording who changed what on which resource and when? ​  
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Runtime Security Engine Comparison 

Engine Type Inline 
Security TOCTOU Sandbox Performance 

Impact Hardened Zero 
Trust 

KubeArmor 
(AccuKnox) Detection + Inline ✓ ✓ ✓ Low (<2%) ✓ ✓ 

Falco + Talon Detect & Respond ✗ ✗ ✗ High ✓ ✗ 

Tetragon (Cilium) Detection + Limited ◑ ✗ ✗ Low ◑ ✓ 

Tracee (Aqua) Detection Only ✗ ✗ ✗ High ✓ ✗ 

NeuVector (SUSE) Detect & Respond ✗ ✗ ✗ High ✓ ✓ 

Prisma/TwistLock Detection + Inline ✓ ◑ ✓ High ◑ ✓ 

gVisor (Google) Sandboxing ✓ ✓ ✓ High ◑ ✓ 
 
✓ Full support   ◑ Partial   ✗ Not supported 

THE BOTTOM LINE 
Detection alone cannot provide Zero Trust enforcement, sandboxing, or file integrity protection. A 
platform that only detects is fundamentally incomplete for production container security. 

 
 

 

 

Vendor Comparison and Stack Ranking 
 

Most CNAPP platforms provide broad cloud security coverage with primarily telemetry-based runtime 
detection. AccuKnox takes a different approach, anchoring its CNAPP around container runtime security with 
kernel-level enforcement and zero trust workload protection. 

Feature AccuKnox Brand A Brand B Brand C Brand D 

Threat Detection (eBPF) ✓ ◑ ✓ ✓ ◑ 

Active Inline Blocking (BPF-LSM) ✓ ✗ ✗ ✗ ✗ 

Behavioral Baselining ✓ ◑ ✓ ✓ ◑ 

Process Whitelisting (kernel) ✓ ✗ ✗ ◑ ✗ 

Nano-Segmentation ✓ ✗ ◑ ✗ ✗ 

Cryptominer Detection and Blocking ✓ ◑ ◑ ◑ ◑ 

kubectl exec / PTY Blocking ✓ ✗ ◑ ✗ ✗ 

File Access Blocking (kernel FIM) ✓ ✗ ✗ ◑ ✗ 

Virtual Patching ✓ ✗ ✗ ✗ ✗ 
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Disconnected Enforcement (DDIL) ✓ ✗ ✗ ◑ ✗ 

Runtime Overhead <2% ✓ N/A ◑ ✗ N/A 

Zero Trust Policy ✓ ✗ ✗ ◑ ✗ 

Risk Assessment and Vulnerability Management 
Feature AccuKnox Brand A Brand B Brand C Brand D 

Container Image CVE Scanning ✓ ✓ ✓ ✓ ✓ 

Runtime Reachability ✓ ✓ ✓ ◑ ✓ 

SBOM Generation ◑ ✓ ◑ ✓ ✓ 

EPSS Scoring ✓ ✓ ◑ ✓ ✓ 

Malware / YARA Scanning ✓ ◑ ✗ ◑ ◑ 

API Security (Shadow/Zombie) ✓ ✗ ✗ ◑ ✗ 

OWASP API Top 10 ✓ ✗ ✗ ◑ ✗ 

API Rate Limiting ✓ ✗ ✗ ✗ ✗ 
 

Compliance Frameworks 
Framework AccuKnox Brand A Brand B Brand C Brand D 

CIS K8s Benchmark ✓ ✓ ✓ ✓ ✓ 

NIST SP 800-53 Rev 5 ✓ ✓ ◑ ✓ ✓ 

NIST SP 800-171 (CUI) ✓ ✗ ✗ ✗ ✗ 

PCI DSS ✓ ✓ ✓ ✓ ✓ 

HIPAA ✓ ✓ ✓ ✓ ✓ 

DISA STIG ✓ ◑ ✗ ◑ ✗ 

MITRE ATT&CK (Containers+K8s) ✓ ✓ ◑ ✓ ◑ 

MITRE ATLAS (AI/ML) ✓ ✗ ✗ ✗ ✗ 

SOC 2 ✓ ✓ ◑ ✓ ✓ 

FedRAMP (via NIST 800-53) ✓ ✓ ✗ ✓ ✗ 
 

Deployment Flexibility 
Feature AccuKnox Brand A Brand B Brand C Brand D 

Public Cloud (EKS/AKS/GKE) ✓ ✓ ✓ ✓ ✓ 

Vanilla K8s On-prem ✓ ✗ ◑ ✓ ✗ 

Air-Gapped ✓ ✗ ✗ ◑ ✗ 

ARM/AArch64 Full Stack ✓ ✗ ✗ ✗ ✗ 

Edge / IoT ✓ ✗ ◑ ✗ ✗ 

Bare Metal ✓ ✗ ✗ ◑ ✗ 
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AI Workload Security in Containers 
Feature AccuKnox Brand A Brand B Brand C Brand D 

AI Agent Sandboxing (LangGraph, 
Strands, ADK) ✓ ✗ ✗ ✗ ✗ 

Jupyter Notebook Protection ✓ ✗ ✗ ✗ ✗ 

Ollama / vLLM Inference Hardening ✓ ✗ ✗ ✗ ✗ 

NVIDIA CUDA / RunAI Hardening ✓ ✗ ✗ ✗ ✗ 
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AccuKnox vs RHACS vs NeuVector 
This is for organizations that are specifically evaluating container runtime security. 

Category # Feat AccuKnox RHACS NeuVector 

Runtime Security 18 18/18 6/18 10/18 

Risk Assessment 18 17.5/18 7/18 7/18 

Admission Control 6 6/6 6/6 6/6 

Compliance 14 10/14 6.5/14 6.5/14 

Remediation 8 8/8 6.5/8 2/8 

AI Security 7 7/7 0/7 0/7 

TOTAL 98 93/98 (95%) 34/98 (35%) 47/98 (48%) 
 

Stack Ranking 
Rank Vendor Score Rationale 

1 AccuKnox 95% 
The only platform combining BPF-LSM inline kernel enforcement with full 
CNAPP. Zero Trust whitelisting, nano-segmentation, virtual patching, API 
security, AI hardening, air-gapped/edge. 

2 Prisma Cloud ~65% Broad CNAPP. Runtime via TwistLock runC shim. High overhead, node restart 
for block rules. 

3 Wiz ~55% Strongest agentless CSPM. Good detection, no inline enforcement. Zero 
air-gapped support. 

4 Upwind ~45% Purpose-built runtime detection. Detect-and-respond only. No BPF-LSM. 

5 Orca Security ~40% Agentless. Weakest runtime. Snapshot-based. No inline enforcement. 
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Measuring Container Security Programme Effectiveness 
 

Metric What It Measures Target 

% Container assets 
discovered Coverage completeness >95% within 48 hours 

MTTD Threat detection speed <15 min for Critical 

MTTR Detection to remediation <60 min automated; <4 hrs manual 

False positive rate Enforcement precision <0.1% on known safe traffic 

Enforcement latency Performance impact <10ms p99 

Shadow workload discovery Unauthorized containers Baselined week 1; tracked weekly 

Policy violation MTTD Time to detect a violation <5s inline; <60s CDR 

Compliance posture % controls passing Tracked continuously per framework 
 

 

AccuKnox Container Security Platform 
 

PLATFORM POSITIONING 
AccuKnox is the only platform combining Zero Trust runtime enforcement at the kernel level with full cloud 
security visibility in a single platform that deploys on-prem, in the cloud, air-gapped, or as SaaS. 

 

Module Capabilities 

KSPM / CSPM Multi-cloud container inventory, CIS Benchmark scanning, RBAC detection, KIEM, 
33+ compliance frameworks 

Runtime Protection 
(CWPP) 

Zero Trust eBPF and BPF-LSM enforcement at the process, file, and network levels 
via KubeArmor. K8s, VMs, bare metal, edge/IoT 

Container Image 
Security 

Vulnerability scanning with EPSS, SBOM, malware/YARA, sensitive data detection, 
reachability analysis, a˻ack path 

Network Security NetworkPolicy auto-generation, nano-segmentation by process, API security with 
shadow/zombie discovery, OWASP API Top 10 

Detection and 
Response 

Cloud log ingestion, behavioral anomaly detection, shadow container discovery, 
automated CDR, ServiceNow/Jira 

AI Workload Security AI agent sandboxing, Jupyter protection, inference hardening (Ollama, vLLM, 
CUDA/RunAI), MITRE ATLAS 
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Deployment Options 
Mode Details 

SaaS Multi-tenant, fully managed. 99.95% SLA 

On-Premises Single-node install on EKS, AKS, GKE. Full feature parity 

Air-Gapped No internet required. Offline vuln DB sync 

Edge / IoT ARM/AArch64: K3s, MicroShift, KubeEdge. Lightweight agent 
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Customer Testimonials for AccuKnox    

 

 

“AccuKnox brings Zero Trust directly to the AI layer delivering the runtime protection and identity 
governance organizations need as AI moves from the lab into production." 

Golan Ben-Oni, CIO & CISO, IDT Corporation​
 

 

“AccuKnox takes a principled approach: applying zero trust at the AI layer where the exposure 
actually exists. organizations serious about production AI will need exactly this kind of 
infrastructure-level thinking." 

Dr Edward Amoroso, CEO, TAG Infosphere | Former SVP/CSO, AT&T 
 

 

“AccuKnox’s roadmap in API and AI security, combined with strong DevSecOps and GRC mapping 
capabilities, made them the clear choice for securing our global hospitality operations. 

David Billeter, Cybersecurity Leader. 
 
 

 

“Through our partnership with AccuKnox, we're extending security beyond infrastructure into the AI 
layer, helping organizations safely deploy AI in even the most sensitive environments." 

Brad Sollar, CTO, Mainsail Industries  
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