Continuous Compliance & GRC ®. ACCUKNOX

Automates Governance And Real-Time Audit Assurance Secure Code to Cognition

Shift from Reactive Audits to 100% 0% 30+

Co n‘tin uous Ass urance VISIBILITY MANUAL EFFORT FRAMEWORKS
AccuKnox GRC empowers organizations to automate Governance,
Risk, and Compliance across multi-cloud and hybrid workloads.
Enforce least-privilege and verify everything—before and after
deployment using Zero Trust principles.
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AccuKnox GRC Components Table

Component Focus Area Key Functions Ideal For

Risk Assessment Continuous Monitoring Evaluat.e exposure, risk scores, and behavioural CISOs, Risk Officers
anomalies

Policy-as-Code Governance Enforcement Dgﬁne g.uardre.uls to prevent drift and Cloud Architects,
misconfigurations DevSecOps

Compliance Mapping Requlatory Alignment Etecnchmark against NIST, SOC 2, HIPAA, PCI-DSS, GRC, Compliance Teams

Reporting & Dashboards Audit Visibility Real-time visibility into posture and risk Auditors, Security

Leadership
Remediation Tracking Risk Reduction Assign, automate, and verify fixes for flagged AppSec, DevOps

violations

About AccuKnox CLOUD NATIVE mume %) ACCUKNOX

AccuKnox is a Zero Trust CNAPP Cloud Security protects sharnetu PARTNER

API Security, CDR, SIEM, Public clouds, Private clouds, IN linkedin.com/accuknox
Kubernetes, VMs, Bare metals, loT Edge, and 5G security.
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Compliance Support Matrix

& COPPA

© North America  General

Children’s Online Privacy Protection Act

@ APRA 234 STANDARD

© Australia - APAC  Banking

Australian Prudential Regulation Authority
standard for operational risk management

@ HIPAA

© North America  Healthcare

Health Insurance Portability and
Accountability Act

° FISMA

© North America  Federal

Federal Information Security Management
Act

AWS Well-Architected
Framework - Security

© Global  Technology

AWS framework for building secure, high-
performing, resilient, and efficient
infrastructure

= NIST 800-171

© North America  Technology/Federal

NIST standard for protecting controlled
unclassified information

AWS CIS Benchmark v1.5.0

© Global  General

Updated CIS benchmark for AWS with
enhanced security controls

ik ISMS-P for AWS

© APAC  General

Information Security Management System
Personal Information Protection

@ FERPA

© North America  Education/Healthcare

Family Educational Rights and Privacy Act

@ AVID

© Global  General

Payment Card Industry Data Security
Standard

@ IS0 27017

© alobal ~General

International standard for cloud security
controls

@ HITRUST CSF

© North America  Healthcare

Health Information Trust Alliance Common
Security Framework

California Consumer
Privacy Act (CCPA)

© North America  General

California privacy law protecting consumer
personal information

@ NIST SP 800-53

© North America  Federal

NIST security controls for federal information
systems

@ CIS Benchmark v3.0

© Global  General

Latest CIS security benchmark for Microsoft
Azure and Google Cloud Platform with
advanced features.

Korean Financial Security
Agency Guidelines

© APAC  Banking

South Korean financial security requirements

PCI

© Global ~ Banking/Finance

Payment Card Industry Data Security
Standard

A7, Digital Personal Data
‘s Protection (DPDP) Act - India

© APAC  General

Payment Card Industry Data Security
Standard

@ LGPD

© South America  General

Brazilian General Data Protection Law

@ 1S0 27018

© Global  General

International standard for cloud privacy
protection

CSPM Encryption
Program

© Global  Technology

Cloud Security Posture Management
encryption requirements

AWS CIS Benchmark v1.4.0

© Global ~ General

Center for Internet Security benchmark for
AWS cloud security configuration

CMMC - Cybersecurity

@ Maturity Model
Certification

© North America  Federal

Defense Department cybersecurity standard
for contractors

@ VAIT

© Europe  Banking

Insurance Supervision Requirements for IT
(BaFin)

®, ACCUKNOX

™

ecure Code to Cognition

45 *+ SUPPORTED FRAMEWORKS

@ BAIT

© Europe  Banking

Banking Supervision Requirements for IT
(BaFin)

@ CIS Benchmark v2.0.0

© Global  General

Updated CIS security benchmark for multiple
cloud platforms, with comprehensive
security guidelines and enhanced controls.

@ AlID

© Global  General

Al Vulnerability and Incident Database for
artificial intelligence security

Mitre AWS Attack

AITRE
Framework

© Global  Technology/Federal

MITRE ATT&CK framework for AWS cloud
environments

@ GCP CIS Benchmarks v1.2.0

© Global  General

CIS security benchmark for Google Cloud
Platform

@ NIST CSF

© North America  General

NIST Cybersecurity Framework

@ FedRamp

®© North America  Technology/Federal

Federal Risk and Authorization Management
Program

@ IS0 27001 - 2022

© Global  General

Latest international standard for information
security management systems

Continuously map controls to NIST/CIS/PCI/SOC2, collect evidence,

monitor drift, and auto-remediate via laC workflows.

Securities and Exchange Board of India
Cyber Security and Cyber Resilience
Framework

Azure CIS Benchmarks
v1.3.0

© Global ~ General

Established CIS benchmark for Azure security
configuration

AWS CIS Benchmark v4.0.1

© Global  General

Latest CIS benchmark for AWS with most
comprehensive security guidelines

OWASP Top 10 for LLM
v2025

© Global ~ General

OWASP Top 10 security risks for Large
Language Model applications

@ IS0 27001 - 2013

© Global  General

International standard for information
security management systems (2013 version)

@8003

© Global ' General

Service Organization Control 3 general use
report

GDPR (General Data
Protection Regulation) EU

© Europe  General

EU regulation for data protection and privacy

@ SOC 2 Type Il

© Global  General/Technology

Service Organization Control 2 Type Il audit

Get AccuKnox <> Gartner Guide >
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About AccuKnox

Customer & Analyst Reviews

m privado

“One stop shop for the requirements in
compliance and tracking adverse vulnerabilities.”

Dr Suchakra Sharma,
Chief Scientist

AccuKnox is a Zero Trust CNAPP Cloud Security protects
API Security, CDR, SIEM, Public clouds, Private clouds,
Kubernetes, VMs, Bare metals, loT Edge, and 5G security.

CLOUD NATIVE
oN

MPUTI

SILVER HEMEER

9 DigitalOcean

aWs

PARTNER

NEPHIO

“By integrating AccuKnox’s industry-leading access
control solutions with our best-in-class cloud
infrastructure, we empower businesses to achieve a new
level of security and compliance.”

Fer De Oliveira, VP, Ecosystem and Partnerships

ACCUKNOX
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