AccuKnox Software Bill of ¢, ACCUKNOX

Material S (SBO M) Secure Code to Cognition™

Complete X-BOM For Regulated Enterprises

SBOM and software supply chain transparency are increasingly required by requlators and enterprise
procurement worldwide. AccuKnox generates SBOM, CBOM, QBOM, HBOM, and AIBOM from a single Zero Trust
CNAPP, no separate tooling required.

FIVE BOM TYPES - ONE PLATFORM
SBOM CBOM QBOM HBOM AIBOM

SOFTWARE CRYPTOGRAPHIC QUANTUM HARDWARE Al / ML

COMPLIANCE-READY COVERAGE

Technical Guidelines On SBOM - CBOM - QBOM - AIBOM - HBOM

v/ Package vulnerability scanning v Vulnerability disclosure (VEX/CSAF format)
v Audit-ready reports — email & PDF v License compliance & copyleft detection
v Managed & unmanaged Al asset inventory v Cryptographic asset inventory (CBOM)

v BOM version diff — added, removed, changed v/ CycloneDX + SPDX 3.0.1 output

Platform Capabilities

Vulnerability Scanning Audit-Ready Reporting Managed & Unmanaged
on Packages Scheduled email delivery and PDF Al ASSGtS
Correlates every SBOM component export with component inventory, Discovers and inventories both
against global vulnerability vulnerability status, and license sanctioned Al models and shadow
databases in real time. Surfaces summary — structured for internal deployments. Tracks datasets,
exploitable findings ranked by and regulatory audit workflows. frameworks, & dependencies as
severity — not raw CVE count. AIBOM — critical for fraud and

credit systems.

Q,EQ BOM Version j/ Dependency Graph ) Cryptographic Asset
Comparison Visualization Inventory
Diffs any two BOM versions to show Shows the full path from root to Scans container images and
added, removed, changed, and every vulnerable component with filesystems for x.509 certificates,
unchanged components — N-level transitive discovery. Covers keys, TLS cipher suites, and weak
including license changes. Essential polyglot and monorepo projects in algorithms. Supports post-
for tracking supply chain drift a single scan. quantum cryptography readiness
between releases. assessment.

Deployment Models

. ® .
@ Saas ro\[ On-Premises @ Hybrid o Air-Gapped

Zero setup - instant Full data sovereignty Mixed cloud and KnoxCtl CLI - isolated
access on-prem networks
CNCF PROJECT

Built On CNCF Open Source - Founded With SRI

1M+ DOWNLOADS

International
KubeArmor, our CNCF open-source project, powers the runtime security engine with SRIINTERNATIONAL
1M+ downloads across 25+ enterprise adopters. 25+ ADOPTERS

About AccuKnox CLOUD NATIVE @, ACCUKNOX

COMPUTING FOUNDATION
SILVER MEMBER

AccuKnox is a Zero Trust CNAPP Cloud Security protects
API Security, CDR, SIEM, Public clouds, Private clouds,
Kubernetes, VMs, Bare metals, loT Edge, and 5G security.
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